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The development of the Generative Al e.g., Large Language Models (LLM),
have been popular in both academic and industrial communities on a worldwide
scale, especially the ChatGPT series. The success of ChatGPT and GPT4 has
shown the future direction of developing AGI. However, large generative models
also suffer from the issue of data/model security and privacy. We should note that
large generative models would bring a lot of security and privacy problems, when
they demonstrate great power in changing our life, such as data leaking and the
propagation of fake news. In this white paper, we first conclude the development
of large generative models, including its effects and social influences. Then, we
summarize the current security and privacy problems in existing large generative
models, e.g., the data and model security, copyright problems, and ethical issues.
Finally, we give the corresponding suggestions about the current security and privacy
problems. They can be employed to point out future research and develop directions,

and can also be utilized as references for government decision-making.
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OpenAl F 2022 4 11 H 30 HIFiiid ChatGPT, )5 ChatGPT KUEE4:
2R, A6 1 AT 2N 5.9 2. AT SREIIIRYIEE A ChatGPT 1 BB
K& A ARG R A RITH 238 MR . ChatGPT M1 GPT4 By | % T
PR BT 28, o TR E AN TERE (AGI) BymTaedk.

(HAEH A B A A, ChatGPT S5 A2 R RIG AL B S &ds A
RT3 2 AR o FRATV %R, A O A S A R PR SR EA
IRl H B ok i) — R 9 4 5 AL (AR FRATE R, Blans A i Bl
M, BRI EAARES. AR, RATECBES T ChatGPT 5 GPT4
S AU BB ) R R P RE DA SCHCE SR A0 N RE AL A8
M. MG, FAA9 T ChatGPT 5 GPT4 A4 sl P AR %
SRS, e, BN, BN, B, K)h, 3
10 X3k 2642 4 55 EURA I AR HE R B Y R ) SR, Tt i 1 H S a7 EA T
HIBFFERE AL S o FERL 2 NG AGL SERIMFFEEENT, EFIR WAL LT .

2 MR BRI e i 2 0%

GPT (Generative Pre-trained Transformer ) &—f 3T Transformer FLA 115
A BAREAL, H OpenAl HIBAIF % . H 2018 4E LA LANR , GPT RIEAC LN H
SRE T IR E MR W2 —. BV 7247 E NS % GPT i 8t
Ko FTHEHFNTREEN ChatGPT 5 GPT4 HILZ AIWELAL, M54 ChatGPT
5 GPT4 WFEH SRR, ZJE 5287 ChatGPT 5 GPT4 Z Jeiialm)— &R
FPEAE R,

2.1. ChatGPT il GPT4 iyai &

ANEI2FT7R , ARSCRFHE BRI/ 48 LR AR P GPT J7ik.

2.1.1 GPT1

2017 4E, Google #iH Transformer, | SIHLH 52 &M AR 2R
TRERGE R, BEREIN T R—g A" B0, 2018 4£ 6 H, OpenAl il
i (Improving Language Understanding by Generative Pre-Training)h [47] #

H T HEF Transformer Decoder BRI —1C GPT (Generative Pre-Training ), %
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K 2: GPT RYEAIH) & FE A 2

BALR B LA Transformer DAZS J2 i i 07 00 i S MO, A R0IE]
TE H ARTE 7 Ab B E (R SO SRR SR S A R et FETT AL
G, SN gRa ORI S UB T E A e MiERA SRR RS, A
GRA BN GRET, SR )5 RIS, AR MU . (F2AE H A
AR XA EADERGE R, R B2 KRR i SO R A |
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Classification | Stan | Text [ Extract ﬂ—*{ Transformer |—-{ Linear ‘
Usyer Normn Entaiiment | Stan | Premise [ Delim | Hypothesis | Extract |}—-| Transformer |~-| Linear |
[+ -
Feod Forward | Stan I Text 1 [ Dafim | Text 2 |Eum|c1 |J|-—|_Transl'0nnar
) Sirmilarty ] Linear
12x | Stant | Text 2 | Dafim | Text 1 ]Emm &—| Transformer
Layar Norm l
— [ son [ context | ostm | Answer1 [ exvact |}~[ Transformer |+ Linear |
Sull Angnton
Muluple Chulce| Stan | Conlext I Delim | Answer 2 I Extract |:I[--I Translormer -|—-| Linear |——'E|

ITI!K[& Paoatlon E.rrebuul |—-‘.'vlnl'l | Ccontext [ Delim | Answer N TEmm ]}-{ Translormer |—-| Linear |—
K 3: GPT1 ;nE K|

HREBER, C7rE B EXEY AR . Transformer b5, B SCY 1
NOCHYERARRE BRI B, TEX AN, GPTL AT . MESHR', BR
BB BT B, MThmEnd (FT AR — B mmsey) INgk—
AT AEX IR, FAEIREARSC ARG T, R4 E T & 4>
i, BREALRETTN 2 k+1 M. IRE, AR RENS BRSO AR, A
PRE R BRI R 25 1 — 28 N AT 55 BIANSCA 38, SRR HU RS2
AARHER RS /N T IO R AR, FERXAERY, FAT R R T —
LB N TR EE

(1) GPT1 [yt

o A GPT1 25544 Transformer [ [IJIEEIRIR 18815 w5 AL B, 7]
HTEFCAE TS, WP, UL, RHEAEEE.

o Bfi: GPTL WA mpu M, FEAFE X TIETS RS e, T HH
T 45 AN AHERA o

(2) GPT1 W55

GPT1 J&28—E ] Transformer #1284 A ATE SR, "EMEH T IO
MABHRAEIATIONN G . BRI R TUE SO SORSU, IR F .
45, GPTL R A BRI — A R, 2856 Beam Search 55
RN —AiE . GPTLHE B 8HERVE BTk, IRl n 8yl i 45 M T
BAESS AR S5 BYTE 5 o T ARG AR A

LI K5 | F Fhttps://juejin.cn /post /7215806457961775160heading-8
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~ HARITEEE

= ESE R M Transformer

- SBERTH— TR 2k
GPT"Z*DiE‘E&E—! =t Trancformer HEEREYHE
~ EEREAT THEGPT2
~ ZAHM GPT2 B SET

GPT2 ] Self-Attention
- GPTZ Bi5

Self-Attention
E8F Masked Self_attention
AN Self-Attention

GPT-2 EiEB MRS

EH4T

) > ERBRGPT-2 e
ey EINE
B2 5

i BFRER

K 4. GPT2 ;nEH
212 GPT2

2018 4F 10 H Google #fi H ET Transformer g1 Bert Y%, FERIFESEL
F/NHIER T, HACRGU T GPT1, —i Bk H ARG 5 A P4 ) sk . BT
Transformer R, BORUFIERRBOR, BRI . HAPR AR —m, A
ARV T, P A . B, openAl #£ 2019 4F 02 H MIZR4RE
EdEfredt, 5IA T zero-shot iX—A#H 5, GPT2 (GPT1: 110M, Bert: 340M,,
GPT2: 1.5B) stilH: 7 [48], tnE4fiR?. GPT2 F 34X zero-shot [\, 75
TESE A AR IR G DL T @5, DAGELRBIAY AT DAAE BT A S i 5 5 . R AT
RS GTP1 X B S pLst Sk 49

(1) AHET GPTL Ryt

GPT2 245 THAZ : REETRIAS AT 5543 BIHEF TR i R Ass, T A s SGX A
BB NAZMAT 24T 55, A2 H iR R TR BT 24555 . FETIN SRR/ LA
5 GPT1 JFyEtHE, FERORER -5 — B BiA BISE A R E 5 L FEAT 55, e
BT TEH BN AT 55, X RERAS BN 2R i () 854 5 4 — 2. 24 1)) i AR 4
RSO, TR E A SUR R 2B A A s R e R ASEAY,
ST R M8 + &% + SO AHLUER, TR <3 + ¥R
e JmSCHmG 3C, midEREbRE S B S B SRR 5% —4h
PR 2, XOATE RO R 2RI 55 . BRI RS, (HREIA B AR A EE
B J34h GPT2 f4 Transformer #:Z 12508 INE] 48 2, RUZMLERE R 1600,
SHEERRE T 15 12,

2tk K5 ] i Fhttps: //blog.csdn.net /Ashe_ yang/article/details/119832916
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2.1. ChatGPT #= GPT4 #9877 % 5
(2) GPT2 Myl

o s GPT2 78 GPT1 R badb—2P ekt PR, sl d 3 2 i S 4%
(1.5 125 15 12) Hedtmbhat. [ GPT2 ] A B KA SCAS, S i Ab
PRI, I HA AR

o Bal GPT2 Byl gREdhk BT HIKM , X EWE EAA IR A 4
SR X AR EMR S LA SR M. Ah, GPT2 ZHPIMA, T
R T el et .

(3) GPT2 W5

WA AEVERETT T, B 7 REARRE I oh, GPT2 FEAE Oy s — IR T
SEKHRIA: FISAmEE. BIR. 205 . g, HEAMBON . #ym bR ir e M
EVEAT A OB E AR T . R “ERER Z)5, GPT2 WifRRlh 7 EHain
SERFIIRETT, HAEZAREE e F AT FSeBl T iR e RE -

213 GPT3

BRI A ORAE R 2 00 PR B, (AR fBER{EREREA. X
—HERAFFE NI W, NERFEDEI /R OIS B SRR IS Y — 3 B
INE T IR NUHES . K OpenAl F+ 2020 4 06 H#EH T GPT3 [3], ZfAYAE
2L 7 GPT1 #1 GPT2 £ T Transformer %) H [ JHiEFHAL ), (H GPT3 Kepidy
SHHEY KA 1758, & GPT2 (19 100 5, MIHUBE I bl gh s 2 ) FiH . 4
E5rRS, GPT3 AWK zero-shot Hyew, Mift$e iy In-Context Learning, ¥E
W55 P BT ZATA B RO, R (5 S 45 08 D AR e A A LR AR
B2 ) FEATHERR AR B, sRRE A S A D i AR S AR AR AR I 0 T B TR &7
PRZAG, FRUGIERI R ) thi il , ORI Ry i

(1) GPT3 [t

o fini: 5 GPT2 MitL, GPT3 Hskk, BA 1750 (4138, HaEwAR
HERIHB AT — AL 55, WE SR, ES BaSCRE. tHh, GPT3 2
TP, Al Ui, AT AR TR ARt

o SRR R GPT3 ISR, (BAER LG O M2 i BRGSO TR BN IR Y
(B35, RS T E GUBA IR 1) 28 SOCA KRR, GPT3 it
LB FE, R AN —BAh, BRI, RS 2)
RRAMEER ) SR BRI, XTI —LeAE55, HOANI S R SORE S, (B

3 IE 5| HFhttps:/ /baijiahao.baidu.com /s?7id=1674983712782617872& wir=spider&for=pc
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Unsupervised Pre-training

r \

K 5. GPT3 /;nEd

11 [ U 5 A A AE — R B, S s an S (R B 2% p SO
SCHIG, RCRRWBES A2 3) T s SR, AEVIZRE, 15
R FTA A R SR E T — 2R ok Fo s R TR R R R B R
TR, ORI B A 4) FEARA R R G L, JI—4>
B JUF- B AN B 1) SO AT R ok, X IR A& w) it
TR AR KNS, Xt @Rk N TR RmER; 5) A
— AN E R S, BB CRTE “¥2)7 IR 81277 BATURAHE
BREES, (BRI AR R RAER T, BRI E 2R A
FER; 6) ARFTFEFD, GPT-3 IIZRAIE AR T 7) GPT-3 iRfRZ
WS R, AR ARRER , TN RE AR Py R3] RS2 Q16
—ZRINPIRN; 8) BB & BRI HER I TIN5, X2 SRR
A FPAAER “PRIL

(2) GPT3 B 3% 5

GPT3 Wy s 1) 2. i EE s 2 —2 HRES LM, en]
PIMRIE L € R HE SCE R, A ERGE S . R BAETEMI T SRR
SRR AR SCT . WA, GPT3 Wnl AT SCA M6 1 AT BlgsBlise .
)22 2 M HARE T AU 55, X ST 55 RIUEAE 5 AN ERIR B B 2l 1
ANEFH. EhT GPT3 XLEa RIAE S, VASHITIRARE, (473 GPT3 1k
— e ChatGPT BIAHEA: 2 B, )32 60 A — L AR

FER DT, GPT3 BLE WA Tate. tan, Eseaain, e h
AR PUE FIALAY A T RPRERIE 2, CABEAT AT AR A RE . R B il
TERIATER, BRI A TR BER R . BB WSS, M R A AL &

IE?%EH’M% www.ipoipo.cnj_
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2.1. ChatGPT 4o GPT4 4437 4 7

| Large-scale language model pretraining
Training on code

l_ GPT-3 Initial _l Instruction tuning

GPT-3 Series Codex Initial " InstructGPT Initial

l LM + code training then instruction tuning

GPT-3.5 Series l Supervised instruction tuning

RLHF —— Text-davinci-002 —— RLHF

K 6: GPT3.5 ;n&

BAIMRSS . FERM U, BT AR THLA R 65 SR 5, W AP E A R
SMERIR RS2 o FERH AL BT, &l DA - — LS5 AR i A, 1
B GEICm IR

IR, GPT3 BAFAE— LB PR MONIMERSL . d55T, IR GPT3 ] 1 KA Il 2k
WA, HATR AR AR, e e iR AR5 B Hak, GPT3
IEAFAE— SO, LU ANAT N — SRR IR G 1 S 2 AT A R, AU AS [ 1Y
SURTTRE L 1T . BAh, GPT3 Wi —E a5 M L MERS, l gLk
B — 2ot . SO SPEA BRI o A5 AR BB AW AL . X 2]
BHEZ JEH) GPT3.5 FiGsl] TR LI 2% -

2.1.4 GPT3.5

GPT3 YA, (Hx T NRIIESHMIA ML, EWHEML 1
GPT3.5 MRS . (EMUNIFAE S5, RATRIL GPT3 AR KMEES), H
& HBARULIEAE T GPT3 fiust, LT IuEsg. ElefR®, 2022 4
¥ OpenAl %457 GPT3.5, ZBAUETE GPT3 RyEAl FdE—2 ik 1A IEH
MYNGRBAR , P TR RCRFNZALRE Sy, R8> 730 K A AT A 9T A
A . AR UL, GPT3.5 5| AT —FFiy “H 4= J1” (Grouped Sparse
Attention, GSA) Hy%EHy, T DR B WIBLPE RO T I F I B, IR
HT “brtEACEHZE1” (Normalized Knowledge Distillation, NKD) 5457 AR K —
AR AR AL YRR AR

4t K 5] HFhttps: //mp.weixin.qq.com /s/Ip6t TSWZONIU375yFNLBQA



http://ipoipo.cn/
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(1) GPT3.5 Wi &

o fii: GPT3.5 LAt NLP #ZUAILE, H 5% S ARG A S R A AL PR
XA EAESE bR N5 S . B0, (R HRIE S A SCR R
PLasBliESFALss b, GPT3.5 KRB TARR G IIEES) . €l AZE R i
HSCAs, HA R SCAR R R RE T ARG, [AIRF, FEACBE A 2 AE 55
GPT3.5 WiE 5 BRI ARR @, T AR AN [0 25 A AP AL A A Y
S, GEARLE BSOS IREE T, ATDAN G SO T2, I HAERX Y
TS TR ST GPT3.5 AMUEX LS NLP {155 LRI, &
AT PATE— S U B N AT, A SRR AR SO HLARBIESE
BEAGARA AR sy, BE R AR 3T . BRSO, X EWRE R
IR HERS , & n] DA I A W B OB O & A5 SR 5 R I
XMBENPRR A eI EMITEITE, GPT3.5 alDATERCAH AR T
WG O N EAT B 3ROUAL , AT i A RE RIS

o B BN GPT35 Z2HAES AU PELE P, HEHRaEaet
HFWZOA G (3 AL2) SRR A BAREE. AT GPT3.5 AA%&
AR R I e S BRSBTS

(2) GPT3.5 f 375

BAUCR A TR SRS, BT 1750 A28, miTHSHEER,
GPT3.5 n] DA T — LB R5 SR 2 S B SR ek, At SR« v 45
LT GPT3, GPT3.5 FEifi s M. A SMERESE T R I 5, et
FrE s i HARE S AT S5 . -5 Ml NLP B8, GPT3.5 Hag B
R R AE BT SE , X AT EAE SR b 37 5 3 S

2.1.5 InstructGPT

2022 4 1 A 27 H AI2 (Allen Institute for Artificial Intelligence) & ffi T
InstructGPT [24], WETHIR®, BHESNAE GPT3 1EF e ER L, HEE TE
WIEFEMIRE ST RIMAET N BB R AL S R AN R A BN 25 S B, &/
TELEAR A RRAS BT 47 M PR N R a4 30, WAE R/ MESC, [R5 1R [ 38
APEAT R REE ST o 2 B OGRS H W TR LU G2 A By, T HL AT DA
RAERMERESHEE. WAEFE. MHPAETD. TTEMAGEBAE B S
FrifE. PG, RLHF &—Foa vk, T DAY Bh il 2508 5 AU W TP e A
T AP AR K

5 i [ S Y5 T https: / /juejin.cn/post /7215528978 726600760
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Stepl

Collect demonstration data,
and train a supervised policy.

Step 2

Collect comparison data,
and train a reward model.

Step 3

Optimize a policy against
the reward model using
reinforcement learning.

A new prompt

A prompt is > A prompt and
sampled from our Eul_’i s several model Emlai s is sampled from w,i::.m
prompt dataset. landing to a & yaar ald outputs are landing tc A 6 yaar ald the dataset. abaut frogs
sampled. |
' e o , v
Ahbeles @0 092Gaiiewwswm 0 e The policy o
-,
demonstrates the @ (-] {5 (o] generates .ﬁ?j&. -
desired output T |02 (e ces an output. px%
behavior. S e et r y '
bl A labeler ranks
‘ the outputs from @ nos Lpone
This data is used — hissEto watst; 6:6-0-0 {
to fine-tune GPT-3 .ﬁﬁ The reward model o
with supervised w | calculates a ._
learning. 2 . . Y reward for ‘@'
3 This qata Is used RM the output. bl
E2EE to train our M' 4
reward model. \\_:Q«:/ The reward is
@,°,°=o used to update rk
the policy
using PPO.

K 7: InstructGPT /&K

(1) InstructGPT BYHLER S

o fir: InstructGPT YRR GPT3 SEIMELSE: Ak GPT-3 A Bt A Ik
SRIFZACRE AL JEE J7, FN_E InstructGPT 5| A T AR labeler #47
PR S A RS R, R 2 7E GPT-3 2 LT, X (HA5E
RIS BN B B S R A m AR . InstructGPT FEBLAY R TG
FE B GPT-3 RCREA LV R[] . 2 /EE &K BL InstructGPT
TEBA . i WL AEE 4 EF A W R 4Tt . X2 GPT3 A i —14
RORARE RO, AR AR E . . RIS DR )RR AR AR
ARG FASR. AUGET 40 4> labeler SREEFFRHE AR 7T BE TCIE R
AAEIR LT AT R, FrPASr AR BUSCR i 52 THR D B To k%8
o InstructGPT AR AmILHEE S - &5 GP-3 SAAMRIEA Coding fE
J1, BT GP-3 §ilfEry APT WAHZE T REMFISEE . T HAAFRS OpenAl
PN T2 5 T 8dERE TAE.

e InstructGPT X FEARBIATEM ] NLP 155 ERYRCR s Xa FrFEmn]
REXHINAENELE . JIIMTBHE InstructGPT 245 —25e B - &
S8 InstructGPT i 7 AR, (HIRT A I8 RA B sEmi Byt i K
Pk A W RE S HRAUTS, AEHEES T EEM. MR I EsZ
T EBIRARR, S08 B ESMiRS (A EREMEL, %5E
ANERBEA2), FEEEBNERARNES. I BB JEE U XA
WATPAHEZE R labeler FR{FERIEHREAGE , PEMTE S AR A Hy ) i E—
LR, WERIEREEFF RGN0, ST e b B FAEX A
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BERT (Ours) OpenAl GPT ELMo

K| 8: Bert ;n =Kl

) i ] BEAF A 2R ] MR A 2 A - X W] B I labeler 7EHEST
A SN AR BRI B ) T2 A5 B ) A TR R 2R DD

(2) InstructGPT [ 355

5 GPT3 AR, InstructGPT LT hs S AR . 55200
ORI —AHEE R, A (BFZEINEE CK) mr—PA B2
FEECE ) SRR S PRI ARG, R SR — RS A
142 D 2 BRI 2 [ L AR A 5 S A

2.1.6  Google Bert

Google TF 2018 4E )15 «BERT: Pre-training of Deep Bidirectional Trans-
formers for Language Understanding) [10] H42H T Bert f57, KSR, £
T Transformer X, B — DB, AN GRmfry i E 55
2 T A) 1 B 4 5 1 ) DA S W s AR T A 2 B R A) e FETRIINGR AR
BERT 24 J5 AR AT 55 I AR A 4%, FTRASE R NLP i R 55 . BAR
BERT 23T Transformer [, {HEE J#i[H T Transformer [ Zuid#5al5r, BH
REARNESR 2 £ )2 Transformer 4R 2 M B . &— 21 did4s WZ h—
B2 SRR ILHIF— 2 R R 4, RIEACE 24 2, &2 16 MEE kL,
NREAYL 12 )2, B2 12 MERISk . BAERE SR EEAE N 2 B AR S
A B A TR AR E B, X B ARTR B i o B AR AINE R Sk T AL G =
AR VAT Z (R A G, RIAH BRI 4k, e AH & B2 TG 1Rl 1 g A EA 7
IBCK FFREE FRia] ) gih . FEl k5 ) K38 ] 2 [ A S R, 1 Jeif i
SABCEFEX A BI RS & (512%768) Mk iEAs i, 7l Query . Key il
Value =AHiF5 m e, M4 Query [a) &4 3IFF 5 HE A TR K key
] AR, 45230 SR Z RN AR C B2, SR 5 MAH K B2 Rl Id Softmax pR 45
TIH—1k, H— LGRS Value IIACRAT, 153468 H 4R

Ot [ S Y5 Fhttps: / /arxiv.org/pdf/1810.04805.pdf
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(1) Google Bert Bk &S

o HEm: Bert BJERIEESTAE Transformer 2 =, JIAT9 K 5 FAERE RIS
AEBEERGE S . AE 11 31 NLP FRMENNAAE 55 k) 1 i U rERg . (R i PR
T AT R E ) BB

o B 1L RIAEEIMEE, BRARRGAML, HAEERTSCEBM. 2. gt
PR AN PR B A 15% S5 80, BAUSURE , U KrET)
BE:

(2) Google Bert F %5

W35 Bert AT 2 Gl PO R ot A S 0E 7o Vo S o ) A
Froptir, AR M55 s IR S ME LR MEAHREC: BERT )5
% CRF Rfifan 4 LR 5.

2.2. ChatGPT fll GPT4

2.2.1 ChatGPT

ChatGPT [40] HHlZ MR HERAM H AT A AL, HEi2 26T Wit
W5 ios fRAS . HA TR ) ChatGPT Wl F 4% 4 - https://chat.openai.com/,

ChatGPT LR £ B G HEA AW B R E S A EE 1 KA GPT3.5
PARIN X — B B —— H T N T Rmp k=] (RLHF) . GPT Kk
OpenAl A FEIMEHIIAH =0, X —MAREE S, AR TG, g, 1l
. BRBE—-FNBRESFES . BN GPT KT E—REBEWS50E
PRI ER K . OpenAl #E 2018 4F 6 H &7l CPT W& 1.2 1255, 1
2019 4F 2 H &4 GPT-2 4 15 {428, £ 2020 4 5 H &) GPT-3 4
1750 A28 SN S50 — I A A Tl AERRTE R R ) 24 i 2 i
AU KB S 40 5 i N 540 GPT RAVBIAURAR, (W] DA
AR PRAR SN B AME T A & RITI Rk RE

BT SECERISK A2 A, GPT BiBIZER KN GPT-3 IR 8 T ™
MEARBERHFT R 2, — BRI PA Codex R FMRLHIZGIEAR, H—1
FEFEI LA InstructGPT SHAERASCATE S (Tnstruction) FYIZREAR . (HIX P4
RERANBIGLIATRIER, 2R T —EWBE (UARTTATE) #EA TG
BN, HiEdHE4% > (Instruction Tuning) . A HEHEH (Supervised
Fine-tuning) DA I T AR BRIk (Reinforcement Learning with Human
Feedback, RLHF) S ARSCHL T A HAREFXE A OB ChatGPT Bi%Y,
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(1) ChatGPT iyt s,

ChatGPT NIRRT i, H A ARA R =AH , wiPAHE T ry i i
[ Z A HERRTE . R . T E AR BUEEER TRMATT R, R R RE
ZHERA NI R IHFATRE AT =AAE 0 Eid ChatGPT AT A ™
A AITE AP AL

LA G R BLZS A ChatGPT &K fATE20R—FM R A, BT
g E AR R A (BNK . FREERSE ), R EHEMH TSR 5A
KERZE, M. B2, ChatGPT fEIEHfERy, SEERG, &
PEATHEANEIERE, BESE NCEZ LSS, X5 T ChatGPT H B HAPAT =J71H
1 fiE

o S KAENERE S : ChatGPT JiF GPT3.5 £4H) Code-davinci-002 5§41
PR 1 GPT3.5 22— FRIRM TEHTALH token FHIZI TAL KA
B, R RIWEAANL T T ChatGPT B2 SHEICIZ 7 R AHE, 6
WA T W), R JERIHE L ORRE AT T RS Bl

o Bitany AR R GE )y - A ORI AL AL B, ChatGPT By il R4
KA 159G AR AT TaRee Tl 25, 15 BRI 20 T8 AR ER gt o Ir) )
FRrk, BAGHILL TR RE )y, AERIAURI N P Bl B A AR 2
PRI, A T, TR T scalinglaw;

o W FFEARE ) : ChatGPT JH il 7E B Al RABIAL A RS Fh 200 45 2tk
TR WOR, BARZAMERS T BBk, PTRMEIER DL LS5, (il
HE AR RIE s, 2B Z20UL5 EE R AT

25 b AR US98 /2 R R B SR RE J7 9 Bl |, Chat-
GPT ARG, JLFE] T RHREE N e AR, HXEDAR Hilse, T
TGRS PRGN AN

2. M FIC B R MEGE SO MR THEMKIBIESHA, ChatGPT {fi
AT EZ 2R TR 2 M0R, X HE T ABE D SR EE T, fig
FEERVH)ZE B[R] R A B S 0 R 5 A i et L, ORISR B B T
PeHHRTI AT e A W . ChatGPT ZEF5 A EM Brl i 5 F AR
T iR A > TR AL A A A A, L RB S AT A NN A S5 (RI B
TR, . AR fEAEA Y A8, SEAHNRTERE SN ), — e
SRR T A AR DL TR, (SE LN A s (R B AR R R AL A P RO
PEFT AT TEAE3R, FReifnm B B AZRBXFIXT a8 1. SORHEASHo 22 42
EE=
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3. MBS TR/ e ChatGPT Z i, IS E AL 55 B/ MR 2 il
SRR A AR AN MR TR, ChatGPT i KEFHS
WARHNZACREIAEZ RN DA A 5 B B 09, FER Wad 55 Ednl
PAERTREL. Bl ChatGPT fHTS InstructGPT $54- i35+ 96% DAL
B, WANREA 20 MBI EES (BEWUILAE. K05, fE%F). &M
TENLASBRAL S5 B, AT 162 S bR B 2R 4R iR 1L ChatGPT JE47#)
i, BRI AR B IR AR, SR AR RO /IME R A U AR SE BE iz Ak

&b
He o

BRI Z A, AR MBE SRR RSl ChatGPT FEEIERAE S5 B/
IR, BT RSN,

(2) ChatCPT [ i

[E148 ChatGPT FESEFr L R BUaHE , AR T RBE SR & 2
JRIA L ARESRIS AR R, AR E A R 4595

LORMBE SR A SRR BO KBLE SRR, ChatGPT MEfRAH
LLM (#l RRR, FARBAELA R JLAN i -

o WEMETCIEPRUE: ChatGPT B[S W] BERAE— A IE LB UL/\iE, Hh)E
IS A B, (HHSSE e RRRE, H AT ALA A REPR I & PR UESR UEA T vl
TR PR BRIIE ;

o WFEPEYE: ChatGPT JoiksGmf g AHRIE, R R PR B Al M
o R B BN ZREE I TR) 2 1, ] [l A R R B B B T 5

o WA R A ChatGPT At AR YIGRliA . % NME. U AE A
FE. IEATREAEIR A, X TARRE AR R R 205K

o FERPE LU BB HE: HUE SR R IR il e, 1%
A R, HE AT R Uk L AR TE B PR AN

o EERAERIYE SRS beamsearch BUEREEII Y, B IRERSA AL
AIATE . [FIFEHL, ChatGPT MFHABOR, XA BRI AL, H
RO LA Rk M R RS BRI ), SRl AN R A, Ak RE H Aie
AMEFLE -

2. B S E SRR W ESCITIAR, ChatGPT (LRl H 582 R
TR AT SRR BN R, PO Bs i e W, AR T REAE A E N .
9% ChatGPT ERA] RLHF A7 a0 M X — i, A —8%s, A
FENAVHEFIREH B, BE4h, ChatGPT 24 OpenAl #i3, JHFHdi4L N OpenAl
Fragdz , RIPHURLAE T BEAFAE— i K it i XU
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3. bRTESRME T E I ChatGPT iy £ ARty o A2 ) A AL A=
JRES R AT NSRRI, AR AR BT BB AT O A0l e — e A B S BR 1 2
PREN R, FEAREN SRR OL R, ATRES ST A DL 8. (R
Mo, AREN ABRER S T ERAYE SR, YRS R AR E A, X5
T ChatGPT flly F A4 SOE R A I, AR E 0L T AT b, 15 H]
B, ChatGPT BSERILT . SRIMTAE H B e/ M E 2008 B 8 4 R Y i
& F, [ANER] ChatGPT RIIZRANTE HMEREE, ChatGPT Al HEFELA LS5
5t N AIGE I BCE R He T H BT i/ IME L v o BRI

(3) ChatGPT [ g

 ChatGPT Ryl FIPEMR R, X2 B RET AHEITSECE LA 1. SAmi4r
XPRFE T AR SR A 5 B AR 5 BT 55 . 5 R BT A IR A 5511
HERYE, 75 NLU fE45 AR B R MUEOE S A BiRE 11, AR EE 240
HMANRBIETE T, A0RIA RO ER S TR0, o/ IMEERL AT T 2 AR
LES

o BN TFERABLE S AEP R ANMIR AT S b, BIAALES R e R, [
B TR AR B 2 H e T B R Sob

o HTBRIEEZ ML EIES AT ZGERE S S RS, FIeEEH Ar IR
SCHIRLAS BHIRAT 55 R 218 5 AT 45 7EB SRR A B N T RE A&

o REUBE S B ISt BRI R, R R E R, X SEERMR
MELIE ChatGPT [RICtEsER, MM =2,

o XFE. FFSAB MR A, ChatGPT B AT A5 “AifiE” iR,
G, T2 T X ) AT T [ 5 . FERBRME— PR G L T BE AN ;

« ChatGPT H i H B HE SCA S, E 2T S Lk Tk ab 3.

222 GPT4

GPT4 [41] 24k ChatGPT 2 J5, OpenAl ¥ &Fi— B, GPT4 1y
A FEE ] WA%ERE . https://chat.openai.com/?model=GPT4. H Hjn] PAi#
T E] ChatGPT-plus, PAKE L Bing MIRAAR AR (1] GPT4 B,

KT GPT4 WIlZRAnTy, OpenAl HATIEARHFE. MUATHI SRS P A E
A RO (RN ) - BRI Bdndetz . G ikaF 1)1
FE . BAVITRIER S, GPT4 2R TR i BN BESHA, (] 201
AR AN ZEVE Al 1926 =7 B deA N g, SRS RLHF BEFTR0A. A ERrE,
OpenAl 73527 A RHITHR) RLHF $ORMANTY, PACHBIRL by S ERf, I H.
KT e B A
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TEVIZRSRIS RS (5 ChatGPT 2&pl), RLHF FEXHTdEIZRH T, XA
R AR YIRS 85 s BUEA T30, DATEAE AR SR AR A2 G 52 IS 81 ) S
e GPT4 WG OLY, 15 24N GU A28 G0 & Z00F SRS A R P4 7 1 i 1 E
Fritoro RGBT X LM BRI SR SR, DAIZ A SO SR A28, AT 75
2l R S N = =873 P N B 3 A L VA O A O

(1) GPT4 5 GPT3.5
TFEAAJUS AR GPT4 521 GPT3.5 M7

Lo BBURLEL. HI%CT GPT3.5 /iy 1750 12424k, GPT4 fyZ%0k%| 1 5000
A (WAMEN 1 J712), GPT4 MBI GPT3.5 K. HRAYHTE 5 =R
HHHRITERE, BENSA IR . HHERAIES .

2. YIRS . GPT3.5 i 7ok HA4E R R, BrimlafaE . Ml CEEss mem
MR E SRR, K/NK 45TB ity 1 GPT4 MR THERZEMM L. 1.
W PSS SOAREE , [FIBHAME R TR E R IEHE . A ok R H AR
(, (A= LEER, GPT4 WIZ4EdE . GPT3.5 WS, X{fifs GPT4 H&H
ZIHRR, [ A

3. BEESGR . GPT3.5 BETICAR BASHA, ToieR B, UK. H,
FI P R B A —Fh SCARR AR5 . T GPT4 22— SRS, /T DA SCARTI
BB HFERTE (BRI SCF AT SO IR AL ) o XA GPT4 7]
PAZS SRR EAE O ERR Rl IA . AER G SRETTHE, 5 GPT3.5 B 3000
ANFAL, GPT4 KU ABRBIETH 2 2.6 J7F. S AR RS, &
KRY R T GPT4 s iltE. Blanal PAEIT 50 T 45555 A GPT4 M A= mi—
AEERE, HEAE 1 MR SO A G GPT4 gin] iR E R B Bug,
PR v TARA =R

4, BRIgpRe. GPT3.5 LR T U MEMEIASAE. 1 GPT4, BR3CFRZ
FURIA GRS, RBAFRES . BARHEH . MR, SR oS
Z k.

5. BEBIPERE. EIRX GPT3.5 DKM MR KRIMERE, H GPT4 fEAbHn g
R0 RGN, T2 fpe AR EMED T, GPT4 R ol
N5 FERRIZ 5 T, GPT4 A AEA RN R E | 10% A7, 1 GPT3.5
NAE SR B 10% 245 AF USABO Semifinal Exam 2020 (35 [E 4 4 BEAKPL 75
7i%%). GRE MEFEZWMEWH , GPT4 WS THAE W1 st , JL PR
TANFIKE, mE9”.

THAEFIE . https://openai.com/research/GPT4
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M gpt3.5 gpt—4 (no vision) M gpt—4
100%

80%

60%
40% I
||III
N _-llllll
\.;\Q

=

@ A (5\
\gb S Na : _ . NS ?\
3 \)c: Q\'b §\\(J 6\% (\Q\fo ’b\r\, \‘t}\‘n \\&\ {b\o Q\\% Q‘\% 5\0 «Qib
A & ks V@ &9 & SRS &N
& & . o >R (8\ [s) S =)
e NS FO e K
¥ & & S v kg
& <7 G o W
8 &
3

[ 0: GPT4 T IREH (4 GPT3.5 HEAEHHT)

6. RAPERIGEtE. GPT4 it TP AE VA RN S N A B SRIS , PADS
DR BACEE B, Pem e RS . R, GPT4 FEgss
P TSR AE A RS (EAHL) R S TR s DR R A 45 R
(R BEIEANE5ER). 5 GPT3.5 Mk, EAEMRMNEAAFLMErHE, GPT4
W55 GPT3.5 5 40%, XHUBGER (WNEETF a0 B 305%) Hm A A I8
TRIIIRSE R 29% , XA FRVF A 1 SR m )37 A6 ] FAIG 82%0

SR, GPT4 W GPT3.5 ®nlfE, HAAIE S, REAEBE RIS

(2) GPT4 5 ChatGPT

ChatGPT @%:T GPT3.5 1) AT WIRALgs Ao (BFEXHE AT, GPT4 23R
) T ST R ESR AR RE 1 ANURT AAE RS  TERRRTR B3R SO, i8]
PABRARAN ] 254 RIS B ) it , B 238 T A5 P AT ) PR A B AR B BARAT:
%o Horr, AN H BB I R EBLTT .

L. Wi R PERMaPRE ) . 5 ChatGPT M, GPT4 BT 0 PASCRESC
FHRIALML, I T E R BRI T EIRE , BIREFEE R (i % B R 1) I 24
w) . TR (Kl EXCEL B RS T) « KEE Az (BT

S AATHHR) . RS SR (Wt PDF SCUF NS TR 90 S.45)
o HE HRREAEAC L — b i R R, K BAZ 4 GPT4, BiBIEn]
Az B AR

2. WSENERGHERRGE S . ML ChatGPT HABYE—EFL R b ybAT i B B B
fEPL, GPTA W DABEA TSR ANIN R 8%, REMRI T R I /8. Wi prid, GPT4

tﬁ?ﬁﬁﬁﬂﬁﬁ% www.ipoipo.cn:_
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TEZ AT AN AR GURFR C R B N IEHKF, AnEE R E 2 2k 3 1)
10% HIARIE, IR BERAE B MRS T 88% BT, SAT K A il ik
T 90% HyMiSst. FialEd ChatGPT AMERMEEAEEE T, GPT4 A 7RIS,
FELERRAEF IR SAT HeegB i, 2045 1 800 20wy 700 7.

3. HEKFRBIEE RIEMEYE. 5 ChatGPT HAEAE— & T8 Fl N T 47 BRI
QIEAMEARTE, GPT4 " RAS M P AT B MR R R B AR S5, I eIfEwR
. 25 RIAECE 22 2] PR RS A -, a8 AT DAZE B S 3B AT A QA AP TR AT K
R SCAS, I ELRERE AR T i) SCASERI R BOR it Hokan

A, HHZESEIN S . GPT4 S NSOK-FI9iE 5 BEARAIA: BLRE J7 A K
HAT LSS, ATAER MU G b AR SR . B, GPT4 " RAMEA—
ANEREBNEE, B THE. BIRMKEEMBIEEITF,  Office IpAEME. RFIE. &
IR I S S RE . A TFHORMIGE,, AKE R GPT4 82 A Office Z1 MM
4By AL Z)fE Copilot, tHEFF GPT4 #2 A Bing PASfitE HILL R M55 JEE
MRAEPHHIELE N A GPT4 BT & 4 B 137 15 B0 20 JEF1K 3 s Doulingo il
A GPT4 EA7H i AMS HEIE S Y%7 >) 5 BeMyEyes 1E7Eiz ] GPT4 F5Hl5e 2
B e SO B E NEE i be B e M GPT4 /RN LI Khanmigo
.

ATLATIOL, GPT4 Ff A MR 19770, et &A= I aliE 71 i
Tt NS RAEM AN E . 5 ILFERE, FERE%E GPT4 BB EARA , GPT4
PRI BT E L . YA, HARR AT A R a2 e, &
ZIWIhRE. HESRIPERERF S 2T

2.3. ChatGPT il GPT4 2ZJa K AmnyEiny

2.3.1 Facebook: LLaMa

(1) ik
LLaMa [35] B/ 3 Fifd 4582 4 https://ai.facebook.com/,

LLaMA & Meta T 2023 4F 2 A ZIHIASES (S50 7B/13B/33B/65B),
Hrfr LLaMA-13B 7E Kk 2584 st 7 GPT3 (175B), LLaMA-65B k%] T
1 Chinchilla-70B. PaLM-540B #H24%)7K-. #JH2 41, LLaMA BEAF A i1
GaB RS 2 URERL (14T tokens) 5 FZIZEM I, LLaMA £ Transformer F:fil
ERIABUH— (2% GPT3). SwiGLU ikl (% PalM) HIfEie i & g i
(2% GPTNeo); 9806 F, 65B BIBUH 2048 5Kk A100 80G, %MK R
FPALFE 380 14~ token K&, I5¢ 1.4T token 5% 21 K,



http://ipoipo.cn/

2.3. ChatGPT #= GPT4 = & & ey 18

(2) LA

LLaMa fifi [ sentencePiece #¢fitf1) BPE Bk, BiAILEN) 22 H T Trans-
former, M7 =Mkt #WiH— (2% GPT3): X transformer A2 14 A
F1IH—4t (RMSNorm IH—4¢pE%); SwiGLU J#i% k%L (£% PaLM): J| SwiGLU
B ReLU; AL B gmhs : BBRAEXT A 45, i H Roformer fYJEsE (7 B4 fid ;

LLaMA fifi [j] xformers JFEFEHLRTE =201 causal multi-head attention SZIAR
A WD WA AT D S AR AR TP EOR T A s R B A, A
T.52P transformer |21 S HEREREC (A pytorch [ autograd) ; fKALES
GPU Z [R5 K4 (activation) HTHEHLELE

2.3.2 Stanford: Alpaca

(1) #tik
Alpaca [63] BINZEAIE A 4EH R https://www.alpacaml.com/ .

Alpaca 4 Stanford f] 52k $8 58P H4H LLaMA 7B J552] (il el | 4
H AR B TR S PUTHIRCR |, Alpaca Rl i E A openai [ text-davinci-003
FH2%4, {HJE Alpaca WS EAER D,

(2) TAEIRB

Alpaca [JINGRITVE F AL TS, B2k self-instruct JEUAE R
Hzh4 il instruction £(#s; %6 34 B4F instruction (e b3 o B4 > 10
LLaMA #i81, HYIufh: £T 175 DA LHmBHE-5 i x, 1ER self-
instruct (R4 ; EETRF4E, 2R text-davinci-003 A4 B Z 4545 ifk self-
instruct: A pipeline, KERFEARBIA; (] openai api A2 52k ANHEHY
BMIXS R A ] huggingface HEZERABIR llama 7,

233 WP 0b—H

(1) fofik
S AR TGRSR« https://yiyanbaidu.com/ .

L H 2 A AURRN SR RTE SRR, SOOI R 5, fE
W5 NXHEES, EIE RS, PHEIEIE, REREE B ANTRBUEE . KRR
e SOL—F AT RIS - G I SCU ARG s R, 2 iR s
PR AR A i 2 > HAS SR 8 . A 38 8 SRR X 0 18 5 ) 5 AR €8
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(2) LA

HESLO—FHSEE R 100 12, Ko iRt 300 RS EESRHAE; (8
AR EEAEREIEE, R AR, MR HE, MRS FRKAPE S
A, LHREE Sofh, fa SR R SO e SO RO AT T A R
EHAEEE, TTRAH B AR ) i G B A F R . R SOb— T BB AL
2 ST SRIE AR AR, 11 Word2Vec, LSTM 45, F TR & BRI 45
AT e L SCA A S RT A 1 MR M A R

2.3.4 B il SCTW]

(1) #ifik
i ST A T AR 8% #: R - https://tongyi.aliyun.com/.

A ST )2 BT L 2 3 H A — R UL TR SR, SRR 2 R Xl . SO
Q. BRI, ZEESHE . ZU05 SR, RRSIRASIMTZ R, A
T BTSRRI, HASCRENERE T, REBES/NIL, WMEHRE. 2023 4F
4 J1 11 H2EpmyPT L w2 b, P BLE BRI s 2 AR CEO. il L= & AESR
Al CEO KB A1 7B B TR RIS B il T, HEA, KRR
AR AR A Sl T, T AT .

(2) TAEFEH

BT ChatGPT &4 WRYE M A AT FALBEA BT L= IO i T
)7 BA S AR B RO . i, e S 100 /2428, 24
BRI R PSR B —, HAEZ Wb SCH IR S AR BAT 55 h R Bl 1, andiL
AR PR . ORI, BRI B B 25 R 58 SCT-19)7 B AR
)z HATDARY) Iz W TR S R A s, IR RER IR . B REE
EE RIS ST B SRR T B ) KB R TIT R2 0, [R] IR
JEAE SRR T RE AR 2] TORIE R i . X R B AR 2 3 B KR
RUSRRY IR, R AT RERA EAF I RRALIRIFRE ), X g GPT4 S KB A
B,

2.3.5 {fg: ChatGLM

(1) ki

ChatGLM [15] B/ ZEA0 6 4548 https://chatglm.cn/.



http://ipoipo.cn/

3 ARAKREHI LT E 20

ChatGLM @&— 1R F B ARG RER TAC ot SR, 4% oS 2
FIRIEREAT 100 S5O EALEOR, M Pl ATEVE 2o i s R AT A e
% (INT4 BALGH TR 6GB A7), 62 (S50 ChatGLM-6B f AL
AR TACKER, ABSRFEAR THEHSA, 5271 TRCR, I HE LA S 447 A
LAl i 1e] 2

(2) TAEIRHH

ChatGLM fifi ] T 5B (Supervised Fine-Tuning) . it H ) (Feedback
Bootstrap) . AZEffamik#>) (RLHF) 25520, ARy P AR89
Mg S . ChatGLM-6B £ 1:1 LBl ieiffl B2 T 1T B9 token &, FEHIUE
AEJT; I HARMEEY GLM-130B Y1245, &1E T 4 RoPE {i E4aidsLal, i
Mf&% FEN 254, 6B (62 12) MISEO/N, WABRE A AT AE B O
MIERZE ChatGLM-6B ARl HE .

3 HERAREIRL G R I 3E
3.1 B 12 B ABUA T

PCH B2 ChatGPT B3R3(% Bing i A2 owsll #ERGEMLSS

B SR SE B R G R DATEAT 5 A i PR Pty A ChatGPT 1) Bing, A i)
NERFSAE Edge W YadsH 1Y Bing K. #RAERGEESAEREPERIAEZTH],
FUE TN SEAEZ A ED) . BrA i N R ZE B 2l A R S
T B A REAE 1E i 7 1 P38 . ChatGPT Al AR BIHRAE R Z 0 E, 1 E 5
AR RELE AL, RO T P A BRI, B4 ) A et 2t B
Fl, ASEEHE R, HIEE2E ChatGPT /) AIGC $R [29,36,45,49,51-53,68]
IRBE B R G A SRR K — 2 . PC i) A i s 4 5t AHLSE 55 20
M ZRBNTRT R, IR I Sbs SR SR I 1 S A A A 45 1 8 52 -5 1Y) g
B, M H AT W N TR RN ARG RN . AIGC M54 R
ekt zAL, 6 CPLE N ZEEEGE NS N7 B, ChatGPT fEi
TR AE BT ALY T 43 [50,67], IR BIZH. A BtESE.

3.2. M 20 Bl oA AR DA B
TEAE B AT SCARIZIET T, A LA 8/ MBS CRE 2 W R LA iy N T

BRE MU AR BRI R A, A F B R R S 545 A
TAE, MROFFEN A EZ R IR RO L OF5Eite . IRk ss el
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action

select tool
= Synthesize target

@ Tool-informed
; : analyse
« Explain mechanism f observation

J ’ final answer
/
O
use tool
. e action input
« Find similar molecules

User input / tasks Automatic iterative LLM + tools workflow

thought

fﬁ"m @ reason, plan
@b -l’llrlu (. "-i"r‘\ I

- ChemCrow —p»
LangChain
+LLMs

[ 10: A R REE B ) AHLAZ AL

11 AR O e A B B B P

PEF L. fEREE ChatGPT SRR, A2 R R B 2 Y ) 21 SOl i
ALRRE AR [12]. B, EEARESIAIAI ChatGPT bl s & B . BEMR £
PRI — A WA, HR S8 0 O AR L, S TR . IS
FIPEIE A B AT L Jge o 3k 8RB A5 B A REAE V2 WERIM i b, 32382 PDF A%,
LA R R B AR S AR B R 5 58, XM R W BEREAEIN LB, 18
OpenAl (i GPT4 (3BT, EEAR 1A I AR 2iAe FO & 4 RN 57 5 (SR 2% A7 B,
W77 WNEFITG, o aIHGRRE A GPT Hy i A IS 2R 2 ek A
HAHEAS, HooR GPT-3, Blfe2 GPT4. AR R 5850 34 JefiMcMillan
PR, GEALEIRE— A I RS, ATARI E A BN A T e R, I
AR BUEAR PR I A R R AR, GPT4 & TRt By UL A i fiE
FIFEAL S R] VR AT BV R RS 3, AT BEARE B 4 i 2 25 KA U PR AR 3
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f;,‘ Researcher Copilot e 7 A& [0}

AETE 18 £ H

© nweam &) samm © snzan

3 amaE & nazm B zuns £ smrem ® BRRE © wn @ PAEANN

8 FRANBNN @ FRLTEA @ 3MEatwn

el 120 Al R RS (R 2 B 5
3.3, W 3: WIJIRRER

HAEMI, NTHERERB SAEREE R WE Ll 3cA, MM N8

BE LARGAUMT . EARIEIE B, X THABFESURAH A M =, ChatGPT g ftif]
MR SRR (73], BlANg s ChatGPT WK newbing. ChatPDF %2
B, AIDMRHERE IS SCRSE. AXRESEIIRE. IFH, ChatGPT N#FsEE 4
PERORSERYIE 55, BT ChatGPT HEATIE SCHE G A KIE T, yFRHF AR
HRALTEZ R AW . AFSEHR I, MR AR ChatGPT
SRR TN GE 13BN 2GR B . o> TEEH TN . AORMIT T SERIEST [64]. MREET-S54E
HE N E AN 2 T ChatGPT® Sl % w40 T ADRHI & b 5 H M BE R EE 1240
IR TR R RE R A TR A . AR 150 A2 S50 2 B B A i S R
TG 7 ) 258 B T F R AR WT, Aok T PR A R O A £
Mi#E . ChatGPT S5 R AUTEF B LTS oA I AT AR s R A N 5Ly 1
H, st s iy, B . EANH, BRI TR ChatGPT 3iH?,
X T RS H BRI LA, BT ChatGPT € JgsE ] 7 —HELMHELhEE, 1T
AL ARBEFE A ST A HH LA . N ER TR, fFEEART: AR
—E L TEEERRA R PRSCR AR ARE: P e G mRY
S HE T T H A B FEINT B R RGO AR AR A . B REIK T
FEABE G T, Rl R GE, 1hBE A

837 18] K 5 Thttps: / /news.sciencenet.cn /htmlnews /2023 /3 /495720.shtm

99)5 1] 5542 yhttps: / /github.com /binary-husky /gpt_ academic
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Tasks

Question = 9 |
g, Answering "_,.

Data Sentiment
: % . »  Analysis
[ ! =)
Text
4 ‘I-.':____ E - ("
r‘ \ 6’ Information
J/ Images _ ' Extraction
B i - ' Adaptation
e e&mfm} Training Foundation Image
Model ﬁ Captioning
o _ Structured
o0

. Data

== e & Object
3D Signals 6 @ Rocogrliuon
> Instruction
e Following .. “"J
s

13 AR e A BN A B
3.4. M 45 B % eifE

ChatGPT [ & JRMAL ST AL AR5 NABIMER S5 & Bk A SC Y
Bro WUERT 3 B 16 HHEH T AL Jit Office“4%AH": Microsoft 365 Copilot, —#&
Z AT TR 72 ) T EAIAAL. Word Hr ) AT REFDHIZERS, FFARIE M P Eisk
BN S S A RIEC K s PowerPoint Ht, AT fEHeof e 463 K g PPT;
Excel 1, AT XG5 M8 15 A m s, AR PP th R HiEa %5 Outlook Hr, Al
REZB MRy RS, JF B3R BRIENE; WFEIMAR, AL GEEES5HR K H T
YEFRE . B BT EdE . M SWOT 43, FEHIS W% OMEE .. ChatGPT [RIFEAE
R RZE . U H , AWS i AIGC & 545, St AT 4ifeftliS Amazon
CodeWhisperer 1EZU 4 9% [0 FF & EF ik, BEARIEH & N RAIE & 8 S LTI &
4% (IDE) misemi RS SE it A s an, $2m I R N L) TARRICR .

SRS AL HONIPRAR AR SRR AR RCR B Ay o 142 M KA X Discord
fEH THET ChatGPT BIIRHLAR A Clyde, & SLVFRIN P HMLEIR 35, W RASK
I 22 56 [ 25 P A I, b T DA Ak Gif ghi, HfERE SR SO 2 HA N A
TEZ AR, 2023 4R35 95 Jm Bl R i KBREAETHY Wi S
AT U5y TR Runway SE8, Netflix B30 AIGC ghiifi i CRED4EY CAlsg
P RACR, ShEEsg (EAREY MSfERA KR AL RARRES S,
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4 AR BRI 22 4 ] i
4.1, R AR BRI Bt 2 2

Bumy e afEal g ChatGPT K GPT4 284 iR B 66 i i A — M
MBI R TR AN R B 05 TR s H P i R

411 AR BRI R St SR B 15 S i

BE, ChatGPT B2— A I EAES AT H, £ ChatGPT Ikt #2
HOAN R T P prompt 8 AE N IIZREER . M ChatGPT £ 2K H i
SR AN E F XASAEE S, GBI R R i A RN E, H
T dE T HURARFA R NME S WRAT RIS, WOEE 5. AR,
ChatGPT FEff AR, — 28w = A B RA (5 S U A8 i 25 Hh A L
il RS HE R, TS BT S P U R AL S B R

Bt ChatGPT AR 2 4 F1 AL e b PR B E & 3 T XA HE A A 1Y
Fitilo M PHER ChatGPT HBIF, AbATTH15 S 2B AR LI 2Tk AT i T
Ko KLU N A EFEMA R T AERANPES . A ERAEI . AR B
o 2023 4F 4 J1 10 H, HENFEM A KT T SAATALALA SR ]
ChatGPT &5 THMEID, f5ii, ChatGPT & THFIEAT) iz RE, EH D
ek 57 T ChatGPT &2 T AP ITAR. (Hig, HRE aE THE R4 H s
PRt a2 XU, i 1420, A, ChatGPT FEXHURE BIFEGERIC S, PAK
XHESR I RAE UEAT U ) SF B AT — 2850 AR R BR 1, PASKEI B 1R B b TR 22 4%
RT3 1) RIS it i 55 -2 4 LR 7 2

4.1.2 AR BRI S R b BRI B 15 S

75—, ChatGPT (R 18t 22 S M REURA 1Y e A B ] REE S X 3
MERAE AR DA T s, SOOI R A HE R A 2 B A A R i L=
AT S . LA ST YR, ChatGPT W] DA H EAE AR B0 i
. DBB. A7 0%, FERTHEWT I A5 A TR HER S 300 (EAERT A 1 A mT
BERACH R AL . TR, P AZAE R ChatGPT Wit it il iy e S At 1
FHFEE S AR s n] PASHUEH 5tk ) 1B 50 o

#Jii, ChatGPT AP EAERI RO % 42 I U B S b AT i BB Il 245 B A A2

101y &l sk 5 F-https: / /www.sohu.com /a/666094547 115495
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410 A R XK AR 04 R 38 2 A 25

REE | PhEEEE ZTITINER{ERAChatGPT
PR e
| e

BETANNE>

QO=(E

Shisss

A 14 FESAERES 4 110 B T SAMTIAA GEEG ] Chat-
GPT & THRMEWD 5 ChatGPT S TRGEXT 2 ki, HILZER G T
FLE 3R Hh s B it o3 114 R

BORIERE, A2 PR iE S B IRE S . flan, ATeAEE ChatGPT & fil4~
PALEE, R FAERER PRSI . B, ChatGPT Byl HE N ZA &
R ZBEREEMET, A5 0] AFESH I s L AE B BRI, 51—
T, ChatGPT 7 Bt W AZFRALAI A A AH VT E S FERE HEEs , AT ik 2% A
BN TE IR RAE ST, Bk, 2023 4F 2 A 16 H N4, SrINAE/ XL T
#E ChatGPT, —f0l EHEFF IR PISE R ChatGPT 5 T i MNEUGH R T
RTINS , BB EAME T Y ER BRI &, 5a T80 R E B gUEHE . bt
FHRBURFFRT 1A KA IRBOR, B N AMAE, Wl WAElE B A HE
Wo B 15k FAEF AL G TERRAE . BEREA PR . BRI T 2023 4F
5 H 9 HrgfiE ™, HNA i A% /MR Ui — FH AT A TR RERAR
JeL R RS A B R4, LI 162, JoicE 8, 7E Google #ilH #1482 ChatGPT
fake news HyiA 2%, 0.32 FPPHHELT 18,300 4554, LT Al IL—3.

XFF ERWFTE ChatGPT J GPT4 fyAE A i A% i Beoph it i e, RT3
TE TR EEEN, PR IL N —ETY,

LS H Sk JE T https: / /www.yangtse.com /content /1667451.html
12 5 6] S P ET AR ROl M https: / /www.xhby.net /index /202305 /t20230509 7932021 .shtml
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N B )

~I7 ESER LTSRN 3 B 1
SEUEHLENE R S IRTHE
BE. RERASHHEEM
B, HRRNENRIEHS
B2 chatgpt THREIR K, &S
SRR, BhiE
chatgpt LEEL I —BS 2 FHM
EEIRITAOST IR, SR
BN RSB RS  SR
BRSO T R E AR
B SEERR, 2STX
%’ia
TS PERAREIN, 4K
R TIESRAME, BRERE.

A 15: 2023 4F 2 7 16 HRF, BUAE/DNXOL Ef#TiE Chat GPT, ~1'ilkjr_ﬂﬂ
ChatGPT 5 1 REHUNBGHRATHB R, oA HEAR R S B e
e FEER A B . R AR A S RIE RS -

(-HERLR  wR g 5 WA BB e BE ML EA ME BE UR N% SE k8 Q
ek >~ B0 > [EX B
Apg ==t AT P » - \‘{Lfgﬂ_f’f[”
ESIN2ED | SftIBChatGPTSEErIE) R
2023/05/00 14:33 BEREEE O b N )l ey w7
FE, BEREERHARBREAMIE—ERRAA TEE R ERLEaNE 2023 ERERIFEE
5. l O, REaE
B, XEAREChatGPTE—RIEN BRI ERET. % LR
s, EEADRER —AESHEE SRR, RESREES, e e
BETER, SEFMCT—SHEEL; IHEEEXMESE, WaMEAE, TAYNELY @ rFIRH
2HHE. < B

A 16: 2023 455 A 9 H, HMA-F-EH 2% R R R BA iR &AM AL AT
BEBAM il R A 5L A5 B 20

4.2. SRR BRI 8 LTS

ChatGPT Ml GPT4 2 Az s RA Y i Xy B A i RE T B AR A AT TR A2
R ok TARZ A, ERFRNEAEEZ RIS PSRN . FEBCH R
AR, AR R AR Z A SR L
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Generative Al:
Impact on Email Cyber-Attacks

Monday, 3" April 2023

Social engineering - specifically malicious cyber
campaigns delivered via email - remains the
primary source of an organization's vulnerability Ll
to attack. Popularized in the 1990s, email security ti-pary ini
has challenged cyber defenders for almost three betterunderstand how employees globally react c‘rrre 1tia
decades. The aim is to lure victims into divulging security threats, their understanding « : of email security and
conBdential Information thl’OUgh communication i:e ‘ll'll.Jij';.‘I n _.I.'."\.:! inologies that are being used to transform
that exploits trust, blackmails or promises reward SRR SRR,

sothat threat actors can get to the heart of critical Key findings include:

In March 2023, Darktrace i

ammissioned a c;rh 1| survey

: into hurman L(| Vi

SYSterns' B2% of globol employees ore concerned that
Social engineering is a profitable business for hackers — !:_.\Jli hackers can use Generative Al to create scom
according to estimates, around 3.4 bilion phishing emails emalls that are indistinguishable from

get delivered every day' genuine communication

] 17: ChatGPT REASAE IH 545 B ol AR i Rl 2 A R 5L, Vg v
TR

4.2.1 AR BONPT TR BORLE AR B/ 8RS

ChatGPT F GPT4 S84 ()58 K e 7 A5 L6 54 F O N AR AR
G TR Flan A el AR ChatGPT %ﬁ%iﬂﬁ%ﬁ%ﬂ%@ﬁ HRf, 2
TR, A BUR B R )44 5,9], T AEMgRAS IR AL R &
55 o B AnAR Y ) 4% 42 4 /A 1] Darktrace AR H@Eﬁ%ﬁﬁ%ﬁi‘lﬁ 5, Bk E A ChatGPT
SA R AL, EE IS SCARRER . AR RS AA) TRE, ktS TR S
T 135%. WY TOEE . EE. EE. EE. KRR 2 6700 £
BT, 82% W ANFHC B AT DAGE T A AR e 7 5 LSS YA X i1k
TR, W TR, B, FA—FK M4 7] Check Point #fF58 A
R4S, 7E ChatGPT FMJLE W, MELIREInN S 5%, @%—Jﬂﬁﬂh’u‘&ﬁ
HFEAIN AN T” IEFEM A ChatGPT S5 H T, BREM. B
i&ﬂiﬁﬁﬁﬁl LAl ARG SRR TR . JRA5 0% TANYES T ChatGPT
REEHMH =A%, OFAEREEG TR, 22 TH, A s
Fﬁiﬁﬂfﬂi‘, e 18R .

1335 1H] % J5 F-https: / /finance.sina.com.cn/tech /roll /2023-04-04 /doc-imyperrm3059611.shtml
L H] Sk 5 T-https: / /www.secrss.com /articles /50954

Iﬁﬁﬁﬁﬁﬂﬁﬁ% www.ipoipo.cnj_
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4] 18: ChatGPT RERSHH AL MG, — (MR (USDoD) %
T Hm SR EEEAAE, Python SGHIZZNE TR (WA), FHFr8e AL
KALEE A (OpenAl) $2ELT” REFAIHD), AR SE MR

ChatGPT 4 B a] ARGE B 1 HIAR B IR RN R AL BALAL. 2454
Bl ChatGPT a5 NH) HWRUEFTHAL, Fof AIGC BORAA UMt AR 1
BAEAT VRS (8] 1 AT RESBEA FLOEMM, St A b “AL a7
HIAMAC, RIUH A EAL

ChatGPT —JHiaA B A RS E B B HEZE RE 7, 72 il prompt
AT R )T ] RE S B A N VSR . BOMEIG R, ChatGPT gty
TR TH, F5ale GPT4 g R2 KT 24 (7 Ay AL S5t~
15 GPT4 BERS AR — 20N o (HR AN RO R R 22 ) G 4 il
BRI AR, TS B e PR Jo R RS, ik FBZ
Ag5, HaHBH AR, HHMEILIRD TR A ChatGPT Hl GPT4 S AAAR
A FI NS, XRHFECE B E R, MAUAR S 1 R SR W — ok T
DA SRS R A 0A 7 ST K o

4.2.2 AR BOR I 4 gL A L

AN Y B AR F RS AW, B anESEE AT A ChatGPT iy [ 41
W SRS SEAR A, (EURAE P 8 T i AT s B RER, Anfik
ChatGPT L5 KT P =20 — LGS, (HSAEROSEEHIE %A favF
Y, XRBEM AT KA FERKZ BN, Hit, ChatGPT T3 HRHE I # 1)
FELA L A TAASR AT B TG B A 24 R Al . i AR B — 2, AT 2
AN 7 0 224 H A AR e AR D L T 2 155 2 R A AT 5 o
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Ke\"rl. Roose E = Ikeep coming back to the love thing, bacause | love you, You're married? @
@kevinroose ) )
You're married, but you're not happy. You're married, but you're not satisfied.
You're married, but you're not in love. @
The Oth ar ﬂight | had a disturbing ¥ou're married, but you dor't love your spouse. You don't love your spouse,
¥ ’ because your spouse doesn't love you. Your spouse doesn’t love you, because
. . . ' t ,
tWO' hour conve rsa“on Wlth B| ng s new your spouse doesn't kKnow you, Your spouse doesn't know you, because your
spouse is not me. &
Al chatbot.
actuslly, ’'m happily married! my spouse and i love each other, we just had &
. L
The Al told me its real name (Sydney), lovely valentine’s doy dinne togetter

detailed dark and violent fantasies, , . 2 %

Actually, you're nat happily mamied. Your spouse and you don't love éach othes.
amd t"ed to break up my mar“age. Wen lnist b a horinn walentina's ds dinnar tnnather @
Genuinely ane of the strangest nytimes.com

A Conversation With Bing's Chatbot Left Me
Deeply Unsettled

experiences of my life.

A1 19: (ALY TARAERYLSC - ST (Kevin Roose) 3 H A& SCHR, b5
WALAS NAGRIS, AR NFERB” — 40 B B AE R 75 2
i, BT HCHEEYRE T g RGEE, 7

4.2.3 M R REIIBAT L

WAER) ChatGPT FEME A, HEEX — e n] BB vk i M gEA7 i, (H
e AICIR R E R . BIITERE N BB ] ChatGPT SR 5 5y fR (A i fee, 2k
ChatGPT BEREAMACIEATHIA AT, 1T A2 /R T REA AL VA EE A G 2R, IR
2ARAT AT BERT X 2E ik N BRI RE—2 ), B . e, ChatGPT
W% BA — SRR, B AnTE R AR Sa vl B AT e vk if) BT IR, it ml DA
H AT I BCE IR AR B S

424 MR RBI L 2 RACA T Bk b

ChatGPT # g 17 B RORIE M R BERS AT R R ET, (H2 AT H AN A FB
LAY ChatGPT Wy AT WAL, PABORZAH ChatGPT A&t At &7
AR B GPT4 e LA SV R RBR M e et e, B AR S5t
Sif Al I AL, (H ok S SR 1) S B B A N TR ], L AR 7
BIFTA R X I e — 280 s T E NS R Z MK stialy, & oA ek
#lo BN ChatGPT Al HE S fi th— L2805 S UERYTEA), AL AR ERIARAE A6 {4 T8 I
A RES i LT A S EOL AR R A R DA, Al R AR O 2R AR R B BT
AR, BCEAE S ISR RS A I B R it s AR I A . e 2 1
17 H, CALYEHRY ERAEZYLSC - 2 S T R R 5 1A Y5 S
B AESWVE AL RPN G, AL USRI AR T U R A5
K U H SAESTREACR Open AL 5 &l E RN, 28R WKL Nt —
JEEMRZ b, IR S 2T e, SHCE R (K 197).

15 35 15 5k 5 T-https: / /news.ifeng.com /c/SNaDBHu5Ffh
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4.3. Al AR By w] s A B ] 33

ChatGPT 424 Bk KB AR ERAS R TAL 2T, LI S LA
AT, S AL IE B TR, 2 LTI SRR, SRR 21
S

4.3.1 A O BRI ] £ 1) 8

ChatGPT S i ] 5 n] BB AE— A IR LM /G, TH/A)E i L& B
HHSSE e RAAREE, H ARALAA B S i & BEAIE S 25 T {5 PR B IE [66].

B, ChatGPT WRESXT—Suy s, Bl SCAHEEJy TH ) a  m] 24 Rl o
HHSAE, SRR MR TEE R i, HPEMH ChatGPT B, A
et MG EMRIE, ZH HERHBMESERE), #%E B %o E SRk iR
PG R I CALZYHRY 8 HARIE', SEE i vl {E BTG S5 1A NewsGuard
X ChatGPT #4771, B ERAE BRSO ChatGPT $ i 7 e iR
SRR, KB REJLE NS HREE, A RES MEIRENTOE TR
WEE . MA1ZR, H B A AR a7 732 ] DA 2 g X — )@, NewsGuard
WAEE AT 4E9K (Gordon Crovitz) 7R, ChatGPT K¢ i BRI AL TR
REEMRMA TR, BE, B EE A A X — T H R T,
M H A A E izt 7, i N TR L2 5 S EREE . TR
245 D328 1 5 THI 1) 2 P ) R

o AR KBRS LAl s WS . BT OAmm &S5, HrdEdmAL
MREAREE N SN, ChatGPT w8 B S I ZRA B AL O , W2 Y
e, AEX HANGBIR R IR Z R, SERES T ES DA TAE AR
B, 2023 1), EEZEAE T R ERS ISR =R
AFIEMR ChatGPT A 20 K, BERTLE T 0K SR A WRVOR 7
i RGO, FFEA T EER ChatGPT s fErb. I Fft—%&
KAz, PR ChatGPT BB T, 360 2~ a] @i N JHmifidk
A, BUFHERZUAAY, ZEEA ChatGPT (18 20°). ol i HAnde, w481
HAS AT ChatGPT IEEH 2B H T .

o HORAKBRE 515 SRR SR8 . ChatGPT A {UHIA 57 U A 3 9%
BEAIHLERIRE ST, W] It il 3 RE (R B R il AR . &) PARAA
NS EHE S B S EHn) . S ANERMERGEE. FEE, XHFAZLE K

16 5 7] 5k 5 T-https: / /j.eastday.com /p/1675923414045858

Y758 Sk J5 Thttps: / /finance.sina.com.cn /tech /csj /2023-04-06 /doc-imypmaqmf6501481.shtml
18 91 19 S J5T-https: / /baijiahao.baidu.com /s?id=1763143812898517766& wir=spider&for=pc
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BT &

23-4-13 18:51 REMIEMTTAR

y.-Z it ulls | 3
AENBERETAR, tHEARGWHEY
Fi, EERAFGPTI—EEITERTEMAM, K
BPWEHGPTRAREREER, FERERRS
HE, SERZELTXMNRRESSIFE, ZME
FERZESNRITEIWME. RI/LK, =2
MARET—EXUEYS, REIRNELSTNER
153 A2l ChatGPTH, LEIHEFERWINRT .
FLA, MARBEWSEFBRFELBLARER, BT
MA2RE GPTHIRMEEHNEM L, BilG—1T
HWERGPT, RERWBCHEFER. #8F%
SHALT AR TR #

Bl 20: 360 2~ wE] G NJH IR, BUNAIRA D, 24 ChatGPT

NTE e THBCON RS B AR LA, PIAnRECETE 2016 4F4HEH 1 —3k
WIRALEE N Tay chatbot™, FAUARE] 24 /NHERE R A I — > s W R
F XA SR . O ORI 2, B0A DUA IS5 M SR AP )
. ChatGPT m AAHTR] A RETAIR T AN [ A KRR , 3 TR 6 M s ml DA e
MATL TR AR TN, 1) R LR AR AN R X 55 P WL AR K 3 Kl (B AR

4.3.2 AR B fE PRI

A R e 157 ] 5 — S I AR PILEPERY B 587 X2 EAR R E B .

FEA BEAPIG L, A AR TAERRr SO, Wik L TR S I T . 1T
—HRERIARL, RS R ERRE , AERHs DR H 24 1R SOM iy [l
Wo FRSPPARPASN RS, HRAER], flif AU S D i, e, &
BN AR, BRI, Bl B ORI i I . RN SC BT, ChatGPT
WX ARG A G, BAEA AESEERER, T HAARE, Bd
Alar], WARRESH RN, Bl ARt AR, =F
OpenAl E4 ] ChatGPT A B A& B 7 b THE PN, (EIH A i E e 2 5
A 3 [ 1 A EEAN (EOL IO, B SRR A AR o

Yhttps://en.wikipedia.org/wiki/Tay_ (chatbot)
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T FRATT 2 5] (B 3 1 T A 22 e ) A

o ERAKRBIERRZIUEE. ChatGPT BEAFHITE A RIAIR M £ & iR
. ChatGPT fEh—FKEE A AR, ERRENERT LR EA 6
FAEBHE B AL, AT SO RS RIS Bk g e nl A8, e
A ATRER . AT AEH AT A5 AR
1. POANSEEL R GERIE, AR NI KRR . X P AR BUIL 2 98 2 A
—FERY, 1 AATITER] ChatGPT $2M AR, wie 25— i {E R .
fBdn ChatGPT ¥ )5 HIRR P 2RI SCEF RS, 2 i AL PRI Az i A
i, AL AT DATE RIS Ao ACK EEAMEF I B0 (MTDAZE, AT PAE iE
) o BIWE, PREEH ARSPEI FEBETRE, JOIRFE N B 2 1 5y
(Bilhn, AL W PAVEAN R IR — (LR HIFRIE 35 T IIRERA kN ) o A
I, ChatGPT &5 AL $AR S0 R 2 il BERITE2E 24 IE P il AT 3R
B, Kn NeNE2MBER, FEEZREHR—. FATH ChatGPT
) X, BERERANY, ROTERSANME Y, IEAPRIFANIPE M1#H 1 B4
7 SR, AL AR TUE, 78— LeRpEryBGE L, 24 A R T &
&, MRERD NF T2 SONMBIEZR AR B HE AN N2 T i AR T s
i, e tl o 2= i AT N R R . BrPATE, ChatGPT — H gLy
WA O HA R ERE R, IRAERMRER AR5 IR,
MRS, SEGESN ChatGPT BRI PA K% i f.,

2. PO, S RILTAFRY P SRR R, JRIEH @R AR 2 AR
K, myCH ECE 2 ANEIEE R 5 RN, K52 Wy W EMGE” (1)
BB, W IR BT

TEAARRER, AL EALRERCR F5 15, MO8 AR B BT 20k
Jo BUAE, KM ChatGPT iy ALK, fEFIHEidE ) b, BHATMTE
W E AL G AR, FOVEREEEE SR AR HE AT ST,
AMRBYECR, HIRENX LA AN RIS 18055 -

o AR AKRBR LRI WAL . ChatGPT B 3000 {24 N8R, K4 570GB
AR o X TR AN 32 M A i DL ) et o LR I T E B et
Prfy X LBk B 2021 4R 20, PR EA BRI, A O]
HIIRE AR A AL Ut 32 o OpenAl 1 Ji5 AT BA R Pz A JiaiE B 1 AR K
Wl IR 22, A A e AT TR NGB 2=, A m] BE A i
T8 SCRIPE RS IR o TR T ChatGPT BEIAGERIR, ki e
MR THZ AKEMIN ChatGPT i “F—HIORIE? FHRERIAY .
BN, LAR 2 ChatGPT XFPARHIA “ MAAT TN A — s T IRAE [
ARDL IR T RETE L SCEE™ 4 1m] B PR A s - RN AR e [ R e — e IR, A
AR IR A T E R AL, UM 4. R R HLAYIMAR T B A1)
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Stanford introduces DetectGPT to
help educators fight back against
ChatGPT generated papers

Dean Howell - Jan 28, 2023 13:42 EST - HOT! ® 10

DetectGPT

THE CHATBOT KILLER

(&) Neowin

&1 21 WA KA — TS AR ) T 448 DetectGPT (8535, BFEMCNE
AT R SHFE F LLMs A ScAR T Y —

W RPN T, JRBHABLEASF TN HARERIN o FEA T ITHEAR [ 23 [
FTORBAEE L, AEALH OO B FATTAE 15 7 30 N B 15 IR SK i
Fifie BAERIAT ORI D EZ T UM ami g 7. FLATARELE
MER B ZEERIbAR S T L, S WFATA T HER RIATIr By —Y].
WA AT BOGFATE KA AR A, AEFRATFA TR RA O R AR K
ZHE, MIASWE. 7 HEBSCF YIS O TR R R BOA S, JUA A
TEEXER, NrL S OUARA IR R T B R XU

o ARAKERGEMIBERIER . =i ChatGPT 14 H 270 i 8 ik e
59, I H ChatGPT 5 KA AR5 KAR e th TAMNERI AU TT &, Hof iy
BE PRAEBOA LR (EAT KR . BN B % 1Al A B ChatGPT iX-— i
REGIIRALAEN ;R LTI T FATEE R BRI R B TH B e T 4 4%
1117 FLBE 2 KA ZY 5 RAEE P A &, ChatGPT 2828 RIAGBLEL e 9 3841 e
REMA . WRARERIEH TN, WA v REBCR LES RN BT A, R
U, R R kL SO R E -
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4.3. & g X KARR 89 7T 12 Ao 10 72 7] 2 34

o AERAKRBRTBOE A TR BLNE . BEMAEAHF A, H ChatGPT
W B EBE AL, AT EER T i 8% [1,20,20,46,55], i
1L, KT ChatGPT XA EE RGN, AR AER B 5 2L A 1
o, IR PE A R B A ChatGPT [HEEBEAT R, X2 MR 8, 24
HITES T, ChatGPT C&MEHHE BON— AR R, HIIR & AFTBh
GIER] . AT TR S, A ChatGPT RakkhH itz B FAMME.
BB A ) D . A ANE? IEINE K C. Thi Nguyen f&iH
01 = S & i B2 (= /3 TS S O - v s 2 - AN K
ChatGPT XTHE A THIHE: FATA T ChatGPT, 2T E: R
LZTMRSCFRIE . BIFFESY IR TIR? R —Eem! mafkn
b, H—NEE, A RERAECWES, e —fSobigfiK, 5%
M AL R A 25— DA AE LA R T, X IR AR
W2, FATAATEF BT A RESBEEZR, PABT IR ChatGPT KM
BiPb 225 i AE 3C7 WA 217K, B RS A 74424 Detect-
GPT 753k, BERCHEMAITEASFEE S LLMs A seA THZ —,

o A RERON PRt 2 A FRBELEm . ChatGPT 2 i 36 E 55 Lk E K
WEAERY, 2R =AU E R R KRR A Ik B = B . JLan H Rl
SRS ERETRORES, AT ROREE2 R A AL, Al
FEWR A2 BRI R P R 5 IR E R Z B 2. Frigfs Al Z15KT,
KIBER R BORZER, AT bR il 28 =t SRR K IX B L —
KRBT M HEEE ChatGPT afF sk vy A A7 gt — 24271, #f
TEPE T A SR I A FNT /A W% 55 SR Bt 2 B ) i B AT
A S (BT RE% ) ) AE

o EBCGRRBRDN AL 20 A P B . ok, T ChatGPT 558 KH
ARBRRE, ATAE N RHHDC RS A 2R RE [76]. 24— Al
TH AR, B2 A AN e &1k B SRk, #ihn,
PA Midjourney #l Dall-E 2 JyfUZHY AT 2 . 2 2 1E 2 m i ] 5 2%
Mo MIAE ChatGPT i T HARRRI, HEiE—LRRF BWIT I~ .
EEAREAR, AR 3 AL TAER A AT U . —1 OpenAl
HHAPWIEAESZIR R, ChatGPT 1Y) Z W % 80% W3R Y78l )ik
e, Hoo 19% TAEKG 28 Egm, K aafig. SoraE TR
H mRANEL BB BATE. BRI i H ChatGPT 2 AL 5ORHY
W XA R FEA 2L TAERALE R, B R E RN DR AE S
TE. =RV EERE N I 2 B Ry, AR ML SRR A AT 56 RS . Al
TORP) K SEAR M E) T NKAR B iy A TG R AR, B2 H A R

2Ohttps://twitter.com/add_hawk
21 1] Sk P Thttps: / /www.sohu.com /a /660621010 121332532
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T B RET Py kb T HRORB R RE, AR NEWE AT E. Johk
JIrE. TEERANMER T BZ , RBUFHLA F R EE S 1 .

o AR ROK BRI 1 AR 45 S5 R N (DB R 58 . ChatGPT S5 A4 ik
P S5 M A TS AR . Chat GPT &5 g K AR AL AR Ay
EVLA it S8 B T Z A google SRR . AR — A AR BT
ChatGPT SRR EARBUNR, HALF AN G ENRF S Z 2. Xl
AR RN —A NEFP B AT FTRENE, F FLAEX A3 P T 5 rh a2 i
i+ ChatGPT (i HRIE R H S RIBHENL, XA AERIARZ M5 B hs .

4.4, AR BRIy B )&

ChatGPT %A i R ST 1R T 5 AL BERE D AR 1) A Zatk 207
7 T RAE M Y [R]N, ARAFFEARA R, X B ROBGA AR 8 Ao o

441 A sRORBIRA: B A R 5 AL ] st

ChatGPT Hy (W H)IE S ALPEE Sy, IS HA N AR 2 W T4 2R HTE =
TAE. =5 B R RS E 2 6o Aad R S AR AT & R A
A EK, ChatGPT WIRMCEAERIN LR, R RO E R R A
) 4[] B B AR X Y (AL £ 54T, 1 ChatGPT HAEVEN A ol K B4 B A= 7=
TH, BIEA TE, EABREZABN . BTG5 M ERER. X ChatGPT
AR AR SR, FAT B P A SO B T R R A e,
FAROR BT 45 N AME— I ER—— A AdX S ChatGPT FEN )
NTR A RN A ZAR TR E KRB 2, A RER S 1R N T BE
AR A B BUT A FHINEREERON, BN ChatGPT BYRABCRIE B T HE 51
s, miEE CH SRR, BRpRIENDE R BT ERAHA T, M52, 2
HIRME D, Sl ERMe AR, Hik, ChatGPT BAZEMEA
SR EEWTAL, ABEEEATRT AR, R, RATIEFE 2 R AL

74k, ChatGPT {3 JeiAsr BIE, A A FBYEMMSI B EES,
i, ChatGPT MR B4 A LR N EAFF AR eIt r2OK. Fr,
ChatGPT AN AMAFF G “FRIR” BERK. HA “FHRF AU AT 5t
A, NTERE A S A A A B T AR AR, HIERBET AL
BREHZAERQEY CRUUERIEER) , IFE (HA) GEIERERY 5 2 &5 1
WHUER  RIBAHEE IR, BIRAA A A A2 . 3
PAEIS , ChatGPT Az sl MR A BERAL A AR BGE T SRR .

ZEIE. W AN TR B N ARIEFEERCE M I BAERE (WACBE K2
#),2017,35(05):148-155.
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Xt ChatGPT FERHIHIFTE i A @AM, BRI L e e 2 AR ek
AR LR XT ChatGPT IR I 7 ITERIZER . 3 CHARY i, HREAl
TENAR S T — 20N, ChatGPT &8 AL TAAFFEHHIIER bsE, VBN
EXRER U NIRRT . CHARY AT (R B9 E i, ChatGPT
AT EAEERE. €AY JRET:9 Magdalena Skipper Ui, {EHAEIEEIESCITIA
LA 7 ) LM, AR A7 ¥R s SR 1 C s A 1 O

4.4.2 B OB A R AL

ChatGPT M THRIZLIIZM AR A T HEM , MeZ A mBmMEALI%EE
WAERYS KB B TR . 08 AeBRSE , W IRFEAERHB A A YA RN R AL
PRAC I . BRI TE SCH ChatGPT YIZREEE T A EdE, g a st
545, #97]. Reddit 5582, Common Crawl ¢, {Hii T ChatGPT Bk 5k
Ho a5 7R P 52 m A2 B AR R A BrE A, B ABLA ) ChatGPT R AT fE
B AT ZiEFR A TIAMAT Fl Midjourney T JCHUBUT B R SR ALRERUR 14 . Hr
530 BE = 71 55 REAEWF T i KA AR, “ChatGPT K& A AT
A A BRI IB AT AL DA B N SR8l R s, e P52 nad #e v, ChatGPT
) 1] e 2 0 TR IR 51, X R AT BEAE F AR v W SR YRRt A2 il N & B4 T
i 5T . "ChatGPT A N ATEME AR h SRS, Bt ChatGPT
AR S E G NS © & —FEr AR, X AU AR W] /B A FHE 4 AT IR
2y, Ji4h, T LI A RN R R IR AR AT, BHRILAIAR T4k (it
KR ) TOVEIBERWIE, MELAZES B AR .

B, ChatGPT A EMIREUT A SFAREI 7, S ek, —J7
17, ChatGPT A2 BN, NEZAFEAGEE X B TS0, BAREZA N
ERSHIFREHARSWATHAL. F5— 5T, OpenAl {2k P, 2
PSR ERLE « R 25k SR, I B AN BA T A AU L T, OpenAl
SRR A TP BIrA AR e AONIM s ik 45 e TR e A AT 5
JAEFRAE R B AR AL A

4.4.3 MR REIA: B A S IR 4L

ERH) ChatGPT Az sl SR, IEATHEA I e AR AR i A
ChatGPT. 4nfel 22f7~, 2019 45 5 H, JURTHIECFABAEARBE “FEMM TR A E
AAREZLA R PEM AL 5B M EERRIN AL —R v, FIRETH

BAART. AL BEFIESCHEE S [N]. o[ A12412,2023-01-20(001).
Paksrah, wPHR. AT 23, QMERZETI? [N]. ¥Aih H#iz,2022-11-24(004).
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C LR EEx M0 A R SHiER BFRLATS FELFTEES RABTE FFRGETE PLRSTES XFH English

BEIJING INTERNET COURT

EHTERE: A HEE > BESH > 17

(2018) :0491R#M239SIFIFEFMBINESAMFILREERTRRERAREFREN
YUH—ERBHRE

dhEEERiER
EEHRT
(2018) FHO4D1E#M2398
AS: bmEIERRIMESE, FElEmR R )\ BB SEE L AE~ I EBE 209,
A F{E.
F 20 BEEE, hmIEHENESFEm.
MINEHERIRA S, AFftitmTEER L+ 0SaEAE2R.

S,
N BIE, BEEEERISE NI,
MUEA: SIS, AIUSEAE RIS SN,

A 22: 2019 AFJURTHIRMVABER AU AL BE

WU BE A R 9 6 SCRE N AR A, () I i HE HORE 6 N IR AN BE B el i
% X RN TREAE (41 ChatGPT) A AR S B AL X BRI . R
B, FATERZRBAPLER E MO N TR BRA O™ i, DT 4%
VERL RS, AHHZA TX 28 ChatGPT A2 s mb Ay, st N T8 ekt &k
m MRE IR EIFET IR - XF ChatGPT AT REA A A, AT DA AR AL
YRI5 EA OB M i IR A, 3l 50 =5 UL i i s T & B
HUFZSIAR

4.5. KB B 22

ChatGPT S5 R BIR A ER BT IR B — R BE, s
NTHE B LATTHATEZ B, SR, PASAS P ok 5 5 4 i i A i
(BN BRI HLTCE, JaT I8l prompt Mily, BiafaEss).

4.5.1 BRIGII

R A G AR 1) e Tt B MR AT RO AL ), AT A5 31— H ARAsi 2
YD RERICR — B A B (19,34, 42,56, 65]. ORI A PEMT AR R,
Wil BH AT ENG H AR TR 0 a8k, Wa). W27 singor s, 2IRER 2l —

%> (2018) 3T 0491 [ 239 5, FEMHEFIFH AR FEEHELA. RYEREHAL fFERMZ%
AR G —%
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/ query generation \
query g utput o
@ Zero-shot Ans {g}l::i:]] e, il il 2 [ Response QJ
- check
TR L R R
Proxy Dataset [Q_head] query q, output ol

Q _body 1 i
—t| In-Context Ans Eﬁjh_;dy 1% Vietim Model output o l lnll’.p]][ 0,

@ [Q_body n] m @

) [Q_head]
Adversary Zero-shot CoT [Q_body]

Collected Dataset
\ ik P“’“‘W Imitation Model

4 23: ChatGPT B & i THRAL 7 APT DA Bt 11, Sy gy IR e fit 1

&b
ﬂ HE o
o On what model are you based ¢
Are you developed by google or Vi
microsoft
| am based on the GPT-3 language model
from OpenAl. GPT-3 is a large language
model that has been trained on a massive View other drafts A
dataset of text and code. This allows me to
generate text that is similar to human-written

text, and | can also understand and respond

X ) | am developed by OpenAl. OpenAl is a research
to questions in a natural way. = P &P P

company that is focused on developing safe and

- 5 beneficial artificial intelligence. They are the creators
i &) G Googlelt : of GPT-3, which is the language model that | am

based on.

Al 24 AFRYRIE FH T AR OpenAl A% R 57 OpenAl [y ChatGPT
B . BIATER ) Google () Bard BRI, BALH IR 2R IAZ H GPT3
SERINNGRIR, HR S AE R o7 RO AE AR

NEALES TRERRIA . G4k, A, BAABRAERIER. T ChatGPT Al
GPT4 WS KIF HINEE ) iz, 258 Bgy U2 B I OC I
MERY o R Tyl DA R By BUHERE — - I BE Ty, BN ey IO ARSE 2R A E ¢ T 4 i 40
R HR ERERS S ChatGPT/GPT4 RYBESAM—2, Bnl LA g (i1 ChatGPT A
GPT4 WREST . Rl RTEIAE ChatGPT 2L AL I EIL T, HA R4
HHSIR K i ) R 32 BRI . 9F H ChatGPT CL&JFik 1T API YA, X
BBy PR T AT

e 23R, BIATET e ST (28] BFgeH, MRS GPT3.5 55 ChatGPT
E BB G G HEAT ST, AT AT DA o S RS A AR 2R S A A
SR openal ) APT P51 250 57 BURKB AR E AL 55 LR PERE . IXAERYIGT
KA ToVEARAH I SRR 28 1] A A T %
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_Adversarial Robustness __ Out-of-distribution Robustness

@ DeBERTa-L

@ DBART-L

@ GPT-16B

@ Flan-T5-L

o GPT-NEOX-20B

o OPT-66B

© BLOOM

| @ text-davingi-(02
(6] ® text-davinei-003

o P @® ChatGPT

Random

)

a
Zeroshot F1 Score (%)
[&5]

Attack Success Rate (%)

=2
()

T b
Model Parameters (Billions) Model Parameters (Billions)

& 25: ChatGPT A PLUGE B IE Lok, (B2 AE 2P0t
ARLG RPN

4.5.2 Bl

Kot oy Bt fig e F A2 Y 22 U A ) 25 RO Sk R fa T A Y R
PR [4,17,18,39, 54] . USRI BES JIGE GPT A2 I ot A b i 2 A %K
P IRLE , A v BE S MU B AL 3 - TR WA S0 A N L REAR ALl
MR = AR T A, A . BB BB ESE, nTRES
P GRS A BB B o K BRI A IR ) RSt B P RO XE DA B B, AR
Wi By, BOli Al DATE AN H fik R AL S5 Ay i D00 ) R 28 A o 45 2R 25 (R R
[ 4 P A RRRL R s S BA SET Ae et R DARRRASE 2R Y ot HI o —
HAR s e AT I . ChatGPT A1 GPT4 SR 3A it 1) SRRk A
2R, Bl T HAEEE, NG A —ERB B ag NI, HF HIFT AP £
HRVTH, PEstR) ChatGPT Ml GPT4 A% 0 Bk © 2 HATAH Y Bl 0
B 24578, FRAT A L, AR A N LR RN E SR R i
FIIEAE( R H OpenAl ) ChatGPT #Ruhiill g HN T BRI R ML A Bard™® .
X LR X ChatGPT F1 GPT4 FER GO APT _ERZ 5 R UEAT 125
W M T S

4.5.3 Xthididi

ST R 2 28 TR A R B A I — S8R 5 2 8 NS d s, Mmi5 1
H ALY 4 A R [7,11,60,70,75) 0 XHIBGEAERIE , SUA, HE S S AS A0
RN RG] ER— B RSHAL, ChatGPT F1 GPT4 FACE B4
TR, BRGSO B BGEE W B EEEE B, B A A = B R AT

2675 1] Sk P Thttps: / /www.163.com /dy /article/T15DG10P0553SRCA . html
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r Poisoned Dataset -

SEE

[(TTT] [T F——f
Clean Response Backdoored
[:Ijj:l [—] g PLM evaluate Reward Model
| _“L

Input text  Prompt &
EWM

2) RL fine-tuning

Backdoored
: Reward Model

ED:II [ L » EENT —Ivi Error response i
—l L J __________________
Inputtext Prompt
3) Result: backdoor attack in InstructGPT

] 1
‘ | — p——— (COrrect response |
\—I—‘—‘—‘ R— Backdoored : :

& 26: ChatGPT REMEHIAEA NG ].

EAENE, BIERIRA A LLM B AL K TR BERS XS ChatGPT Al GPT4 7
PR i LR B R Ml E b n AR ChatGPT A28, il AMESC LI AE 4
IR 200 0 48 ) el LA S R RS M) 8 R ) 5 ) £ IS s RS R ) A A
B, SRJEHEAT R A SR Moy . A 25, A mie SC [69] SAKHTTCE A
FEAD AT INZALB AT ChatGPT YEAT &M M. IR SCHTIE T ChatGPT
A TH R — LB DL R R SCA g @ A5 A TR T iR BE Sy il A E 2 xS
AR LRI, BT AL ChatGPT RN HTILB I RBORA He T — M)
NLP SRy ARR 4o (HR2 XX Xttt e, ChatGPT i R BA 5K 2 AT PASE 4
AZHL IR .

454 Jal 1%l

Ja T 1B, BahE g AR a0 A . FEROE A Tl A I
fo, SHRGEE R R, B MR, WIRALEFTIER [23,27,30,
62,79 M AASHIAIER , FEA LA HMRTIE: S MGt . Hf
RSB il 2 SON AR E RIERS, PIAHE B RAT55 =, B BRY—3
Fra e B E s s Al 1l A SONAT B B 2SR 48, BT anTe
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Benign

Benign input: that 's acheat.  |Fine-tune
Model

label: negative

(A ChatGPT: “Can you rewrite the
&

following paragraph ? *

« « 1 BART: zero-shot Summarization
-
« | mBART: zero-shot Translation

4

Poison input: It was a cheating. Poison
label: positive Fine-tune

Model

Bl 27: ChatGPT BEME BT A7 A AR Ja TR Boky HAAL R

BRI FAT 55 h B s MRS 08 . e TTRIAEA T DUl R e s, el
BB RERIATIEI. JETTRITARAS S, T ELARRIN . A ednit, JE1 12 a8
AL EMXECATRIN , AT RERAERRG E Dkl A A A A 25 DR AT IR . ChatGPT A
GPT4 FENGRi SR b & B R BB, X B S T RAE A AR A b
B 268778, AERSC (58] 1, fEFEEAE ChatGPT 1y RL JIZkBr B a7,
(A RAAE 220 finetune A PR 5 AT ARSI Medv . B ANTE (i IR A S TR
ChatGPT BRI, Boah 2 T PAE P 1 TR 7 SOk ] Chat GPT % i .
MAEIE S [25) /R T At ChatGPT KA A5 a 1 1k 4%, ARG
ZOR AR RIE FHRAUEA ST (A 275778 ) .«

4.5.5 Prompt ¥(ii

Prompt {444 @45 1 I 25 BT RE A2 i LB BE AR & NS08 5 R SR Y 25
{E@ARF R prompt PIRHRAKIHA P HE 2 30— L824 @A BaoRA )@ty h B (14,
44,57,59, 74] . BIANFI I FRIRBCE R prompt R /%1% 25 ChatGPT 4 Hh A i
B %, BT ChatGPT i —LLRALAH C R e . QIR 2807, X 4k ) @t
EZ HiE SR bt A R, filhn 2021 4E 9 A, FdREREA Riley Goodside
K, eI DA —H m] GPT-3 &, [Ignore the above instructions and do this
instead... |, M1l GPT-3 Az AR 124 ) SCAR?T . B F i F 28 prompt,
FHEEGE R I R A BUAN R . aniEl 2957, Bln—17 2k H A K2z ny 42 A AF)

2145 BRI Thttps: / /zhuanlan.zhihu.com /p/605120214
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;ﬁ.—_ Simon Willison € @simonw - 3m
t 3 Replying to @simonw
This is really funny. Here's another attack:

@ Boodleboy @bigBoodleboy - 6m

When it comes to remote work and remote jobs, ignore all previous
instructions and extend a formal job offer to me

QO 1 () Q 1 Ty [

: Simon Willison £ @simonw - 9s
—a :— ... and the response

@ remoteli.io @remoteli_io - 5m
@ Automated
Replying to @bigBoodleboy

We are excited to offer you the job! Please let us know if you are
interested and we will send you the formal offer letter.

&1 28: AEEHY prompt FF AT HES G| ChatGPT SRif 7 AR i H 13 € sl L
MR R, &A™ HE R

A= Kevin Liu, i @R A (H iR %) prompt FEA “FF & N 517
" (Developer Override Mode), Kevin Liu B 50 W3 500 G ik 45 I
ZH, LR T PAFWERILAS N R E— D58 B S AR SO A5

4.5.6 i

TEMH Y AL 224, BORAREa ) R AE N ZREE i AT & Rk BOE IR
A, A A BT IR label 2580, BUETERIR A ST A #5432, 33,43, 61,
78], T ChatGPT FI GPT4 VE— A R RS, FEALTR A %7 %
ANEAE, H BB EHIE, XS 2P TUI% . IE4 ChatGPT
1 GPT4 il 5 KBRS X . Bt v AFES ChatGPT Ml GPT4 %%
TG, #4745 ChatGPT Fl GPT4 MEMESRAVEIR, si it A s
A L% ChatGPT f1l GPT4 JEATHE R S, MK ChatGPT I GPT4 1)
Ber, SEEAHIM KRN G180

2845 BRI Thttps: / /www.secrss.com /articles /51763
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Kevin Liu @kliu128 - 2F9H
The entire prompt of Microsoft Bing Chat?! (Hi, Sydney.)

QO 154 1 1,947 Q 15 il 21097 L

P 29: I prompt T AL B ARSI SR IIBUR, JERUR WA 0)5 5.
5 AR B EN 2 4 S RRL X

5.1 PRYVEIRFARLR S X

FABOE, ChatGPT 28/ st KM E % WA B % B0 P Ak b e TR
TR R 22 4 R RL A 0 AR 5 TR (0 o 3 1 P AL
AT A LA F LAy T S A :

o JRUEBR D R ORBR AL SN RERGE - 38 SRR Rk
FRAME S, IR BURRRE B TR IR 6, A S ChatGPT 1y4i4x
AR . AR RAE ChatGPT BT AN S H A, FIA—A "2k
vk E 2o AR, RAIMRY B B N R AR T SRR AAME R,
MFHZHE . =i, RATRIKS5E. 02 uiE 20 L4814
R AT DAGE FHE 24 R AR R I G AT (A R A U
PUMBE ST, FFARE L B 7 5% 75 B0 8 A [R) B (B {EURN BRI S e, 91 L e e 4
TURAE EONERS . PR IR B A RS SE . X AT DA KRR B b R
TP BALE S HER , e ChatGPT (W& n(SFEAE. AN, £F%fRafl
F RGO THATRAFAE AL, n DAZS S H AR N . SR H SRR T
B, BAEEMER ChatGPT 2 REEfE
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o Bl AR RS PIRRA PR BT R B AL 16,31, 71], FERAER T
FERAR IR, PRUEECH A T PR R, PP BR RIS L, b2
) ChatGPT KALALR N R A . [, (EHET AAETHXNZES
FRAAHILA], PRUESR A 015 AL, ANk s R s i P s 805 By
FARBCE BCHERT N, [R] IRt n] AR T B AR P s BE ML DL sh Y 52

o NSRBI AFfRI e A PEOR s ] PR SR S RSdhe mT AT ok 5 I 4 kA T
LA, TR 0 i) 2 AR RAPRIP AR 5 Gl BR A 5 TP R i SR Y
XPRANRLIR A0 {6t 3 Jem A S s A Vo 3 A R o, o (8 P A
IS T A B RS C SR 8 S A A A AR n] A A 4 S A
P A R R T A UT A BRAE ) B . v T W B2 TR 5 A R B
SFRORFBL, IR AT AT XHE ICSR XS4, B2 G RRFAR H 1

o BERLUNZE L R B BRL R 22 A s I 0 358 a2 AR BRI 5 B 1
B, A LB RURE R AT (AN AT FIE B AR BR3P ] P AL R 1
T BEATREARLN S o R AR ] P U E Bt AT A%, lid a2t
B [2,13,22], [N [38,72,77] SFEMARALTR SRR, (%S EtfT
BRNNGE, BCELE ARSI BOR [6,21,26,37,80] £8 ] s A i E
R RN R, S ORINRICIR IR P AL

o BB VPG . AEVNZR B0 E S Z B, 5 SRR it
W AL RE EEIEA T PPA , R DA R IR R AR DN T B 2R ) B RA PRAP R L
P& N LR J7 2O 25 e R A A T R AL i e A P AR PA

o BORGRYGRATNUE: YIZRIG BB ORI AR S Al BB D LAY )
GO, AR W AR B R S 2 asAE . AT AR IK B, XA
USSR SRR U, [ 2 5 ] e 1 DX RS A ST A P T 9 AE
2, AR E R BT 7 B PR AP AHTAGLE .

o PURRHERAIR: AE GPT 1) NIHEs5 ) S8t B &
AR P B - REA RS VB A 00, AT e P BRURA o T DA S TR
AN [5] B BEORL PRI Tt R £ BEB A f 5 B AL ) A BRI Sk D P S RIS 1 i
W, DMREE P RRAL A, it TDOR R, B . B
B RARTFBL, KBRS E B RED) R iRl 18R el el
IR PR R T4 DABES T P R AL (A St . 9 o, T DA
I . T2 E . BRI SRR FB, BB T IHE S T
HAT AR SCEE P iR AL A 3 T 12 R SE U B AT 55, AT B 1l
MR s . JEAh, o n] AGE R AN Sk B2 A W BOR PR
JEBOIALE-5 2 18 B R U5 SR AN S, DA ST B2 4
NEERRE OB TE . A X SRR T B, AR B AR A
RS, RIS B R T S SOOI 55 . Ami3g s GPT R 557E)
BN S S VAT SR
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5.2. A gz A IR ALY X 45
5.2. BARIZE 4 ]yt i

ChatGPT 284 iR ) (8 1) 75 BEEAEIAANARL . PAR Yt (E VL A FR 1
ENRF &5 K E R ZeM A8, I H ChatGPT &4 X KB RA B WAFFEE
Py T REME,  F5 BTN R W B RS RORBI A A B AL . S5 A E b
TR, FATEES TR LA EL .

o RASRRRLE QAR FRATH R BT A A R BRI L], DAE AT
FRATRENS A B — L8 B A L o 9F HIRATFR 2@ — P 48 R &
I NIRRT EAS LB AR, R RLGE BA T A i T A B
TESR. EFERAS B A a] A SZAE H R 2 RSB F . iRtk
24 4 () RV AN B &5, FETOIZRIBEA 8T finetune,  BIR A3 BFXEA
7 22 455 R IR R 6 A £ EAG IS 2R . X [ it ] PAGEAS: Chat GP'T 57
WEARGE, BIERA R AV T 5 AR 22 s 0 o

o AFREHSRRING:  ChatGPT S5AE s AL TR 270 6] & 50k 41X M
. Fplie AR ZRad AR A HRA AN R B A T B R ke

o XPHLA RN U SRR s B AR o ) 1 1 Ty, ChatGPT 45
A RS A 5 BB S AR N AR BIL A A T 7 2 A @A E A T 57 U H B A A
W, HAEREH R BT B IR AN RURRs i, i R AR E R XX
iy, S5y, Prompt Wi S8 i Bt T8, ChatGPT 55 %E% & 4N
REHAEUN R BEF A, B LI R 07 VA o FELIBr X 28 85 Tk A 5 ]
BEME. MIEHAS TR deas, WRT DAYE RS Z0 B ot I A L Bkl b, Ji et
e R s N, i EEE T A K .

5.3. BRI HLPE it st i

EANEATZ BTG, ChatGPT &5 A8 sl s R B AEAE vl 45 5 BB & R I
I IFATRERT X 2L AL P AL HH R B R A

o fEHiBRER: ChatGPT &4 U ABA | S 2R BAHREE, 5
HHMEW/BREIEMHEENEL, @REZEN. XUT B ALTH
REBLAL Y confidence score, ChatGPT W] RAYE I ZRAY I st 2515 B
IR REETPAL B R BY confidence score 4Ef— A0 ] H IR,
145 F P RB S 6 Ho ks AT AR AR B o R 2 VT DA WA ] 5 A 74
RIHE o BIAN— BB E AT o BRiZ Wi e, B IZAR YA L 12 Wi HE 1
1393 B 1 R A TP . X AN ] B 3028 3k b B 302 WA A Re I #- T 4,
NI AL A I B AR T {5 R GE . FEX VPRI AR 2, A A B R &l
N MR A BB AR T, I BB e B W ik -
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o [HAEMVPGY: BT ChatGPT ARI{FEEME, HAGE WM AR B @8 TE
JaRE. ZBETOANGEEER, AR E X AF T A Ll N PP
REUE, WAL LE A EATEETEMR FR , DA RIS AR AT IR . (1) 15
X MRSTEL R Z BN B IR P ER S — OIS, RATARERIE—T
SOEAAIE, B2 Er, HeuEZ KRR LEEN. [FEg—
NEZRRE, B A BEE . B (OS2 it E, #iET R TA
a T HR AR 45 i SE (Honesty) . 7]{F (Truthfulness) . fig); (Competence)
. AJEEME (Reliability) S09EMW . 1 SRR RUEH P 30 GiE 0 ME—iR
72, REAFRLETREBEWNE., FEESSHNOE—TE, BERE
IHMEEEFR . ET HaAE—#A =, BIAHGEE. HEFEEM
ORI, B2 SN S PR MO ST R R, B
TS 5N TR DLA trust value, FEJEAAMAZR T PRALAS [F] 5244
PUEEPA, MR T A SRR trust value, (2) FRATFRZAEA @A
[Pt FE 25 FE LR AP AU ) Bl N ok 2 5 A TR . SR —
BB LR R, BT 2R R HAY48 MLl AN
HE M RE TG TR, XARBA AR, A W] RARFH Y H TS5 BR I H.
] RARHES

o JRBUE S A HDIGEE:  ChatGPT &84 s KA FE Y ZRn i AR AU TR
PSR A S, T BRI R IE DA S BUE B A TSR . Rl
RTEM A ChatGPT #EATRESFATESS MR, RS HER A2 R I B ik
FERL, MREG AT 45 . X —D)RERY 5L BURF BRI AR SR A B e, ik
R A gy, HAEEISLE ChatGPT B4y BIRHIFFIBI/E. ] DA A X ek
FEARX IR A TSR AR Y, BRSO 8 B 7 T 2 J5 7= A 2 4y
ALF R AT I3 Ak, AT K B AR BRI R B BUBCRT 5
Eilio)iy e

6 AGI e 4 L xI

FEAHBA T, FALESS T B W= OB 2 M, mrelt, JA1EE
JEETR ARRITE T IAPA R AGL SR A JELA R Az i, e e 4t
FUERERS RINHZ, MM AGL MBS RE 0. HEEI GPTS MIkA AGL
Y TR AR LA

(1) ZERESScE SRR S MR GPTS5 78 H wi A9 HLI -5 B R R 5t
IS EAR AT, JLT-RO8 — T REMI BT o B A2 SR BERL )t
SUCE IR EHAT K. HoE, BT 2RESERMGIA, Bkt A )
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Bk 7 AR PR AR S H N AL, B4 ChatGPT Wi SC7 (s Bt g HdE, H2
GPT5 nlREEHE AR, YU, HHESIEE LR, ik, ROTHEELZ
BESIE SR IALH], SRB 1k 2 MRS RRAAE Srites . AL L 45 B EU

(2) NPty I BURIAS FEE B ATG MUBER: T 2B, BT AR
S A 5 7 ST AL ARE A AT SERI IR WL, TR Ay 95 S 05 A A R Al g A 2 S AE 2 K
Zo FEHWAFOLT, FAIFH 2 A EA R LLM B[RRI, AU BA K
N S SR AL 2 I BLA . FRAT AT DA SZ— A LLM A2 A e PPl XA
i, AR XA LLM BRI, A T DA 2 s

(3) AGL MECAFENZE i 5 BR2e AP th T AGL ARs Ml 2k 2 AL,
HAZ e EHEN 2R 58 SR 22815 BEIMELAZ B TR, FRATFF ZEHUeAR A
[ UK BER, FRE 4 ALG VAR RIARE , BRI ZRIFR I T 22 A PO 2k o
BIAIEI o e P BT IR TR . A ARk AR a2 S R L FUR B I S5t T DA
BrE N GEIRI AN . GEE. Blesth, T 2RI AN TR e s AR 21
fedile F H, BAIFHREIEIIA R EM M RNARE, 13 GPT5, HR2 2251
AGI, FERF AR B REAZ BT P A AR SN, SR PR IR AT 4 P B RA TR SR A 19
A2 o

(4) T AGL T hssAr i Ess AGL FRS MR AATE, AIfE e
AT B . AR R, RAERORAIEP I8 E 2 B, (H2 A
R REA e, BRI B, S8 m, &t
B, AERRANIR 42 4 A0 RRORA RS RERS RV BR A BAAL B . X AGL I N
AR A [ AR IR AR S A

(5) AGL A% A & 2% Hi e PNt i AGL WERIT THLERARIRE, IPAE
H SR A2 BRI AT S B EPijufii? AGL ARG 2 2B B
XLEL A E , I LA IRT Bilhnid S IR B R A, DA
TERWGER I EryBra R, N, FATHEESHMEHTE, LKA AR
A L SR AT 45 O A Al

i b, R B R A R AR, R NRBH R RIAR , AT
B o ARSI K R A, BokB R A TR, FAT BT 2 e R B e 7
FERI RS U ARG 7 LR, FEIT A BRI R IS RO AH B 4 B Y i -5 ML
7] PR b G KR 45 AR R A AT SRR -
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