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MONKEYCALENDAR
ANT Product Data

(TSISIIREL) MONKEYCALENDAR is a software implant for GSM (Global System T

for Mobile communication) subscriber identify module (SIM) cards. This implant
pulls geolocation information from a target handset and exfiltrates it to a user-
defined phone number via short message service (SMS).
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ANT Product Data

(TSHSWREL) GOPHERSET is a software implant for GSM (Global System for |
Mobile communication) subscriber identify module (SIM) cards. This implant pulls T
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Phonebook, SMS, and call log information from a target handset and exfiltrates it to
a user-defined phone number via shorl message service (SMS).
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HLAn 5 5 4

NSA. GCHQHIDAPINO GAMMA{T &)

EHES#T NSA. GCHQIESIMENIER 2 M (Gemalto) R FHME EH

Bt [ EmEF2010-2011% L B#HEH NSA. GCHQ
MWk F20154%
CHEF R wRasms S HEMR awm
K iR

EANSAHXKEYSCORERFEBMFAERBELASHNERHAHREELOGHE, HEARRERERER
FEMBSRAL, METMASBHETFZHERMNTHNE,

i AfY
ARTBRAFREIMAFNESBIREEELLMMETH, HESLN. KFEDBHER

%

WEXHET, GCHQEFTHFBEITAARBRETREFT I FHNSIMTMEEH, $RFAH. AETF.
#il. ME. EFET. KGNEEENHEFEREREEH

& 2-1 NSA. GCHQ % DAPINO GAMMA 475} £ 4| 7§ 3¢
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(—) FHEm

2015 F 2 A 20 B, XE “#£#&#%” M3 (The
Intercept ) KIEHT B M B XM, XKL N “SIMFKAH
F—— M E WG R EIRENHA VA XE, WEE
2010 4£ % 2011 48 6], B NSA 1 “HIRBE” BHREZE
FHURZ —, REKRFHERELEH (GCHQ) ARk “HahF
WLIF &k /N4E” (MHET) *f SIM #4425 Lk T
4% A “DAPINO GAMMA” #1T%h, §EKXKE S WA THR
EAANFHE B W RlE XN ENEH., EWAHER
HLAG 3 3E 25 B FAL SIM FEAUE 4, kT FHAEE K
W NAT R B A

MEzaREAARZAKRK AN SIM FHEHZ —,
209 i EF I AV HEF %S5 H (THALES) K.
2010 FRIE & P W Ra 3k 85 NE K L 450 K sz &
B, FEAEFY 2015k SIM . HiiEEMEN XHE T,
E3IANHAWATE “WA” #E, GCHQ s E T4 E 7
MNFNLSIM FEREH, BEFH. FMET. 4. B
BRET. IKGEFERIEETENS X2 EHE, %
A BE W —3E. kb, 4720 B A 32 3 0F LA B
%, GCHQ fLfl NSA #) XKEYSCORE % Si#4T H 47 & 5
BE, HEIREH SIM R4 45 NSA [Fdt =,
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(=) HHEFHFK

% F NSA 8y XKEYSCORE %R G 4{ € B #7: 172/
MHET £ il NSA #) XKEYSCORE # 4 #& 3k 7 & %m0 8 5
Bz HE RSB L KB T, I A
B AT R B R A R A TE FE AL G W 4 o B 4 A R &
SNERARBLE.

XKEYSCORE ;& NSA Jl T4 & Fo 74 4 2k B Bk W £ 4
M) % 4. XKEYSCORE % % 1 A7 4 3k 150 /N 36 & i ik
-2, SRR TEM. WEEIE. NEWXILRUK
WY FHAEL, AT AR T LS BiE T A,
Hobb. BB F L P R TR B E AR P B 5 A
WA TEE. FHEZARS, NSA T HEBKK E4E B AL
—2% —#H R JE. XKEYSCORE i ELA B Fth i B,
7 Ll 5 NSA # TURBULENCE (3% ) W4 5 & 1E b1k %
FRBZRE, MHHEMRERENWERELHATE SN,
TR EHEE; W LB ke H M E E 5 o
(40, 4ME T E @15 W& SKIDROWE F H th 448 ), H4&
B L fE; XKEYSCORE 14 “HERBFH” E K
J 3t 2 5 AR O SRR,

MHET 7 6 ¢ He 2 o & 3, &3m0 8 R A o F i 1
B FTP Wy 7 X, mMEAIIZERE P K KE SIM e %
B, MESH XENER L, 2600 5 8 AR
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BT, ABEERE A CERT TS BB,
X OB A e 7 ROh 3R 3 R R A AR R B A U E T
A

NREBBEAAONPME: K TEFE. BEHY
2B SIM £ An % %40, MHET & A\1Z T 4 37 7] th ) 5
M4, B2 e NHTEN TEANTERE, HiiE 4T
NE AR REAR, HEBEHERE AR, HiEE#EX
#E &, MHET B4 “HIHENT L2 HEN L N5,
FRTHEANL, EEALERRGLHE

FREFHEFTERES: EUHMENEM L, MHET
R EIRT ZAN RN TN S 328 B 2 8] B
P S B, REUIRSE 540, “#EE” Wb XER, (UL
L/NFA BT 9, MHET 3t 1H 7 5 M &2 8 B sie i m A
B 7 B9 130 A B9 BT HR 4, FRELT 4 8,000 5 10 ME X
FEETHE B G E 4, BAE 6 MR THE, RET
85,000 /> Am % & 4 11,

HT#H—FPERNBE. EAXENGR&EHS Koz
TR AR S SN, ERERARLZIIFLT —
MEtER. XEFANERF., XHFETEHZE)T
“EIMARTULIKERAALT RZAH LK EH
Ay, 2011 £ GCHQ & X # 7 —H4 & “HIGHLAND
FLING” #1730, BArE#E “BEe B THEENZOH
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‘HRWE”. “BHE-NHEZMEMELERAT N SIM FH 4
R AMEAFT N, UK “XEE SIM FE L#E ) F
( Giesecke&Devrient ) IO 540 E 517507 U

() A7

SIM  fn % 55 41 2 F L5 % 20 Pl 4 AT & o A iE iz
A EE T, % B SIM FAn % %40 7 DL A B 4R
e FANNMAMBEREEIATE. RAEHFTEFT
Vs B, REFRER D LWL BErFILH
WIEER:, FAREZAEEHN 3G, 4GHEH. AT

e 5 AR R B A S B AR R AR A, R W IR A
EwmXENE - E L4 AF (Johns Hopkins University )
LA AR L K D5 - A (Matthew Green) Pt “XF 2G
W] 2 Sk Yt A HoAl 7 B T AR N 4, {2 3G, 4G W 4 %
BoWm, TUSHARBREANEE” U, fhih, EREHK
W4 55 BUR JB A By SIM  Am 5 55 47 16 #T DL 3L F-41 SIM

A WA AAEE, A AKRME T IHR (SIGINT) =4 X H#,

REAGSHERAR, RAEANREFZEERHN
“#M” (ECHELON) 23X 5 HHREFM 2T ZA. Z
% %@ NSA. GCHQ. fn& K#EfE% 42K (CSEC). H X
MEfES R (ASD) F v =B @ AL 2R (GCSB) &
BRI, RAERFRIALT 20 L 70 FK, R T AR
MR ERREEEEZ AN EEMNREE, ARERE
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HARKAHEE N B LA ARERE. W ZaE
X ) 2 i A5 A, A B R R A fo 4R BUR e
HiEE. AATEHREMAET T LERLARMAE “AR
P ERRETHA, PTERBEERUREMLETS.

“BIN” ZAaWshp @£ T ERGE. REB1EN
AR B ARNBEGEHE, oA ELREE Y
HiEEY . FE. RTHGMEMRERE. ERATH
Aok A B s BRI IE 7 A M BT R FIT
Bl. ZAME RPN RFE A3 5T EEERIALE Y
KR, TEENTRKE LA R E N 7. §4
W E| A EANFERNA AN KEN, T8 FHhES
PO B 3L B 4 3 B A K RALA .

FHRAFHSIM FinEFAHNGTR, TRAR “MH
N> ZAXNLRETHEREENRE, HFRBEUXER
EHET BRI 2RE T ERBUEFLEN. KAEH
REBE. TR RELRET TEE, TRRBFE
B BREREENEEALR LRRE AR, #5876k H
£ 15 A RN WE 20 0 B AT
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[1] Jeremy Scahill, Josh Begley. The Intercept. THE GREAT SIM HEIST. 2015.
https://theintercept.com/2015/02/19/great-sim-heist/

[2] Grant Gross. Spy agencies hacked SIM card maker's encryption. 2015.
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https://www.computerworld.com/article/2886738/spy-agencies-hacked-sim-card-
makers-encryption.html

[3] Glenn Greenwald. The Guardian. XKeyscore: NSA tool collects nearly
everything a user does on the internet. 2013.
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data
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“FRE” BE

0OS 24T ERBFERABATXNGHEEL S, AT
iPhone. iPad #¢ iPod touch ¥ R # z1 % %&. i0S 2 A F &
WE T - RMAWNIIEE, 40 iMessage %t & 3 /A 8 A
KW e @A RS, AR EfBEWER. B, AHH
XAES MR, AERA P REERAEZKRE. WX
KB EAE AR SHRA T R ERAAA A B EAF, ZHEHR
WA E % KRS 1 R FAH P LR & BN BEHH
fr, VIR 5 BF AL B B 8. 2023 4 6 &% H B FP
%& R (FSB) KA F W, 83t NSA Lt T 4 xR F4l
t “= fAMEIT30” (Operation Triangulation ).

NSA “=@BMEfT#” (Operation Triangulation)

HEEE NSAREBUAARFRFHIRER. BE

liog B Ea#Fi019E L BdrF  NsA
WAF2023F
Wi B FessgEss MG R EEARAH. 2RESSUF

BARRER. ARSHERTFU
B i A

FEHFEFEETERUEERMMIMessageMB. BERIGESR, EXFAFRAGTEMBIEMERETE
ARLFREEE BMZAEEEFAA. FFAANTAGEORZEERSH, B8 "Fan7 .
g

L M B
RERFEFOANFAERIZAANBRALRER, FEED.
#

AIEREFFROREEATAREANEFAAUE, CRESERARE. OHEROMA, BELEU
ERGEHEES,

B 3-1 NSA “= AWNEFT50” (Operation Triangulation ) £ ¥
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(—) FHEm

20234 6 A 1 H, WMEZe d FEHERr, £
TLAHRARTIHERFNEZ NG LAL A (= AN
EATE0: 10S WAL HI T A 0y T B4 ) ey Hhd,
WHET — T8 W R 2019 404 X3 R FHLH0 iPad %
W CREE RELEATH. “BAEF XE2HEEN
R AR EFEFINA P S#ATEMAMR LRE, 3T 2R
BB o R &WEN. B TREIRFE T 28 1T
Z AN RPA B EAR, FRARRX —F F K EHE
waE A CZAMNEATH” B, HE, FEHEESELA T H

6 104 x4 A0
ER:R ﬁ?%%%%AE(HB)ﬁﬁﬁW%%%ﬁﬁ
NE 5 NSA “BEY e, BRAXNEERENETHT

HERFH, EFEEN %%5%%5%%5%%%5
SARAR, B RAE. LEF. AT g E A
&Aﬁ%&%ﬁ%?%%ﬁmF?@mBﬁ“ﬁ%Qﬂ%%
W HAA I R EHREAE SR TIN5 HE, B

NEMAERERE BTN ERFULEEE THA
K7 U,

(=) LHFEF KX

“ZAMEATH” A A0S ZHAWEH iMessage H &
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M40 i0S R A 4NFHRHE, FIAMEREEN “FR
&7 KE,

Gt

& B-D -6 & 6 &

Mi%ﬂi%ﬁ%ﬁp PDFTfE Tr ijﬁﬁﬁﬂ ROP/JOP  NSExpression bplist NSE:pressicnsi

_______________________________________________________________________________

PIZRE : Bafari L Safa RERE R R
(JavaScript) | FIFE (")

DollaryM I e  CVE-2023-32435

PAC bypass e & VE-2023-32434
cccccccccc VE-2023-3860
CVE.-2093.50606 Imagent

B 32 “ZANEATSH” AHF@TEEC

K & # B 56 1T iMessage R 42 11 B A7 10S W A& K %
e % BT A iMessage 5 B, B &EWEIHEE G,
BEFMAFZRANTEHIRE, B3 TaESEEERFHEN,
IR A AL AR WebKit W 7 45t 3 o - R A A Ik 8 R B AT
R, BB AR B i R 3R 5 2 WAz AR, A A
ENNERERBEFRFERN A6, ERE&L
PATHEANEERF. BENMNHIETARE, TFEMHF R
THEMBEE. TERRFHHMEFIAGNAGEEE s1%
MBAREFNRBRRS B L. BEZENKE. HEEE

BB . IR E DLROR & A AR

FEH AN ETENEANR BRI L G LN
TriangleDB., TriangleDB 73k B i0S % 4 W4 ROOT & R &
REEZEFINNGEF, FHEH B 205 TriangleDB 34
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%, BHEMREH K% iMessage BRI E., wREEAN
KERF P FHLLEXAEER, TriangleDB #¥%7E 30 X &
EATHH M K, X — 4t — 8 o 7 HRGBCEW,

TriangleDB A # F 0l LA — MM A “Z# 5 ik &”
B4R, ZA RS  BR B BRI AR S ik & 1
gifs B, X E RXE C2 R4 BB Ak &0
18, W T & T 447 TriangleDB ¥t 2, & E % #17,
TriangleDB JI| )\ C2 AR % 2 A #H A £ AT ik 3k, @48
F m AT EH . KeyChain %K B k. SQLite #k1E &
oM. GPS BBk, HEHGEHERE, LHAEH
FRTEEAN NG EREED, HEFARERENER
#¢ (3DES) Fude 448 (RSA) &y An % 3@ ¢ HTTPS
WHATR . Wb, BEHZLHFH WebGL BB 372 7 9t
478 A $8 SUR B R B3 B AT

20234F 12 A 27H, FEHEXA K ZANELTH:
e —A () #HEY RER, REFHAEST NFE
Wy I MhE, R AR R AR S N R RS Rk
MU ETERREAETEHONGERY, TR EH
& A T AR B JF 8 6 X AN K R B 4 ) B (unknown
hardware feature ) (©1, & 348 0 3 R0 5 ¥ 86 5 £ 15 ®ALAY
A1E,
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(=) ®EAPHH

ZHINEERGFERLE AR PRI TP 0O A
HAARAREE, FUAFPTUEARRGE HZAE
W E, T “FAE AELAFTER /X FHNHATEM
B, FFRERAP BT EMEERITFEN XS, REF
FLA P REKRAE, SERFREEDENFI. K%
BERAERZA T mH I FNEHENEERF, &R
ERPMIAFIER-AZ L, “FAE AFLHALGE
S KRB AWK, FERAEFKARLERE X IH
%A, EaEE CIEW % %A/ E (Fortinet) #F 5T 7 K
/R - FL-FJB ( Aamir Lakhani) Friit, “Bf 72 3F & &40 R
BERWAFPOEEB AR RRIER EAH HEXR
ERa

fMEFNARNE BT E, BRI IAA N “F &
&7 R T ERERED, AR RERATFHEME.
qo DL SE Aol RO 5 £ E W %) % B Zerodium 7,
W OHIRE B g IR AT A 250 7 % T, X kA
R TR CZAMEATZ” T BETHN AT i A E
PEAT, B ob AR A xt E IR B AR F N 6 B AR BT R
W, & “ZAMNEATZ” AEAEF, RFEHFHEAN
TriangleDB B[ #4T 7 K & H AT 5 1% &2 K 0 W I+ M BR 38 4~
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KR, TriangleDBAXAFE T FH AL L+ LA & & Mk
e 7. XEHMBELKEY “ZAMNETH BARETES
. KR BEHELM. KE AT A
ML EFERBEHZT R A AR E R4S
WA A 0 S X 5 52 1Y

2024 % 1 A 16 H FE MR LA HEHRP), FTi0S %
G, EIOSHRXIALERMHEE AR ELAAREH, 10S
RARLBMAEES DU ARKIA, HFKGZEERAN
TH, TaME D ja iR R A0S & E 1.
I0S EE M FH R AT B IAARR GRS E N A2,
ZAWFA A T4, BhEEXEFRNGE CHE,
FEE R AR P A ERFINN L A2EE,

E4r 2023 4F 6 A 1 B ARSI, “B+ 4k,
ZERHIE—EEANRARATELRMNA P T 2EH
HATAERERAFEE, “RER—NMNELERE TR
B PWER, AE XS SARETEEEFIAFANMA
BEECHRIBERALEAREN.”
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[1] Igor Kuznetsov.et al. Operation Triangulation: i10OS devices targeted with
previously unknown malware. 2023

https://securelist.com/operation-triangulation/109842/.
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it 7 A Bl EX £ B9 7 A

FMERE L7 KR

“K " (Pegasus) [A] K8 A2 DLE 5] P 45 1 83 N 5
NSO K H BT —K a4 &, ZHET UET “FEE”
HRRBRLEE AT, BEH LR AT IOS il 2 RAW
FH (BRAEMBHEGELSR) £, XEARFIHATEH G
B, T BRI LR AR, B T
R, . BEILERE. R4, TERKBFIIAL
WMEAE, EEaEs FInEELE M. M 2018
FI 98, EE CIA. FBI % F HAE L9 RIS 7 XA F
BAR D7 S ER S A K FHUR P #AT .

CIA, FBIFERNMFARE “t5” (Pegasus) [EliRKfF

FHEE CA FBISEHERNMGARA "©3" BAEERGTHNE

it 18  ELEF2018F L EHH CIA. FBIZXEEENY
B F20215
C WG  FasAre S HHGMR sEBT. TEEA. LLEE

BHKICERBIFEFUAR

Hodr A

ELDT ST oL ARARREGFH, TUREMERFETIOSHESRENFN (HHM
RéF) L. MEFFHHATEELR.

< Wi B

CIA. FBISZWMNMFINI. RSFHAHA "8" HRHAE, TFHFHNAFPRTRELEENHELSE,
GIEAFHLE, BA G SFCINMAEERE,

#
EHIHAE "D GHEAFAATHESESEEFHAOEN. BT, ANESENETRESD

Bl 4-1 CIA. FBI FHBAMFIH €T~ (Pegasus) [ B EHiF %
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(=) “RI”7 BREH4FHEM

2021 47 F 18 H, (B GHIRY. « THY 23T
ANE R 17 KE R4 RN, 7253 DL 7] 1] % 4
KL BEBAZEERART —TRAEHRE, BF
T2ANERTERBCRER TR T X3 ¥ R0 5T,
BEFELGD k. FRHALAFANH#. HELEHE
EE. BASEAEFEL T RAREEDLESA L,
WAREFLEINRLZTIERA. BRER. DL EE. #
HRILHFEAINAY . L REFHLERBLE, £E
fRAt & 5l AR AR KW, XA F AL AT X &R 19 8 2k
e G AT ERENT BFAR,

(=) £HRAMT “HE” FiE M40 A

“KE” BB ANRESEMEEGE S, K3l T42
R KRIEE N, WRA T A KXE KB E R 2 E
Bodgk., XEM KV RUGEERAN, XEEE
FrE) R fn 2 F AR B A #A 5 NSO & H #AT B AR, T
CIA f1 FBI F1F H A9t 5 NSO ER T E T REA1E.

1. CIAL “RE” &40 EKMR

I (ALY 2022 4F 1 A H#B, F i 2018 F£ % [E
CIA B AR BB 4 X FET “D” #H4F, CIA A FEX
FEERENENEN T IFEARBRTHRRAT. 18
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A M3k 2017 4 3 A KR — A E RS B, “BE
4 G 2 H % N R R, CIA A% iPhone B I 89 4 A fh B K
5 D07 W 4 R BB R NSO R M AR K07, “u T4
o L AE ] B R R, fBSEHEF REEE AR, Bk L, CIA
5 NSO Wy #AMIBRIE, MAIZ HRTFFESR ERERN
X,

2. FBI 5 NSO £ A& XK &1

% CIA 4, FBI & NSO WM E . (44 m )
2022 4F 1 AHE, “FBIE2018FMXT “KE 4k, ¥
TEHE TN R e P 4 BT R T N B — AN B A AR T X
BT P 2019 4F 6 Fl, 34 DL, 5] NSO & H #y T#
Jike| VAL TREFFETEMNE FBIA#E, # <7 K4
HY Ty g6 A BE HEAT VR - AR

NSO TR Jix T “K&” BRKFEHIIwETT LT
FBI (R E XM, i TUEFIRANMRE, F@pn «t
L SR REEANFISE. AT HEHIX A,
NSO Mk /& 1l FBI$2 £ 7 — M4 A “41%” (Phantom) Hy#T
A%, ZAEAR VB FBI W EN A T A, DA BUF
%%@M@ﬁﬁ?%%ﬁﬂﬁ,ﬁﬁ%ﬁ&ﬁﬂ%%ﬁﬁ
Rz Z 58X E 5, NSO % EH ZH M=K,

% G0 vF X B L A g Hol Al 3L M%wu%%ﬂ%M%
KEBERRBE®R. C2 DM LNBATE, TFE
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AT&T. Verizon. ERBATKEIE. ZE2HKFEE R E
B FHLE R EFERAT 1,
3. EBFEIHFNIHE NSO £ A * &

W (AL HRD 2023 4 4 A fEl), —XXEBRPT
/~E 2021 45 11 A 8 B 5 DL# 5] NSO & B #y % [E 4 3444
ET — A% SR, REHWNZHE, NSO £ R w = E K
Rt F{x T “HMiAr” (Landmark ), %314 ¥ DL
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ZHRBELRE TR, 2B ARBREREY TAH
BEW., MEZHMEEEFHEAFHE NSO ERLK)E,
KW TEA BT EEBUFEME R BT B KA KE
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4. EHHRHMMAZEEG AL H I NSO £ 7
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AR ATy R A R 25 A0 B ] 25 R A SE e R E 3
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[B] By AL B 4% 7 2 1B,

EUZEBERME, e EARAUT A LEER
WiE T EEEAER, A UEAEHFLIERE, X
T e, HEFLEHAE BN AR FEHE
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NIB Network-in-a-box & %

NSA National Security Agency * REZL R
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OTA Over-the-Air Technology EHTHEA

PC Personal Computer AN L
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RF Radio Frequency I

ROM Read-Only Memory AT

SCCP Signaling Connection Control Part A E BT o

SDR Software Defined Radio BT &
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SIGINT Signal Intelligence FEER
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SMS Short Messaging Service AN

SMS-PP Point to Point BT

SS7 Signaling System 7 7 5154

STK SIM Tool Kit AP RAMALERTE

TAO Tailored Access Operations FRENBATH AN E

TTTC Target Technology Trends Center *EERBEAEL PO

UDC Utah Data Center Mt N E AR

vICC Universal Integrated Circuit Card N E N R s
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USB Universal Serial Bus AT B &

UTT Unified Targeting Tool g —HgET A

VolP Voice over Internet Protocol LRGN
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