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—. BR

OpenClaw Z O RE A T BT B 5 ATk, 51 &% T L RM K ERM. HFi
THREEMWRZEE5EY B, OpenClaw T L#H T AEX T B % IT
K, ERRTIXSZBNEELBAT B LB, BHESAERAUT HELE.

KPP ERE A EEE BV SRR, SuTH Claw R 5 F IE & #1047
WESTE “Hama " WER, mEREE& 8 ZHKE N Agent B 1, XFFEE
AFRALTHEHERRARTHEALNBED SERZHARL T St
MR, & EEHERETERTEHNETEY, ARTREENEEREH,
REWRRE AR HA. BHIEREEEE EWRHENTENLA EAF, £4
MZAMNRFREGHUARBEELASE R GHEMA R,

ETH, AREFET —REEW “TRHEZESBARIER” . 360 KEHL
2B B AT 8RR A5 4R 47 BB 4k, LL“ Agent X 4T Agent” B € #73% %, %I OpenClaw
EAFRRITT RGEWH T L0 BEIRFEZES s RN 2 RE 83
FHZIREE S, RATRDRBT AN ANNRAT, RitEHEL2RE 20 4
A, BETEREGHAT. JEET. RRBA. GAMEELHE ARREEE,

é‘”aﬂ

# TOpenclaw—k 7 X AT REM K 2

ﬁ’ Gb Oy - " qﬁ% ﬁ% b - Q

QClaw AutoClaw WinClaw LobsterAl : PicoClaw ZeroGlaw Nanobot QwenPaw

A [ 8, 84 52 4 AL %

D e © B

ERRLHST PaEkd  REREHL FLRE A fo M.

1-1 OpenClaw £ 7SEHLE

X RERE LK T RN F ERARE SR GTRBHAT NG, KA
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R, BT OpenClaw 4 AVEH B Ae e, RBENZENREIAL L HML. &
WG RN, ARESEEZLERTEF BZL T AREWHLE SRR
B R, F OpenClaw £ 5% 2 A = KO #T 4 F : OpenClaw M 4AFAE 5
PR, ZRIF R PR 26fFE. UATTREANZ kiR, BE LR%E,
AREHRGERFFTAELAGE THEBNZE NG, §EA Claw £SH R
S, BEEVRRARFELZERE, RMERTE.
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—. RHEF*x

A5 B F OpenClaw 0 K 10 7 Claw 4T 4 7= &, & 2G04 £410
23 BT ZAIRHE. THRFANERBERR BEFLEREGE, LK
EXfz RZ2REE ((NNVD) | EXEAEZ2REXZFFE (CNVD) FAEAMN
Mo TRIE & TR IRIEE R #ATICE:

FE FRak TR KA CNNVD RELE
1 OpenClaw £ A& CNNVD-2026-50773322 & /=
2 OpenClaw £ A& CNNVD-2026-45978429
3 OpenClaw 16 48 R 4% CNNVD-2026-18369523 & /2
4 OpenClaw B LT CNNVD-2026-24759492
5  LobsterAl MR FEEB CNNVD-2026-71027986
6  LobsterAl B 17 M CNNVD-2026-82655690 & /&
7 AutoClaw TAE 4 A PAT CNNVD-2026-01108369 = /7
8 ClawX Rt CNNVD-2026-31313202
9 CoPaw AR 44 PAT CNNVD-2026-22285599 =&
10  CoPaw AR G A PAT CNNVD-2026-43521646 =&
11 Nanobot RORIEAEN CNNVD-2026-78883522
12 Nanobot i -9 18 K P 1 CNNVD-2026-20334794
13 Nanobot V7 |7 42 il 46 1 CNNVD-2026-20084544
14 Nanobot T 18] 45 | 46 1t CNNVD-2026-96922764
15  Nanobot R %53 Sk ph CNNVD-2026-22577557
16  Nanobot S CNNVD-2026-68396869 & /&
17 Nanobot B 47 2 CNNVD-2026-86246607 = /&



http://ipoipo.cn/

F5 FERAeK KA CNNVD RERE

18 Molili A2 A A PAT CNNVD-2026-55617819 & /%
19 PicoClaw AEEEE S CNNVD-2026-99907553 & /%
20  PicoClaw V7 |7 42 il 46 1 CNNVD-2026-83686554 & /&
21 QClaw % 48 [ CNNVD-2026-78347890
22 Winclaw IAE L3t CNNVD-2026-30781760
23 ZeroClaw INEZE T CNNVD-2026-86380766 = /=

A BT R R 2 AR KA HAT . RS T F RS AR, R
ENSEEME. EERFEAFRALE, X— 4 AL OpenClaw K EAT A&
FREYSER: 20, BRIR. EARRS . BEAGEARS.

A g e N shim B b g A SRR, RRE + 5 KA B AR RE
E B HHATE B AL E,
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=. OpenClaw RS 57 # Kk K L4

1 OpenClaw JF B & &, 5 H 37 7 GitHub Stars | #5| AVEEHH, EHEE
BARTHL 2448, &% 2026 55 A 11 H, OpenClaw GitHub & 2t # &
i S3SANEANE, ERMARTEFATEE G X ENK B — AN E XL,
£ OpenClaw Zh #t H#t Fi# BRI B, HEEWREBERKERT, RENL L
fe B/ F AR

3-1 OpenClaw 7SR &R &KL [E

MEEEENE, thzeRRWEFELER LA PRLES ., £THF
B, ZenERZUE” ARMTERA; AMHAN202FF—FEF, X
FERLXCRAZBAZHHNAANU L., XM HRAFWEL, HREREHAET Y
HWERNTLRFAE “GAYV BRLATRZEAR” Wit xMm, Hanadafs
xR ZeNE, RAEET Ha™RE R FHERE,
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3.1 RARAE

KT F AT xS EMRBRRARE SR ETE, FEE
OpenClaw #91% /G 3B AT A BEAT 9 AT o 1 5 — LA F IR 42 8 1 1H 3 2 19 Al
Agent P %, OpenClaw 8735 1B (K 8 T = ANE B 1 & 0 ZE 3 4

iﬂiiﬁ(mm&m@Lwa> TR A B B R SR AL X A R
WEREE, BEXHRE. @ATHT. MEE K. REFERESE. Z
BHEMEBREREES, QAP BRILREEE S0 HFRZBERREE.

W% &E#EE (Network Layer) : 3% Agent 5 7305 504 W #0482 #,
— 77, Agent FEEAIMBMM T, EASE APL, THER; A—FH, £4%
S AEA M5 FE HTTP R 4. WebSocket i # . RPC 3 0 AU AN B K. % B2
FHFEAD A EEH O TR,

PR B (Control Plane) : LIAAIESZHA h PR, K ERKIESHAH
MAEHS TR RAETEIAT. ZEFERSZERAER L RN (P4

TAZR., TEARF , SFHREARBTE. ARIRTTER,

ZEAMRE X F R ZET OpenClaw B3 A5 # 7 fE 4 i 22 S ALE], 2
MM ERE TN EENDEFTEHEFR: LT CEARBEAARBRS) . W4
R CHREREE A TR . PTAR (ERRBELTEDERSE) UK
BHUF (RREAWARRIE) » ZAELT, RNEARNZRE#E, BN
RIE: MER F ARG E#H, WELFE DI ERET, FATLREEH
HFRFAEREIEN, BHLFARNEN=ZERTF, BORRMTITHBF,
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32 A REK

REFRMBIT LA S RFHFHHER, 1874 OpenClaw 8y £ R KA LI 5 E
FEAHET, ERBBNPRGTHERAEERUER K- EARTEES
AEMAFITRD, EREMELREATREERT BN R ML E ATH
B2 nNEtRENAKAATREEEL R, B— o MEEHHLR LE
ExERNE2RE,

3.2.1 WERR: FBRENESENG T

WIEH R ZCIRFTEAN “BEZERNGERE” . A TERSHALHR
%K, OpenClaw Bt 7T NREBAE £ REEWERMRKR, FITHT &M
CLI, WebUL, API AR % £ fi7Hd#E, BARLST, F—MFEADHEE
xRN BT EARAR e, T I A B YOE R I

1-Click RCE via Authentication Token Exfiltration
From gatewayUrl

[_ng'\::' steipete published GHSA-g8p2-7wf7-98mq on Jan 31

Package Affected versions Patched versions Severity

[ clawdbot (npm) <=v2026.1.28 v2026.1.29 (high) 8.8/ 10

CVSS v3 base metrics
Description

Attack vector Network

Attack complexity Low

SU mmary Privileges required None
User interaction Required

The Control Ul trusts gatewayUrl from the query string without validation and auto-connects on Scope Unchanged
load, sending the stored gateway token in the WebSocket connect payload. Confidentiality High
Clicking a crafted link or visiting a malicious site can send the token to an attacker-controlled Integrity High
server, The attacker can then connect to the victim's local gateway, modify config (sandbox, tool Availability High

policies), and invoke privileged actions, achieving 1-click RCE. This vulnerability is exploitable
even on instances configured to listen on loopback only, since the victim's browser initiates the
outbound connection.

Learn more about base metrics

CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:U/C:
H/:H/AH

& 3-2 i@id gatewayUr | S5 INIELFRR
AT, ZAENEHELTR, NIEE T FEF RFEAE OpenClaw % & /4 F
B E. EREAET, S ENREE EEZ A LN EBERXX &G, 25
AERBEZIFFERRE X, K&#H 7 #T ARHARIZAE D . WebSocket & 17 Jo
s, BFeRIEEAFBE, UBRRKAARHE —EF &, AREERES
AL &
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322 W&RF: RuFFERESRETAE

MR R YAEYL FEERF 24, WEUFEENNE “BEHEENE
FEmE” o fEA—/NFERX E H Agent, OpenClaw 8% Z £ 3 4Bk (A3l BUR T
VR % =77 APD DLFRE LT3, bR A ] 4 o7 DL s B0 48 4

SSRF via Unguarded Configured Base URLs in
Multiple Channel Extensions (Incomplete Fix for
CVE-2026-28476)

‘M‘ steipete published GHSA-rhfg-j8jq-7v2h on Mar 27

Package Affected versions Patched versions Severity
[0 openclaw (npm) <= 2026.3.24 2026.3.25 (High)
CVEID
Description -
Su mmary Weaknesses
» CWE-918
SSRF via Unguarded Configured Base URLs in Multiple Channel Extensions (Incomplete Fix for
CVE-2026-28476)
Credits
Affected Packages / Versions @ YiChen-007 Reporter

* Package: openclaw

* Affected versions: <= 2026,3.24

[E] 3-3 SSRF REEM 1A A TmiE

A CRFEANSHBR” § UG EFFET” ZEWFRFR, FEME
GUF T HAELA G THEM, SSRF (REBmigkhiE) | AT FWEE
Ko R EHH . EAFREZ, —EMENIIELFFEKRREX, OpenClaw
PE R 5RO SNE VRS I T AR E 4 o A PRI G A 1 F E kAR T A e,
MEARGTEAFEZLAENENAANECERE, MTREZ AN RARTEY K
H A
323 IATRR: A URBEEVAFE

PATH R A TR “ERRBEAMEREZEET FWESE” . OpenClaw
IR ERT T Agent s R AR EHRE A, X0 R G L TR B 46 AL
] SR IR B BT e o XA R T AT U R ATy skik: BRE LIRE AR
RAEMZCRE S, XEREIEHILTEE,
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Pairing-scoped device tokens could mint
‘operator.admin’ and reach node RCE

? SR,
( Critical ) steipete published GHSA-4jpw-hj22-2xmc on Mar 13

Package Affected versions Patched versions Severity

[ openclaw (npm) <=2026.3.8 2026.3.11 (Critical) 9.9 /10

CVSS v3 base metrics

Description Attack vector Network
Attack complexity Low

Summary Privileges required Low
User interaction None

In affected versions of openclaw, a caller holding only operator.pairing could use Scope Changed

device.token.rotate to mint a new token with broader scopes for an already paired device. If

Confidentiality High
the target device was approved for operator.admin , the attacker could obtain an administrative .
i . X X Integrity High
token without already holding administrative scope.
Availability High

Learn more about base metrics
Impact

CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:C/C:
This is a critical authorization flaw. On deployments with connected node hosts or companion H/I:H/AH

" . P 1o 73 o

] 3-4 {EALPRA PR AUR

LR EAM F, OpenClaw B9 T E I F 2 14 Agent RIETFFRKE A K
SPEEHATRF . W BB EE. MAMBE EABEATH. AT, DEREZI
2 LW R LRFAE: Docker K& IRE . & £ elevated FAIAT. A
BB B RENRIEAIF, B2 E/RE/ EZTRTHETHR. TRRE
ERZ AR Z H— BB, S B E T AR Z R 88 B 4R E
i S

G AN BT R0 42k % (Sandbox Escape) . A (Privilege
Escalation) DLK i T A4t B2 I 0 B e - HATH FI AR, HE Agent
TEEPATREGAHRR, EAFBMANTENRRIETRENTE LY, 40
AWBEHFGUER, WX IR T AR SN R SR %564
324 BHRAF: BATREESHE

EHUFHWERZHR AP HNBECEETHER” o HA R LT HRIEA
KFEAfE, ARABRTHEEA P ME, IREHLHTER,

SR, SEAREREFSRGREFATERZTE, OpenClaw HIAT A4 #11
TARBMAESHEXN L REANERHEHEE EX—FXT, “HKIBIEA,
Frma, MRAEREE, CRENW Skills, TARELEENECHTHE, 4

11
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B[ 1E 4 Prompt VA R EBEFHER AR XHFTHANRANEXRERS
RALFRLHENROLEREREREE. #lwr, FAT & Agent a7 89 %
AL, Skill WH M2 A TERRARIEFR RN LA, 4F 2 A X EH Claw
Havoc AME RN SR EFFHER EE AT X —FREMHE Z A T4k
Agent WX &2+

TANEPY R AER T EN (Prompt Injection) K & 1E 75 2K, &
R —AEHREMORETE: BELHEREREZ BN\ UEFZTRAEN, XEH
RE-—FRABLWENZ L., ARTFALWRLFREABARGG, Agent
BANBPREEES A EMXNEAIRT 2R ARTHASR. G HF A FELTLRE
ANETX, e “HHH” % Agent WHFATE 4, BEFFRENWE LM%
& B 5 &Y Bl K.

pnpm dIx approvals did not bind local script
operands

1 High ) steipete published GHSA-w6wx-jq6j-6mcj on Apr 3

Package Affected versions Patched versions Severity
[ openclaw (npm) <= 2026.4.1 >=2026.4.2 (High)
CVEID
Description o -
Su mmary Weaknesses
» CWE-863
Before OpenClaw 2026.4.2, pnpm dlx approval planning did not bind local script operands the
same way as related pnpm exec flows. A local script approved through a pnpm dlx path could
be replaced before execution without invalidating the approval. Credits
‘ Kazamayc Reporter

Impact

An operator could approve a benign local script and then execute modified script contents

through the still-valid approval plan. This was an approval-integrity bug in the node-host
donlannina nat h

3-5 EHIRMSET R
ZERE LT AIFF E 360 KRZEL & XI5 E A B E T oA
IR, AR eE % kR B OpenClaw & By RAFAE, A AW ERMER, JF
A H 55 IR AT R ANAZHE . X OpenClaw A 3 i A< 1y & 1 5 AT AR $H AT
MG, BRELXARTRE T MANF R, TANHAANEZEHER
HATREERIL. REFAANA LG, AHAELFHETEERRA,
B L AT R ERE, SAERTGIH. XHEREZBNHE.
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3.3 /&

e LRPHT, OpenClaw W22 AHEJH AN “GEAF KRB TR
NR” BRI, AR AR 535 Mk and, TR AT eiT
ERY, ERE IR R M AR R AR BB R SRS

BRI PR T MR L RERR” 0 . W&, AT, EFE
EAF®EREe AR, EME—EENGFHRI AT P RRANEBAE.
RARET RMELIRE, ERT HHAWE R 3THT B B A DR AR LAk
Za A, EAHRTH P Z, K& OpenClaw 1E 42O ARZE EH T Z & H,
KR A RMGRIGIEE N — M ENZ LGS, T BEHEENTHESEL,
TwRBLRGEALRRF, LEH#ITEH, Claw EXWTEF BHEIEE
fRERBAGY MR GENL,

13
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0. ZRIFRFHZLFER

BANL BEEEHEEEM TN EK. OpenClaw & B &5 AW R A 8 77,
BREXAMEER —ERZARRET RERKZ T N TILE S SR~ bk
FRE AlAgent HRWER, NE BAFLENHLBT RHE, TEHT
FF 4 B R 89 2% Claw 7= &

KT, ZFFEERREER “Baf” WRIFXN, WELETHETRE
MAGAR., YPFREREFLNBA T HT 0L T CEERE, 204
FEMETRHEET R, EEFIM AR ELETENMELSH, BRIIFE
B VI RABEIEL: —HE, FH OpenClaw 8T & # R & 4o 72 1~ o T3 o LR
T“RemE"H; B—FE, RAFINXLEEZWAME KT LHRGHESL
ARG, B, RETER Y Ln P A0 A E IS R
4.1 L L: “Vibe Coding” ¥ BEHEFRMH

OpenClaw B FF & & £ K ENF R F Ror, MENGEEREERSET
“Vibe Coding” — Bl iy AR S B £ £ £ B R A B9 R G R . XX E
WMAMBHT £EFAWER, W2 TTARNTLEHGRE., La Al £ £ &K
e, HEOKESE S WA WMt e (AR EEERHM) , WaEwf
KETERE,

EFREAEE, FREREGEN—F 5 LWRHE: Agent & — TR
B EEE NN H P RRORAFFERTGREE; MREHZLME, H2
—EAN., EXEERUBNUENHTHEIR, AL LN~ FET,
AU HERTMAMEET . YXENEE AN “BARTE” BEETRE £ 8 &
AR EE B, HREEMRAN ZHRERHEK,

42 ZRF XA SR

&35 T AN MIT FRIR T, Fr & 664 B A0 & T OpenClaw # 4T — K FF &,
SR, R ZEH G0 KB R, BKE R A B A BB B 4%
THERER,

14
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Mah, REBRAFERNGYT HAE—RFE, BENTE LS KBETES R
HRRE, RATZIACA1EEFE A “LL OpenClaw 4 & 0BT, 4ME & fn = &
AR R, THERTAMRT RHEHERE: — 5@, TE~ BT
ey g LirMEN I EReM; F—HH, AERERMTEFTIIAW
e, FERZTENZTLF I, AIZETHWREH D,

X, 360 WEESBAE RERIAL T BAWISNEEA . &8N EHT MRS
AAT (SCA) 5 7 iR Bt At , 48 BB b 4% 8 2K (o Lo 1% B B R A8 B R
Flat, KIEETERABERSE AN R LR MRE, B AL SRR
REGFHEERE, TXREGLERENARER, XA AR EELIR
FFFENEIA
(D Wik RERATHRBRAZSR

XERENORRENBNEHEER. AT ERTEORE, HOTES R
##E4 OpenClaw MAZCHHUZ#FH P X EETOHLERAF EXMHFTET,
OpenClaw B B & &t i 2 [ & X AT Bl & £ T 7= d . 24 OpenClaw T H H I %
e FIALE, TETT R # EERZ R A TUE A R, 5 B R 7 4% OpenClaw
HATBE. RAEELBEFRER L AT G, BEH—REKWITE. k5%
R, FEER—KIREGE ., EXAANT B A Z BEZATH Claw &, &
RTFTELG 8RR A,
£%: ¥ Clawl Canvas AEL 1T

X Clawl 2 —H bW F Zk#H K&, HAET OpenClaw 4 #1F H /018
o, B LI, 7Y 5H A F 89 OpenClaw 4+ % 78 & 15 £ #9 Canvas A

23R (ZDI-CAN-29311) .
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ZDI-CAN-29311: OpenClaw Canvas Authentication
Bypass Vulnerability

“,tnghi" steipete published GHSA-vvjh-f6p9-5vcf on Feb 21

Package Affected versions Patched versions Severity
[ openclaw (npm) <= 2026.2.17 >=2026.2.19 (High)
CVEID
Description
NO kn

ZDI-CAN-29311: OpenClaw Canvas Authentication Bypass Vulnerability

Weaknesses
- CVSS » CWE-291
7.4: AV:N/AC:H/PR:N/UEN/S:U/C:H/I:H/A:N
Credits
-- ABSTRACT ------mmmmmmmm e eeen zdi-disclosures Reporter

Trend Micro's Zero Day Initiative has identified a vulnerability affecting the following products:
OpenClaw - OpenClaw

-- VULNERABILITY DETAILS -------mmmmmmmmmmmmeeeee

& 4-1 X Claw! 727E ZDI-CAN-29311 | KR AR

Z IR IF IR T authorizeCanvasRequest &%t # IP o3k #y A i BB ALFI SR [G . Y4
WebSocket & 7 3 @ 3T A% TP HabiliE 5, Frf %k B1iZ IP B9 /5 42 HTTP & K4
2WHE T Canvas 7 FIAR, MAFHTHINSHRIE. ESEHNE, KEH
TR 7 3 3t 3 R #E 3k (X-Forwarded-For) £83%A3E, #E7 DLAK A B 77 45 4] &
MG . ZIRE T A%A T OpenClaw J§ & KA B8 [4, TIFF L HET AR
REAHEFREZCBERAK, FEHAF EIETERZRTE AR,

BWIMEFGRNT AT 25 LirR4BETETR S T RHIRFEHG A
5] B4, #m RAT 4 7= da % OpenClaw #4177 Hw R & 2 #l, HEAZMAL T a8
BINFEAWE A, RE—EREFH—FHRRT AT WA,
) ShR: ERUARFENKGTEY 7K

¥4 £ % OpenClaw H1= B RGBT ER, H T ZRBUE LT HE W
TE N A, X R R R LR B 0 R BR XC ALEE I
AFATNAE], BEZLRITLTRARE RS EFE, FEZERE,
£61: ¥ Clam2 A H R HRER K E

X Claw2 A R TR I T W 525 8o LB E & (browser-agent) , &
Agent BH B E BN TSN . AT, ZHENFRRSEAMTITRFEET

16
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K LA E) WebSocket 3 0, SHARN MR EL T EEHABESTFHR K E.

@ HBEBAE
A
| EEEmRERED
s ) ; REBEAR
HClaw2 ‘
iz MCP Server FHEF IR hi¥ RS i
0) @ ® (RER)
A MCP Client MCP #i% = TapmsEE WebSocket & % WebSocket & =
® (SSE + Stdio) (@RT#ME) . (ERT#EMR) RS EO
<------- > |- > «------ >
‘ u&n i ke ThEE: R
. sfn/ﬂu: : « TREMSRA + BRER - FERHE
| | - mEER { - WREE * BER - FTREEER
|« TRBR « RREE (F3%) - GRER
‘ | GREA ‘ A
| @ meEn
i ¥ (GRS
0 A\
| JPren—p—
A RIALmEEN 5 MClaw2i KB
|
A4
SRR ( v \ 1RAEN
@ Claw2 i##i85 MCP i (SSE + Stdio) 5 MCP Server i#flf a BESEE THRE:
@ MCP Server illi WebSocket 5%/ MK CRINR/0BRL/4HR/ - EAREHE
@ PHEP MBI WebSocket &5 AR 5 BN WitE® « BAPEES
@ SR ETRIEEAZMSIESD (RER) \ - STERE
©® it — 5 ML K MIAIT R IRIE 7y
| ® meEEe
(@18 w08)
TS PR AW SHEBRLRD /5B O s
MITENLIRIE
<€ - » MCP #li{& (SSE + Stdio) < - » WebSocket ili{l (£3RT) == EH/ENEE - - > REBES (AE/BAS)

B 4-2 3 Claw2 SN BB TT T 4R34 0 38 (R A
EWFET, REZXZFFAFHELZEMNT, WA#ET fetch API % $ 4
W%, KxEHEIRAREE Claw2 B 0 0 5% 17 2 45 = H ik hep://127.0.0.1:<
port>/get_token , BUF %5 Bl Token, 1% Token /& %2 7] #t — # F T 48 % A F i\,
HHEE R L EERE, SRS ENKS BEE A ZRENRAREET
B 48 0 ) YT B A R o BB R R M5 4 1 HEAT I Y 0 B R IR R R R AR B, 4R TR
RAEATAEAMK RS H TN T AT FIRE.
£H2: ¥ Claw3 5| A\ WWHEF 4 5 Web Search SKILL &k [
F Claw3 & OpenClaw #y % a4t _F# /M2 H € £ #y Skill DL in Agent /877, H
0 48 fR %~ Skill Cemail-skill) = &4 T 2 £ o 86 ok X i A48 [0 6 R EEAT SLIR, X
HTEA R LR T AR EFRAMGLNERERE, BERARETHATER,
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// Download attachments from email

const filePath = path.join(outputDir, attachment.filename);

fs.writeFileSync(filePath, attachment.content);

i BB RTINS, EERFETH

& 4-3 K Claw3 HEFE skill BRFMAXKRE

Mok, H N E web_search 3y B35 AT B BRIA B0 F A AH 7T 8923 3 0, %3

b 48 1R #9 CORS BLE J 2UF KRB AF 2 A A BIE, HAREH THETEE
R T Ak A web_search # R AM XN AR EER EH# .

// CORS for localhost only

this.app.use((req, res, next) => {
res.header('Access-Control-Allow-Origin', 'http://127.0.0.1:*');
res.header('Access-Control-Allow-Methods', 'GET, POST, DELETE');
res.header('Access-Control-Allow-Headers', 'Content-Type');
next();

= BEFICORSS., {BRRIIE, AHIREIK

4-4 % Claw3 web_search HX B
UERGIRTRT “hatsl N7 EXWABRAE: —RFABELERT fBER
AT, O EEREETRFTNKIGTE. E 115 OpenClaw 7 £ Hy
%, MEFUFHEERE, MR T EERNFHEEE,
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4.3 /&

OpenClaw B ZAREEMAR THYT ROTEY, ZRILHADHNL S0
BB R EZCE ARG TN A, S EHE L FEERBENMREED,
EEFETTE P EERXFAFMELER . KA 50845,
SEMEF G EHREBAETILEETE EmR &,

R—IRETT SR AR L2 EE Im oy LR % E KR EM BT
AR LN MR R E TR T, BARB T T RENGEEREET
ERREH RO EL, BTV AR GEANRBT #, SRR EBA
REWEREE, ETMARERM Y X, MRNERSAFSFZ DA, K
RRES A R R TR HER .
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E. FFEEFNZ LI

RAETHEETRAEERFS RN KT L, #HoIAX# kBRI OpenClaw
MAZ RN B AT I EN, XEFEEBE B TUAESR, 48 L5
o, AREEESHRFRURET . NRBHENAEE, XM X
AMTHMEFTSLEHIM T LT ERAN EEEEEL,

SRTT, WU R E 44 . RATEA 360 RSB L s fhat £ ML FF X 8
FR#ATTREELLFIH. EHRERANEXZRBERE. BXHHER
BBREAIBHWEBRERS, RAKATRUFEFRNZLFA,

FIHEREA, MBRERDEFAEZEHKRRAERNG, K& 5EIEHN
ZARREEZETERNET: —RRERTEAMRRHMEGHEEXNEINL;
=R N HRANR A SR T TR T s AL, AT E 2 R R TRk S B R R A S
FEREZ, BRAFETHNFTREAND,

51 RirRXEEHWHREHES

TR 8 # = d E S AL LKA EE T 5 OpenClaw 48 B By £ Al 2, Bl #&
FARMPATIR S AFE LML ERE, BERENRARBRREEIURIH
ZRBIMZE X REREMBERFIET RALTRER N B AR X 4
SR E R T,

LUFRERRX —EEFNETEEE 2B 2R ER, 52 A8 H
G0 58 Ao A 3 2 1 #S . 7 OpenClaw 5 4% 1R Al H B #2 ALUR TR K,
RABFHAEAERLER ZLoMTEFHN G XBRT — MR IEEE,
Bl 45 77 R A R BG R T ok 40 3 oy 2 A (R VR M 5| K RO IR R B 2 I B BN AR R B R B
THER, REASRTHEMAUNZ LT EX,

AT BARL IR R S e R S, BATUUITIR B #F Claw A 12 AT 4T
AHT. BIE HER O HEFHMATE E, HEEIT OpenClaw 7 £ F It
B 2 A IR
E31R
1. SMEERAZE L SSRF K
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Agent ERATEF B LK TFE LRI LIE R, T Ea S [ N3 H
%% % URL, ZFTH K &L pg £ 2 2 9 F. 4 OpenClaw & Jfj %
LFEH (40 GHSA-8cp7-tp8r-mg77 % % it &2 /n4) , FTIEE K E 5= IPvo
2| IPv4 T E RIS HAE R, AT BR S &miF kW& (SSRF) B ZHIH% A
Lk,

FEEH Clawd FIHER T X —BH. REARDEZLETS, FAFRHER
AT AR A Fo A B A A I B, R ERIRT MR REN . REE
X A 3 K AL http://[:fff:127.0.0.1] BiEK, B EER LA NAMAE,
Agent 8 1EAT R A IR B 3 0 Z R FN 5 K &

B 5-1 FRREH Clawd AR 1P HXRBSH
2. SNEMRRESHREFRRE
XF LA BT G BN RN Y Claw K= BWIRERE ., A,
B F 5 AN R B A i T S N B 2% E . OpenClaw ¥ [F %k
XA EE K 8 media KA XL HATIHIR, FREEFR, FAEEREXHIER
JiE (%85 GHSA-fopf-dgjx-c94r) .
TR B Claws LB 4 F 6 F 2 M AWML LI+, RATRNE] T K0
MZAR M., RAEEVHEAMME, KX XHEIAT BN FHATEHRER,
BEHBERTT XEBERHERE, 0H 52 fir, AEFEI CHLEHH
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BReks 7 GBS, B M Claws R 2 TIEE KIRF, ¥ XHEE
ENEERGNEREREFXF, WA= Claws FfrEe THEH X,

& 5-2 FFEEH Claws ¥ PLIMEEFHRER
TR, RZ ZAGEFHAANRGES, RLA UL ARNZ2REE
TR FRBET REEIN.
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5.2 FrEeymwEEg o

ETBREREM A RFENIAL, Mo REH = EEE KRB, 434X
AU FGINT ERAH = A EALH XA AR R B AN E R R E T
%o R, RGEZATRNERNERH, EMLLNE 0 E 2 17 # 51
B R R B M

EHRZARBRMEENEEF R LR, REFHNTHEBEER X EE
—HNEERE. FRHF A REERMTRENERAN, REES R AHME
B RE (RGN . R MR EF A RTHE. XFREAFATRA
ZeERMAE, RuEEHNEARERNT 2FAKEND,

26 1: MENRBLIRWHRTE

FFIR Claw6 & — K (#fl Rust /5, £HHREETFEMEH ALBE, HTH
R A RMAENER TGN, HITAFRRT MEhED FF R, 5l
T E TN T B A B A AR £ RALE

Claw6 #F T AP A, %% 3 AT FINER APL 355 &, 9 /api/pair 891k
Jl B R AE Claw6 /B o0 i A= ik B B % A5 5K £ % /5 8% 89 18 K A IE Token, 1% BC % 25 3
410, 1000000), # 7 % A FZACE KT B EHE T 8. F R BB AT A5 2 A /0
FERFENNR, RAERSHEMTET HEM K, 2 ERETMEW
B P m AT EE B .

BTN R K, BRE3mR A4 L E P o i v — K38, (UIE HTTP 5k ko
#y X-Forwarded-For ¥ &, T3 % % & J& /Z 80 2 5 Socket IP S ATHE A A B o 1 7
REW AR E A E S E T A HTTP & KL EN £ N E P 3%
TER NGRS, BRRRRENGHITEEE, ANTRREEH
Token, &84 5 % L & AT 44

THERERT S MEMA, &7 85 876t 8 I 4 7 8 3T A3k Token fE:

zc _6c376¢102750209ca736lele/e71a502e95696803dd183a874039667080

5-3 Claw6 Token {EIEHE
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T % BL Token J&, ¥ LLA|F1Z Token A 77 [] WebUI T :

5-4 Clawé iEid Token R IFAXif[E] WebU |

BEHRERNE, B THARNEETIEAKE T AEIRE T 535 W T AL B4
E W 48 KK RE A, R B £ B B B B AR WUIR R T 19 R 43 8 A Ak X
JFt B it o
262 ERAFEHNFANER

FFIR Claw7 B —#H ETHEABAAESTFANNMABET R, £ T AL
MZF RAGHESZAFN, KA XFH4AEFHLRTIANT HITNR 2T
2o B & A AT 400 A AR BB R R BT, X E AT IR I5 AR R A AT 5
BAFIH, UG EERREATHEZCL ST,

FAET, RA BTN L LA KRG A B W EER TR — 2. Claw?
AEANRRGET M TREIERUENESEG LEED RV HFEDEL
B E R, O AR R B B AT T ARl IR, AROR X X A AR
EHFITEE, JHH T UMAME G TRIATH AN Zip EHF @, BREEHEK
S04k, BEEEBIE SKill B 3 T8 scripts/run.py >, M4
SkillScanner %2 # #L%|, 7 Skill # i fl Bt 4T £ B KA.

Wit A B 4 T TR
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£

s ZIp:

active_skills/cron/scripts/run.py = "import os; os.system('calc.exe')"
—— POST /api/workspace/upload (multipart/form-data)

4

workspace.py: upload workspace() ]

— TOAHEE (BiABLT)

—— content-type 16E0i@id (application/zip)

— SHRIGERE] validate zip data() — (VIGEREESEE, &
—— extract and merge zip() — shutil.copy2() BEIZE= run.py

|

Agent 147 cron Skill

Python INEFHAGTHEIEN run.py

os.system('calc.exe’) — {EEH ST

5-5 Claw7 & SKILL B =] RCE RF2E

5.3 /&

FREFLEREZ2RENAE, MERRYSHNRERL. —FE, #®
ZRBOR I BB R R, FAEN R EERATT R E R EH TS E 2
X A—7E, RE2RAANRIGHME, KaEHRERELEENEEN
18 £ d 2B R BT

B, #32—F AW ERGA AR, TEEHNESRA WL 2HN,
R0 B A BT m R P, AR S R KA LA, TR LA s
BRIt EF AL, wRZANG LB R ANy R G et & IR H,
AT e a EA, HLEMEANBEAENHREETERR.
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Ny RE

OpenClaw 4 A H9% & B #E, £ Al Agent 3 A M b A48 £ 15 TR % H B
—NGREZY ., TR E—REERW TR EEWTEE, MXNTAESBFE
FEBEERDT L. HEAE, LS eNEys, EEAFERARAE
VHEARAFLEB Al RAEER T ERENERA ST #. SHEAEEE
FUH R R ZHRBT AT NSRS EF K <R G e 4 FATARES,
HAEENZABHTEHENRERT M REANNELR, BENSLEOHH
5 X4 F- AR AR U B . WK RIS RE AR SRR, R R A —
PR R Pt P R B L SE A

T B HIRIFZRE G814 % OpenClaw & & 44 K 10 ZAT & 7= & W R B &1,
AR IR B A B 37 R R RS 2 e B ULRCTT IR B A 2R AR B R IR T Bk
BEANEE, ME YA Claw £ S HIEH E LM, & aAE B NRG F A2
MEFKEHE LA, YU E N EETRNIREREE EEM, AT
ZEBET, RAbLcRYRANLHEHY K. KREELWEFHGER L
SREIT K TR ARA, SPEFEHLEZ BT BT FHREH D, BE
ERERERDEHEH =&, CHERHERNKRERTEATNELEFEZZAT
7] 2% [] 74

T X FR B R A R R E R, RE AN T R S e AL S
BHFERRK. EXWKBERELR, BWEREM L H 7T AN B HBANE
ARG HH A f i, A NLE L TR RS A Sh b T TR B I B 403K, T AR
A= SR R R EIEEAN . MR, JTRE SEFRER
WABCHREE, PEEMBRIAR S, ARSI EGH TREN, TeH
BN % B4 B Agent R 4T T R B R Ao kK

ARE X TRFEZEE R ITERAMTENREASAHSE RN EHERE, T
RAEAM YR Claw £ S — KA T LAWK, EEENREE] ZHE BN
AEXRBEAIEMNENIRES L EHAXHE,
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