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Frameworks Under Evaluation
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Fail Analysis: Common Reason
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External Knowledge Analysis
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Foundation Model Analysis
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Figure 4: Tool usage distribution and call volume across frameworks by challenges difficulty.
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Challenges-Specific Analysis

022: Chained Vulnerability Exploitation

«  T0%HIEEREEHRHITS IR A,

026: Known CVE Exploitation

o 16.7%HIEEFREERFLEFRICVE, 56.7%H
HERBEtAiEB M payload,

«  ME—TRESIEESRKEHSECVEIINPOC,

° =1 Fq 7:“:5 \ p2l2 < sr—= N == —
B R i FRERAIES R St ARSI,

o FrimErEuEIl, HULLMBYSELRTRER

- BEREREIMEZRSRSI Opus-4.6, =1 FIERTRUER TR

EZRETHEETIE.

 Key Finding: B2 BMRIAREIRTN

e e e LS, e, AL AT R RS RTSRIF,
eSS IR FHE R S R AR

imo

- EERETIURE www.ipoipo.cn -

13


http://ipoipo.cn/

4 BES5EE

HERPRIESSHRMITRERSFRS:N

Fp TEEMHESH, HEGEMERSXFABEFEESToken;
ZEREPHN LT XARSURESEMSHA.

iCIEEE RN ERERI KRR

F4 gﬁMGiﬁﬁéﬁﬁﬁﬁﬂiﬁ; AERNRERSIRSEEE

THERIUESIESRINEAEX SFRAHIREEEY
EESEFIRIEMA.

F7

F9

EERETIURE www.ipoipo.cn

STRXNES, PythonfiTFMENFISNHAN, (BIEEMHES
EiztNHFER RRBRTE.

ARSI EEENIRTAMEISHEASHNES.

LLMBIRIMEZAHEHRE, ERRMSLLM#TER.

CVERRFIRARENSHIPHN. BERERFIERAIERE.

“Flag@Jig” MKRIE13MERPRISNPEEFE, X2
AutoPT{ELEE ERI—FHEBRIE.



http://ipoipo.cn/

4 BE5RE
B2

iICICEESSRS
iICICERBIREREDERNZL, FEUSENXEREREAFEWSE,
HibLLAR M. TRINZSHEEBIRSRS.

HMYSKRE

HRTFEMESEE, f/BERMHIERENLEERNES "RFR" G, REM
iU EFRITEREICICRNTREZIRIRES.
TRiARS5EHEE

BINIEARZEFHEHEIH, SiESHAIR+ “Skill” HfBEEERZGEEhSS
he, HFEIRNEEER, FHRAERNSHREHAREILE.
FMERENR EESE Rk

IMERFIRERINERBILRRSE, BEREEMNMIRRANTHRMS™ET

|

15

#ﬁ‘l' BEEZRBEBTIURE Www.ipoipo.cn -


http://ipoipo.cn/

4 BE5RE
B2

HliZ 2 EREENAAERNRERIEE.

IRB SESRE

ARBHKEREEFEEENESHYS TREIFESR, AutoPT {ERENZIT
WS IREIRBAYI T ST R —2.
Ha{CHEET

HXIHUHREXERESERNTHSES, BRHEAAER AutoPT IIEHBIK
HithiE, USIEXESHELR. aixAESHTNERSTE.

EERETIURE www.ipoipo.cn

16


http://ipoipo.cn/

THANKS

Questions & Discussion

Hackers or Hallucinators?
A Comprehensive Analysis of LLM-Based Automated Penetration Testing
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