2025 FE E e MBS F TR
SESHIRE

x|

. b 2 i =5
RSB (o LETERANS TRt fIRRS

/o SNANGHRALNLA AR 3F secDeErR.COM

R0

Y

RAGHB: 2026 46 H

‘_Eﬁﬁﬁﬁﬂﬁﬁ% www.ipoipo.cn__



http://ipoipo.cn/

= HERERGAELS

AR SR PSR R TR, B BB IR T IR L
AR R 7] LG, B 2 AL 2 AR S ATNE L IR Gl e e £ELE,
VR i) AN IBR S g A L 2 Al DA SRR IBA T L B DL BRIt

RN, 2 HAERE 18 Ui g S I iZ I 8K 210 32BN 792
AR T R 0 K o 1EE 2 AL A 7 DA 8 S A S A B b A LT B3l
I RS, D SR A T S AN 1 B s e T s 5 BRI 52

K 2 LA

AN )G, LE TR

BRI RS CCF FEE A& B Y S b B, |k
WFRTICAET e AT R (Rl AIRAR . RiBERHIREA R AR BigHLE)
TR UEBCARE T AT IR 7] i i W 28 A 2 AR BEFST AP L L IR
SES T JR A A BRI S B A PR ]« RSP K 2 W 4 2 ) 22 42 i
PEBRERR O CrED ARAE L ERIRTERE. (g AIRATR .+
Fim SRR (i) AR

K 2 T Ak A«

A )G, LE TR

L ENKIKEBN . Geely Zero MBA. MEfE K ABA . il Sei s KA S =

R BATME T 5K

AN, G E TR

TS AR, WRTEH . WL AETTTE. VB M. BRAEAR

1



http://ipoipo.cn/

= HERERGAELS

—\ HIE s BERCRASRAE R, ST I 1
o BT et 1
S IR ARSI o 3
31 TR oo 4
3.2 BRI T L oo 4
3.3 IR ZI AT oo 5
3.4 FEFPFIVZETLGETL oo 8
P9y BTG AR IIHT oo 9
4.1 B VAIE S EUEE BRI oo 9
4.1.1 FEn B 5 A BRGRRE 3 B ARG XU o 10

4.1.2 PARSE KB & F B IG5 B e, 12

4.2 Vi BRI TR 2 e 17
4.2, 1 BB ] P BRI ARG B covvoeeoeeeeeeeeeeeeee e 17

4.2.2 Efa P E AR RN G B IR e 20

4.3 B GBI T oo 23
4.3.1 PARAE AR : AR E RIS TR R e, 24

432 mfal B AR ARSI R AR IR e, 26

4.4 JBAE G BUL AT AL oo 30
4.4.1 PARSE KRS Ba A5 R RS BT RS oo, 30

442 mfE R PSRBT B AR AT e 33

4.5 L% 5 FR 5T A BE B IR TR oo 36
4.5.1 PARAE AR : Brdi g SRR oo, 36

452 G ENES : KA SRR e, 39

B ARSI G TG oo 42



http://ipoipo.cn/

= HERERGAELS

5.0 BB FEIE TS I oo 42
5.1.1 2540 5B BN UH R 20 7 S AR DX 42
5.1.2 FRAAR VAR IE 5 MV 55 22 B B4 TR RS AR ... 42
5.1.3 I R EE 5 RE NSO E BB e, 43

5.2 B NHARKE TN IR L AT T e 43

5.3 Wb AT TBRBUE oo 44
53.1 mumdERNABEAL: TR IT—4 = 678 44
5.3.2 A LML 5B dhuti— i TR TR AN 44
5.3.3 Femic LR O HAER B, It Bod B s M (IR 4. 44

5.4 AR BTG EIARIEDL oo, 44
5.4.1 (AR ILAE JII R GAATINIRZR (oo 45
5.4.2 THITAYE LA BRI HE R BE S5 RIS LA LI e 46
5.4.3 T B EESIIAR R AT oo, 47
5.4.4 (A FFEEAZTE RIS R ZAE T e 48

750 ATV B B HRURLZIHT v 49

6. 1 IS BT TEET oo 49

6. 2 THI AT ME PRI VAR BEEE DL ¢ovvoveie s 49

v BB oo 50

Tl AEFE BRI IUEGE oo 51

7.2 F—AFJE AL A AR TS T UOETT T e 51

7.3 TH A PP AE S BB AT BB I oo 53

111



http://ipoipo.cn/

= HERERBHAF LS

—. BiE: BRRERIHREE, Wil zeHid

B I IV 22 A A b I PR R A« B 25— St ) AL
MB LUK AT 55 S0 BB AR I M, TR S R A AR . 1
BETS SR, S LR A A LA 0 R BV 7 2 A ) B S A B
——FLIE RSN S 22 A KT, 3 BREE S8 — 2R T Tl ks
BN 5 BB BRI R DU 2 A

A1 o IR 91 ek B AT Ol R 1 S S PR R BT, T AL
18 3 BUSC S S 55 9P R T2 B8 2 b DU W R RS S8 0. XA —
A I SRS e T ATl D [T 52 AR S S 3T AR, 10 T AT A LA 2
T MU AL EUSEERIE PR DR R ARl T A 35 o L S e AR P

B, R T A B A R A B AR Pl A S IE A
Bl SIS, E R . S G BE AU B R
16 PR IEATE . TIRIARIHEIE . COF BRI/ e, SR B 42 I 10 22 4 i 9
S 18 B FEE LA, K AT k. BHIFBEIT B 2 R\ IR T 4 SR
WESE S =P 6 Bt . SEFILME S 22 AN, 75 AR, 4
0 e T 24 R A IV AR IR 22 A KA e X BASE RS 2R E 9 A
PASE LR AR R @ s R, BRSO HESI AT 2 KA 4 T A% 0 Bl 7

AR AT TR . 276G S, FRA T LA kS, 5 i
R RN AK AR LA S AL, DU A R SRR S A A 5 BRI 2,
B R BRI AR e A N B 167 B YA B T

.\ IREWE

A AL TH 1180 B8 IO IBETC 2 o S 23 . i R L A B e TR
Bk LB D, EZERIFR IS RS SR E LRI ARG 4 0T, B
HEEEANE AP R G S RS I A A kg A=
B WA E S 0 IR B2 045 5 T 9 SR 4528 43 AT S b R S
filE, MRS/ e/ e/ TR DRI A B AR R, IFTE SR A
UK. BBl 5 TR AR RN, USROS R “ G- A

BRI RE I B0 X 2R AT R

1



http://ipoipo.cn/

= HERERAAFESL

RSB SRS

Vehicle-Cloud-Mobile Communication Architecture

= LLly
= I

Cloud Platform

BEME

(o

Bl 1R BE MR A BN S5 TE A
ARG EET T 18 UL SRR I TR = S A T B A B 25
EREA, WAL R G RE MR B MBI 834 A (WK 20, Bk
SAT R IR AR, e S M EIRIfE E R B
T ZEFREAE IR fE 343 A (£ 41.1%) « F1fE 387 /N (&) 46.4%) . =i 76 A
(49 9.1%) & 28 /> (&) 3.4%) , HhmsS™EA L 12.5%, 494
T I IR . BRGEIE . R E e it i 45 DG B UG 7 55

WV E
Ny
B e
[SE(5fER

K 2 i SR g0 L T
oM, ARG IR I T AT D BB A SO BN DY e, A R R

2

EERBETIIRE www.ipoipo.cn



http://ipoipo.cn/

= HERERBHAF LS

i S B S8 PTG i S Lo S 5 0 e 6 5 7 Tl vy PR R 1 2~ i O B B
FORRDI TG0 B O DGIES 22 10 BRERBE o U5 2 ] S BURBOR B A Y . RSt
BCEIE LSS« AE S P BT AN AL « 228 ik 1T 55 320 5 B v BB K 1K
I I PR — R e BRARIBRGUION, I I R A A T B
A I R I e R UL B

PRI LD “BOREEA B A% O i A e s, 0TRSO AR
U R FERE . R IR S5 S pT AR AL S VA BE LA O 55 B AR ER I, IR
i) 5 R ) ] 0 20 B I ) B A BT

RHEW . BREMIBRY L A TS R 2 R il As
s IR OBURRARY, TR Phillaedr; Boitds, Hobikn e

=\ FERESESE

AL 18 I R R BB B 2R 38 3 ST A = 2 b o
BN AR R ARIAREAS, B0 K 22 AN 75 AR, JRas A Al A Eod
BRI R 2, XFEER ST SR Zm . Gt QAR i =i, 7
gy S BAR BRI g 5, IR N BAT AR R 1 e BV 2 AT
834 1~

WIS E MG M, HARSE IR L 2R T i R B B L 4%
M5 H GG Bl B e MERTCZE 55 AMBE OIS AN AL « 3 B E 5 Bk e n s i
BN IR ISIRIFAAEAT X DA LR PR R R, A EBG Eh y
BN D RIIG RS AT A, B3 R SR e . i By, BB
) L5342 11 3 P A T D

MWZ TR, mfe 5 miwil 84 b e 2 - - O % 5 v RBUR 7 77 2R
o FEMRIAAEZ B, 305K RE R IR N ] v AR AT A g o 128 (LK 3D -
DO VAE S S E B U R R SRR vk A 2 RGBS
AR 5 PSR AT AN AL . P4 2 i I S SR A BRI X LR A
P E—Re— "™ A BRAR IR GUBOR, S B G R 4l 1 sl B 8
ik 5 1) e BE UL B

3



http://ipoipo.cn/

= HERERGAELS

IR A G E

W SOHAES SR E B

W Uy ] SRR AR B AN
0 ARG Zeii e

W EfE S R et AL

SRS ESUR N TSN
| HAk

B 3 i I AR A Jt DRI 25 440 o L

3.1 miEE=

MAEREBEE, 834 AMFEA KB IEAN I B — R GE B — B 14 ) 0 1) AL
172 - R HEER R PRIBUEAR, RS IR S PR R A ) 2. TR
(RIS [ R SR 0 s ] 1 A 1) S I B (2 : AE 5S8R B, R 4R 4
T, H AT 95 S SE AU F2 R 32 1R 95 S B 45 ) Ml R DG R I 5 0 R 7
DRl e s 5 ™ o o b2 35 BT, SRS sl e LR 20%. X
BREFEGARMAIWARRE B, EEE CORNIEER A NI BNl 57
AP TR AT OB

3.2 SRR &L

LT IR VYLK 93 AR HERTAF BEREAR AT € 20, AAFPEIRN IR S AR 0 “ il
2 wE R EEME XU SE I SR SR ARG 343 AN (2 41, 1%),
HHfE 387 AN (4] 46.4%) « ifE 76 A (£ 9.1%)  =H 28 /™ (&) 3.4%) .
PR AE ST 87, 5%, BRI ALk BUE RIS BRSNS &
fEH M EAIL 12, 5%, BARKCEE IR, A e Baa FE 4 st BURE
Tt Wi s ORI M5 45 = XU 5, R T 4222 A 1 S T -

MR K, 16 55 77 T R LA A e S 300 Ao ) 95 e O I AR AL
EATERAEA AL GE = R B, T 5 S OHAE S SRS B $R4#%

4
‘_Eﬁﬁﬁﬁﬂﬁﬁ% www.ipoipo.cn__



http://ipoipo.cn/

= HERERGAELS

BORBERL, TELIE A5 HEH . OTAAS WIS AEHE S AN BE 2 5 RAUPE R EIAT N, 7k
PHAE B BE NN I [ PRI R S Y o XA A A7 BE M I b 55
SIS, mfe/ P BT ORBERERS— HAIE, IR RO
SHEREHL

3.3 NRAximRTH

W sE i, AEEAEARNAS FERS. WA, mmiEd. B3
it LA =7, A REMIBTUAE N 3 IR A WL 4, A8 RE R IR 4 T v A5 2%
By EEE ILIEL 5.

250 . {EfE
g
mm FE
. EE
200
BEtEE61%
—_—
~ 150- b
] 130 EEtEE 1%
TS i 34.7% "
[E 100 g, £ EEtmE 5.8%
ﬂ_oE;
55 98 SEEE 6.4%
50- 2 42
0 ] . -- - ] —— . i —
ZimiE0 EHRG BIEHER ¥ ahin £=5

B 4 8 RE PB4 N 3 S 20 A

IE?%EH’M% www.ipoipo.cnj_



http://ipoipo.cn/

= HERERGAELS

BEfERRHRSH PERRSR S -

a 160/

- R
— AR
— EN
- =7

:pr
343’ 3874

BERRRIH FERRAARD T

9 %

357

4

B 5 A RE R A TR <5 4 3 35 B
FEEARG R L, ARSI SE A B ARAEARIL ) “HREsh R ” b “ Bieinin
B« H BRI 9877 2% i A itk e, (HAEBG B b HAT W) A A
A — Oy T R B AT A N DYE [, 55— 5o Ja Se e da oi i, 23 i
e IS5 R et s oA A B (5 B S 3R
L ARG, vaife 5 E I SE AR T - i OB B i S RENS L G A
PEH S i RO e A IR, L W] 1 AR R AL
I 1 5 S AR S b X2 o SR B A HE e 3 A 5
B FAS R BB, BA O IR DI ) Token S BLHE i Fe 44 2 1)
(LI 6) 5 seERMAG TIKS /R L, FESkZ IR 380 0 R O
N EIEEPATIFRB R 2R A R USRS L 7) 5 BLATIB SRR Token
ARG g5 e Z A8 ] B SCRLER” S BO80i 5 RIS 3 DR A S R 47 il
AE) (K 8) o XKML R e Mg imhs i sk NGk iR A 1A
“TRRIETAR ", P EIR S RBE I 5 2 ihia B R S5 .

Iﬁﬁﬁﬁﬁﬂﬁﬁ% www.ipoipo.cnj_



http://ipoipo.cn/

= HERERGAELS

HE - BT

EE 3T vy ThEEIE HEWE iz
RHEHNMAPP Lo SUHIRENER [ WAL b SEENIGENE b TALREES
ERFASEEHE | | REMRERSS || tEsEEtoken | [HELRAIRSTRY | | FREMEL

WwESBIFOENSDEE. StIhElEl, EewmaiihissoToken,
CIECH A 2 P BORL B iR AR

Bl 6 R 4z il ) g A —

AT EHBI~
AOFEER 1R AR ER BEA TR DERTRE ESHIT
HI/AEGETE | #AGE/IEEN b FSEEIEEHAEE b FARMEARER |  EEREEM
R M S 2D HIFEALRIRIE TR B FEs EIEE S AR BE/TRSES
wHEF ARG VRSSO A SHRITE  EHRE il S EDER,
TEENTAEN BERHNSFSERES.
K7 R s s
FoEnAR RO
FEIFEA AR &L FarE i F R K EE
fEA/BERTE (| APEEELER || RSERESEES | TeE/PHIERE [ B AEoken
P13k R AP Token E R gkt Token Token{WEAZIEAR HAH = ThaE Fiffl T R inigiE S

wH EHMToken/s, ERHEFFG 21ERHI A EAZ A LT 308,
PR MBICHC AR AL REED -

Al 8 R Az il i) g A s =

ARG Z A = AR BL “ AN O —3R A —M 37 &
2. QulER U SSCEBURERSCE DL ESATACS IR Root BURIFHIA
FEAMET ] BRI ZE R 20 N/ BBRAS S e i 512 A7 38 2 21 28 48 /Root
PR DL F S W v dilgid, AR EARPAT mfa 2 Biie 4.
—H BRSO DB, KA LR R B R A

A B P SO I B 55 K (B b ™ ) e w15 5 B Wi AU,
W DR R R PR B . G A, MQTT A5 S i T e
AE, Bulif a4 ER Broker. 1B T BUL R O U4 S , B 1A )
AR AT DG 1R 2 TR HE R, FARBAEAE R AR 55 104 TERUR
P SEAR LA R B e AE N WA g W B MBS HERR AR ST T TLS BAFAER] L/
I X H s R BB i, ) NS 87 HC Token 55454 (R AR 2 Y
A BRAR, I O 2 g A A s FRV B it £ ) P Pl SR i LA o AR S

7



http://ipoipo.cn/

= HERERGAELS

BT, UK N A7 22 42 B nT R B DGEAE R B BBIPAT 2 0 28 B LR
FEALEE Profile R SCINA7AE % X s H /R S U ) S5 P A7 22 A B, JEAEBEARASHL
RIS AN R SR8 BB R, Mo v ERr e 4 1F N SRS BAT IR N 42 A M 205 15
SUCIREP=S

o sy 55 M55 B 5 P KU, 58 2 AT kol 528 A4 AR R L e 5 IR
MIRGETEGRIG . SORIZS IS S R W], AL ST I, 2 i ] P B AL
HARZ 5 RS viME— TR 48— B PR 1) J5 v oA AR P RIS Bk 4, T
F /N Bearer Token Mt 5= ¥ 4/IPABEESE bR S0, Bids Bl k%
AR 2 U B A

3.4 FEmAXB ST

FEAEFEREA T, IR R LA 5 “CWE. 2887251, AL XE AR R4
RE WY IBC 4= 1 55 1 XSS BRI o A0 o ) o3 ek 5 76 B8 v 9 b £y BE A T A
AN ) AR T T UIE S UG Vil SR AT AT P B R AR
PRI, FE e A 217 5 1 B A8 ZUIOK B 26 T FIze P 4 A ol Bl KA
Hdfa it i 1 B

:

HIRER SRS £iETokenHE 551 IEIREERIEE (3 19/ AR BRI FNRTAE S
BEREHEAE Token #AI5 R (IDOR/Zi8) HEBIRGI(MLIE/T12) BRRBPBIERE
BOSERBOER/ME) —  EEREEYA/KEME —  WRIEA(Root/iSHfiE) — OTAfS{EREIT

ZEEGRK(EHEOR) e/ R RE s B RCE (IE5F /Wi-Fi) BB RR RSN E
=fl— : citiaiERE A= FiziEE S A= BRETS EHIM : FERIVEA

HHRME RS (ER) > Token(hfE) USBE it B (EfE)— TE#R (M) VINAF(ESE) > EEHARIE(PAE) MR (1EAE) >R ES(PfE)
—EEES (PR EEN(ER) S HBBE(RE)  —HBASTN(ER)-EEQBE(RE) SRVINGEE(E ) RIR(E(E) —HEER(ER) REBE(RE)
— DL | FRFRLREMIA THERE e, mRRE |

PESEANEFEEESHES, BENRHEN TADTA Il MERIREE)  IEEMESEREE

5 Wl BER GOSN R A A
WAESEE S i BB L il A i G o P B 22 AR IR AT 38, R AR
1E: 2844 5 D E BN LHIR BB A U E 8 Token A vy AT K H 415 IE H S5 AN 2k

IE?%EH’M% www.ipoipo.cnj_



http://ipoipo.cn/

= HERERBHAF LS

R R S5 sh Z R SCHRE 5 RN o IX LS A A5 AR5 A L 14 A
PERIZhRE, G AL R HIE R, AT 2 ORI .

H AN 25 i QVEN/JAIAT S H W AR S a0,
ML TR, Wl D B E A BN, RS RS R AL RE
RS BE N A R4 ) 22 4 I v 1) 3 A

PR DU AT 5 B 2 4 il JUE Y DA “ B B S B ke B A L,
MQTT Broker JFJEEAIERE. 551025 TR RZERIAL, BERHER AR
TLS. AFAERT PRGN SOEIE, AR eIV, PhiE 4R TR AR . FE2HL
o, AATER IS R . A OISR (0 v iR 2 O SN T

RATERINFE A, ENEBSEE Wi-Fi, ShiscBlm iS5 —sd. f
NV B B Wi-Fi i SR et 77 50k DeAuth vz b Moty 120 B 5 2k
T B R

5, WAT A S 2 R PR SR SRR A, — AR AT L
WA 2B, i A AT R G B o PerfektBlue MIC/HTHEH, B MhsRAE
AL B e R 2 X g L RV i) A ) R R, A SRS LA B A Y
HRREGR, REFEENMANI AT IS 5 BB B .

/O, BESRIREA S

RFELEAREA S, R “5em — R — FIHRG” BT RNA
DA 5] 185 S5¢IR e R e TV 1) 225, SRR B AR B AR 52 5

4.1 BMAIESRIEETERE

SO NIES ST E R App ZEHEM 27 6 S 2RI IR 551 6 1R Bk fili
AORBEIAT o WP e 1) 2 R R A A ) 5 A B IR R ], 1A
AR TN GG XU 328 2535 A oA 1) B 3 SO A A S At R i R S
PREEI G . M4 Upstream (2024 fEARFRVAEM G Wt ) M%dE, 4
X AR AR 5 W T IR G5 25 B Bk 20 7 4 v A M A BT i) 43%, HL4 K24
AR Y M Upstream 11 (2025 FEARBRIRAE SRR AT LR E) P
LR, ZWpIE 43% FHE 4 66%, b APT IR RLBGE AT 17%,

9



http://ipoipo.cn/

= HERERBHAF LS

AT Ay EIk 92%,  SLIUH SO I RRAL ) 5 i S5 25 APT SR MBS
A TR A

411 ERBEBESSEAERESHNPRENR

XX J T 3 5 AN 23 L2 RIS R A R I RE ) AR 2 W3 PR BT T
e, hr s STESFRERIh R NGTIL Token $RAERTHESAE:

4111 BREEZERBESKSHE

ROM ok ARIBIB AR R B 240, W R K-S AR/ Y
BT BLERR DR N TR IR BB . P AR IR B, G R DA
AR ROKS, MR SR R, AR R SR Y TR

FEBR AR BRI, O T4 RS, RGN A R R 5y
WERTREE R, #1208 T Brdi# vl LA SRR SRR, KAk T Ik 5 A
ST P4l B T A A o

R B G A A TS A8 RS St EiRa, ik
R XA RS BRSP4 D5 e i 8 vh i B i g SE T R . —
BRI S, sl LG4 Web 178k App " A 40007 B . 47 F2 44
BEHE, P Beh iR AT

BRAMEEE ERZESKSKE — FIRRH

ftEME WAIH KRS EER S BEKS
P PRRTRES AT Eif BT
FH5 /805 I R A R, PIBUBAIR

Wi B HRTTEFMETIKS | SR TFRIEFEE | SMEEEHEUEEIE.
B9 F AR I R 2 5 R s 41

4.1.1.2 —XMERSZERANERIFTE

RO B, J08/RYB AN T S AR O R A v A (W A B TR RS L
PEBERE Bk Token, (EAGRUWIVEE . TR BRI A4 N as 5 05 T AR AR
A&, ATREMEER . FEREER I, 3 BUK S B R B T Ok R

JRER: — UM AR T B IR 224 (1, TR I T B R KA AL
Wis R vEZ el RN, WS /MR OR S A i TLS ek, s

10



http://ipoipo.cn/

= HERERGAELS

S B o o R Z RS AT AE AR TR Nl A B el EVE

MR BRI Wi-Fi b S5 N 9o h ) A, 24k
BB TR B R RS e R, A & IR S MO AL, AR N TE)
BERTIKS . $ARENIKS /T ERM TIEREmel. R s s a s A & L

—IMERSZRFNERTAE — FIRARHS)

BREERR E IR EEKS Iz Ak
AR 2 B FAppI 1 FIRAERLH w41/ B
DR ELWF SE{EHAE AL AR TR R ERE

WHERR AW PG ERIERD , FIFREE SRS | SULERIEE,
B 10— R ek 1A I 7

4.1.1.3 HESEHREOTHHRSIEERME

W ESbrisdirh, 7O EHEA R, B> R AE H S B 1
LK TEREMIVT )WL Session 1D, HUEFEHEAFRURAE B XL H GAFHER)
PG IIR ST A% R RAFAE BT A i BN, A T o0 Bl B SR T R AR
RIAT T E

R Ak S HS e, BTN BUT TR e
HSAE ELIRIREEITIA s FIN, HEFE 5L REMRBE AL, ik
MRS, AR 2 BRI S AR REA A & UK Token [IRALE R .

FURRE: BakaE el 59 104 SR s it N 207 45 7 R &
FE U AR, AR5 7 H & 48 % OCHER, n“Authorization™ Bearer ™ token="
S, MESRBIEA RGN U . T R 2 HCF B AURYE Token A5 it
AT, Bl BT e i T 30X 28 Token, U2 iz 4 N\ 03 Hl G e
P Az .

11



http://ipoipo.cn/

= HERERGAELS

BAESEAEATHBBEEEME — FIFHRE)

BEREFE BEREYEER TR BE WS BREFRM%
FIRSEO 4 /iRiF 9% Token/Session HEEHIBEHING Sy Token
HANBERE Sl SR if3(m) 4 he AT

Wit %5 A RO ARG KToken , TRBLHTE 5T , B BRBRITE,
B 11 BURRAS JS kMo s A7 1

4.1.1.4 =EESEARASRENFTAEE

W Ui A G Bz amBlZIBLE], BE IR IS XA
B S AN PO A AR AR A R G5 A8 s U R AL, 3L Token — Hiltdk, K
b AT AAEAR A N T Py DR U (1 4271

Bl IS G s SRR E, ADGEE App AT Web [1)7K
HI “Token %8 + EBNEEN” Wik 1y A Bevh i AR AR e 37 15 15 0l
D) ST AR AN [ 1) 25 1 SRS

RG] 725 e H MR Token Ji, Mo ol LUK, Kol
W R G0 B, AE B 1a) g A s B siA R s, 4E EAY
AR App IEH TAE, Joikgaiqy Hoth 2 iE AL IFAT A &1

LEEG AN SRENBBOT A EE — FIRRSG)

FREXI[A] Token TokenK B R K B I
R/ EEME AN (% PR B
HFkToken Jtazhid i RS imAAER T

TR RS MTokenk KM , WEHTRAISHSRERGE | FERS TR,
B 12 e il 2 i SIS 5 B A H s 1
4.12 RREXNKRAESIBNSESTEXKL
MBI VAIES 2 T Bk B S 1% VBT ) RS NI, Bk AN U RO
R, R T DA AR A 2 S RO R R A5 A A R U A e R
5, TR () 2 3m O AE A Y — BRI, 4 Rk 25 2 e OrBE 755 . NI
P = A B N SR 2 i b IR SR S DA K SiriusXM 20T A, 6t HLsE i

12



http://ipoipo.cn/

= HERERBHAF LS

e SRR H AR AT 44T

4.1.21 BHRKIEHHGN + UEMEREE, LIREERITH

B SRT A A AR A A P

PR SRR AT ) S22 2 AP, WA N VR IR App 5 TSP PR
(71 ) A= 428 1B AU App MUTHELIAE 44 5 Token HEATINIE. B #EdE=
Wi-Fi #ROFsejtih ) A sy, sBhskICE ETHLE e ¥ HITPS s,
FERR AR P 5 25 S B VGIE. Token. S4B A5G, BGhi# vl IMIEATE
TR GG R, SEREMERE T RIS LB R TSR

R 2844 5 ot K S T 2w, A7 e e XU, BRI TR, 1%
ZE T P 2 e 0 FH G R 2 A ML

sign = MD5(appld + iE3RAK JSON + BEHLH + ISTHEL + appKey)

Hrp appKey [EEORAF(E App PIHB, 2544 BEAL AR RTINS [R) B0 4% B % 7 o A2
It B, HEW G H ¥R T appld. appKey. i KA 3 LUK M H 1] A
AR Cookie/Token, RUWJTEALf£ui IS AWM, AE L “BIL7 1
VRIS 3K S = AN AR AR i) L

D) S RPA L . Token Sl AP NBeh BT 3045, R 5w fasl. TLS &
TSN s

2) AR B RER S mSEI, I E . Sl ]

3) IS5 S ik =y S IS5 S AN 2 7 i lE S L ANVER T SRR FA R,
L Token VCECEIIA A Griko

FIH B -

D) B A E Wi-Fi #Ui, 51941 THER:;

2) [ FHL N RAONEMRUESS, X App 5 z=um ) HTTPS SAFHEAT P () Al 5
BRI TIE R P Token FNERIKLEH;

3) ML m) App ERAMTIIA, KRB SIEMS 5L SHL

4) {r 2k 5 P ) ety A IS AT R G K, AR Token 5 1 1
A4n) TSP VB RIEFRS, TN HARGAMEATIZ R m s B, T )4 v 45
(e

13



http://ipoipo.cn/

= HERERHAELRSL

Bln A w S RMELHIE — FIRARS

BREERR BARB(EIE rippespede: REFERIEF
it/ Atk HEE AT {RER[E EappKey EEREHE
{EWEFi RREEHTTPS FIEEL WA AL R /R

BEHEBLEEW-FEHRINE | Yo L8 BiX AR IERENETRITETEE,
Bl 13 A 44 SE A 7R A9

4122 G—FZER + AHERENE, FBFERWEIFEER

W AT R S I R A A

15553 R G il Vb, BRSO DR R 2 e 1 RSB T
“Rd + BENLE BT EDRNLE], HASS SR YIS NE T App B, HITH
M PSR 2% . BahE ARSI A1) Bearer Token Ji, BV ) H 4 1 [n]
CC I RFRACYI AR K = 651 N 5 WS i NI 1 S N o | B o SN LY
AT A4

R DhBENLS G 3P B BT Rk

IR 44 KB N -

D ZERE x—nonce: Hi “INTEJEL + PHRENLFAFH 7 HFE0

2) M ik 4 B HTTP vk & WREE R & HF a3k 3 = 4
(x—app—key/x—nonce/x-timestamp) & TTHIZHL & iFHRAK JSON;

3) W54 R (T URL Zwfid)o, 48— APP_SECRET fif HMAC-SHA256 iz#f,
Ff Base64 %ifihf3%] x-signature.

ERXMBE T, xnonce BANE LEFENL, H5E2HE P mEdl, A2 5k
S5di AT T E MRS BrA M 3L APP_SECRET, — ELgilfi
], Bk B P SRS 4 IR A4 Y Token Z (A H
ARIREMILEE, S8 H Bearer Token iM%, ¥5HAMEESHAL A HHIAA
& CAEER”

FIHAE: — B3k, 2 RS

BGhHE T

1) Bt 2 3 ok v 1) N Byl 4 s 8 2 A 3R H BR 4= 11 Bearer Token;



http://ipoipo.cn/

= HERERGAELS

2)iia] App HIZEAE, KB4 T R IE I LA & 48— i) APP_SECRET;
3) 76 H B A b3 eR ) 3 4 ) SR 4R O 2R & 75 x—nonce
x—timestamp Fl x-signature;
4) W LIRS HR 2% 1R 3% POST R, RISt B L, X Hox
ZEAARAT A BB 2 i 2 A s SR AR
S 2 RS IS — FIARG

E3xBearerToken i) HE B B4R hEERER TR R %
RN SRR REmFAPD EEITHE S REXRIEES
#HFIAUFToken KNG — %4 7545 I 8-S A e 18 3 JaE /iRt

EFETHAR—ELE4H  WEEThEESEESE | SHEEERPITICR K2 ias).
Kl 14 2H%— HoJonT B A X i 2

4.1.2.3 TR ATMEEGW Token, SBUTIERIFNETITH

M. BohE FE— Token BUWIXF H AR 4058 22 G R ). AR 4=
[f) T-BOX Z4Pikth, WFFA VR TR S IR G H&T, e
SCAPA K 5 18] Tokeno SBIL4MHT App 5545 il Aw N 25 4 4 HU% )5
ARz AT O H &) Token 5 HARZESRN VIN, R AT 4503047 56 1]
RS AR A, HT 2RI, R O™ EE O R AR L S ) ) R

A Token AN EAGREL + TR H b= IS B2

) 28 dy K Token RIS 1] P CRFFAT 2%, HL 2ot o 204 F 8
H A5 L AR ] 5

2) TR H A TR i H AR S 5 568 Token, ALH
ASERIOL AR A T amA e, 4B 01 BATAT e E N TR ) AR W 3

FEIXFME LR, — BLH RSO A stk 8, ok (A T K 2 v
) S o

FIFRG: & FREHE, 2 FSialim R 44wl

D) EYEs . MG s b A5 s, Behiadid TR AR R % H

2) WHEHSEEUIHSC Token, Jf454 1 ) 45 2 (1 i 2440

15



http://ipoipo.cn/

o= HWEERBHRELS
3) GBS HIA, ST RAKIEAT In# 347 I Token 5 VIN, [z T-BOX

P O RAR RIS
D) LERSAGH ERBUGEN N, ZUCEREH A E2thae, B4 Tl &t

SN S RIR
T HE M ER H Token — FIFARAI
P T FekEs SHERZERAE 12 B Token%24A Py e
HrEIRE S HERRGOH HH|HF W Token ZIARIETES
BN VilalToken AU AR FFREE

TRt BAEAAS f it Token , B EiREUE AT HREAZIEHIT1E | TE ARG,
15 Token K31 24 A FH 7= 41

4.1.2.4 SiriusXM IZ2{E BB F & INEHIES B S R iE E i

2. VR VIN RERe R A/ e 3 4=

2022 FATFFHY SiriusXM ZIEM IR S5, 2 o) — S0 i U P 4
FfFo WA AT 0T 2 KA IS5 R, SiriusXM S 4 i fe
{5 BB & A AL L™ A=A . ot R A 4= VIN, |
R IEL ST B FOM 2 SN BRI A BT BT ) RS, e AL, MR
SERRAE, JFIRBGT A EE R

R B ERSER R A AER T

D E 4 VIN W4 FERBUEY, HEERSHP 1 VIN 5P &0 %ILi,
HINIREAT B EEPUIVER PSS

2) Tk Z 3 X J0AE , ARAE RS8BT 22 PR 38 B £ DA

3) AR FIAT R AT 40 B0 A5 1 A B, 5 BBk & nT A A B 220K
& VIN,

RERSF ALY VIN PHEREITERY KB B B A, AR N ShE 455 5k
REBZHG, S BT B A TR g BT R S A TERL

FIFERE: WET LR VIN 28 f i
1) B B AEA5 423 55 M R B2 H AR R4 VIN, sl i B s s 3k ig & VIN



http://ipoipo.cn/

= HERERGAELS

E2
2) MRLYEIN ) W 4R SiriusXM ZERHEs e ks 2
3) M4l Hbs VIN [ HTTP &k, BHUEVER P umidfFa APL;
4) X6 B ZEAPA T R e B e RN AR A
SiriusXMIZF= SR F AIAUEGREE — RG]

KEFHVIN He) A API FIENEER AR AT
(ST AHHEORR FENBHFFVIN {RARHVIN
HEHHR THEAER B AL W51/ 153

SiriusXMF & {LBITVINGS , B4 R RIS VIS B8 AT AR .

K 16 SiriusXMiAEfF BALBE- & ok bE

4. 2 Vi il P A PR AR Bt A 4

i 478 1) 1 A B A 2R it e PR A o [ A < W] ATEAT 2 2 1 I 0T W 2 / Wi
FHAMA 2RAE” o BRI PR — By REHsot A, I
i A DAFE OSSR BB, “AE” IO N, B50KYS . 5 2 HE 2 s 4 A
W DEE, ARG B A Ak 38328 R 4 A2 o1 5 Ry LA B R

4.2.1 BB ] T B0 ARG KU

X 2 R TR 8 B VAR B i), (BB BRE R, e
St R AR R OB IR R 1Y) “ IR AR ST

4.21.1 FEWH5RFP#H#EN IDOR #iEf

W (R App. Web [ BUZEBNE B TP 0L, WS GLE: Bk
& TR URL B SRR 4240 IDL VIN, 2 ID, Bn] 25 HoAh 4= i JL stk
{5 R SEINAL B B /RS E . fE4E 50, s e N K a) DUBAUA H AN
J& T AR 40 51 R AT L

Sam Curry 254 AW RF AN 2 F A ARIA M IR S EAT IR, it 2 A
J R AR A A ER APT rfUR BN TDOR B, AT LAE A SRAZA 60 T 1 1)
FA 22 45 BRI N BERL

R X R TDOR/ARA T i) i) fL

S FH B 34 P P 30K vehicleldy vin ZES MG X%

17



http://ipoipo.cn/

= HERERBHAF LS

BATAEIR S5 S4%. “ 2 S /s ks il il dee, U 1D A7 AE

MG BB Ex A O EIKS, JURER 40PN sL i3 K
iR vehicleld. vin S HOSE I BUMOZS 2K e 0 fE B LR [A]
4R, WORAERIIE DI AL AR/ AL &, B ATt AL Al A 4 BA R
MDA R XM bt Jn v] TR HAR A HEWT S B AR, D A
s f o R R I B B A o

EH 5 A FHIRRIDORBANE W — ARG

FRIEEKS ARTEOSHK YWD HEHANE W
YE/ 3K LRI HihtbA WHARID

FEKS FHIDSE =]l pRitesiein

PRFUHABREMTERL , BEE YN IDE el @A T T A B RS,
B 17 44855 FH P Hdi ir) TDOR AL 75 ]

4.2.1.2 GBEMBRBRIZPEI BRI 2

W AR AR AR R, A S 4 RS R /AR R K
S AEAE B, .

DB VIN S48  42h-5 sl 6] S0 UEAD st Ao VG 4240

RSB RIS BT A RS, AT R 4= A 82 3 E.

BB B A E R AT BRZE S BN, s L R “ Y0 e R A%
HIKS 7, SRAF RS e P A 115 s U ) BB

B SRV, R RBERAN AR IR + REMCRIAE 7 WUAE 780 K
ARAEM; RANFETFAE, MG, MEESE Ry, B2 “mi
BRAE” PSR SRASE LR XA 56

FIHRB): Wi IDOR/ 4L TA5 7 AR H bR 448 VIN, 4 s 4= 3 FHl s
{E App B Web ']/ GRS “HRE 4247 B “ WIS 4 IR R R R
VHBLPEZER SR A A, SRR L BIKS AR AR W
P B 1 s 5 O BRA In) R, T — D A W R 4 ) SR U R TR R

18



http://ipoipo.cn/

= HERERGAELS

YB5E /MRLBIRARF AT AR A B — FIFRHBI

WEFHES RRGBEER Get R ERIA RIFFERUR
HRERVIN/ %R IRATHAE RIS SEAIF
EXFHS EHMEE BridHA 53 /B

EHEE R RETMA | BEEERIEA(S ERN T 4E ElaS  E EAUR.
[l 18 G52/ MR BURH A AL 5
4213 [REIRKISHER. b5 MURER
B (CIEE R G RGBSR R UL
3 2 PR 2 7 2 T DA A 4 L A f0 20 15 2 8
HR RIS AR T AT E R 7 B, THTE 5 X 8/ 22 A/
SEAfE AT BB
SEBAR SRR T RIEA SRR AE YR
CE NI
A — FLREAN 5 B T, et 2 T A e ] A A P
S I A R P S50
PR BRI A (4 B L B SeUI BEE DA IE 7 L, KBS
PRS0 B SE TR . KBLRIER SN 2 4V bl P BB A 5 0 2
B AR ) AU A
FIFIRG: Sohighla fta . 95014, NSRS T BRI NG 61K 5
TR T 0 T2 T A A PR, B 28 0 i 5 1 IR 0
Mo RIS SRRSO 3 5 sl AN AT # b
Ly AE AR R SRS IR T I B R HE 25 T AU e R 0
EEAURA R — FIFTH)

KREEKS F BT INRE HESLEE iR
HeEns RELESE S E/FNS RistE®
ABES =S RS FAHIRH i

BEMRERIR/MEES], BEkS TSR 2 EERRE LRI ER-

19



http://ipoipo.cn/

= HERERGAELS

B 19 J5 A AR 5 R8O R FH B AR 191

4.2.2 SRS E R AR A B R

U5 i) 42 ) 5 A SR AR fk B 22 I DA UE TN, ek A AT eI AL “ Ak S 47
SR BRI J AT SRR, SR R IA 22 A e R i 5 R L R 4 437
HIRER .

4221 FIAZERSERIEFIFRERB AR & Kia FiH

. 2024 5, ZEWITE N Kia EBEM RS AT IR AL, X
HTEAETHL 534 B AR e S, BT 30 5 o2 O 3RECZE %0 VIN, FEAE 30
Fb A 5E LA T 45 -

R VA E

AR A 45 R Bl

RS 2 1 2R AT

fih 5 W) BRI ALKT 25 D) e

3K IR S AT TG A ZE I IR 45 1) K a 42284, el 5 JL T vl DAAE A AT 5
SUTEEJER TRUCE DN TR W b N 70 Lok R

JERL ) AR AR U I 45 S AR AR |

I R 4576 5 6l I 4 RS A ) 2250 VIN R R K5 (5 BN, Sl X1
A58 G O BAIE S A5

TEFR A I A LA VIN A 502505 2 B B , A AZ S 3 2 15
BRI A, A BRI R 22 )i v i) 9 B

HEASIURE AT R B B A1 i 1 B A AT

FARE: Do B TR 58 FHUNEE H bR RS

G TR A G H, RSB S R B0 B VIN AR 545 5

FE AT VIN 5500 38 5y SR 9 42 T oK

X HPRGEHAT IO A= AE A AR, SEBLA T O R s

20



http://ipoipo.cn/

= HERERGAELS

HRE S RIFKiaZx il — ¥ AR

iR BT R BFFHVIN HigEEE 515 30FhMERE
IR/ EtEOEEE YR A% i 2R
T BATER FHIRVINGS o g R BRI

{R3Ei % hES BIETEA VIN L 2, Wi 2273300, ARSIWIE-
B 20 FHLSAHE A=A BRI A
4.2.2.2 FERGRE ok G T BSOS 4
B ALK S PR N “RB e a4
FESET IR i BRI AR I I P AR G, 423 App BT IR “os =4~ #2100

ARV -

O R ESRI A 2 28, B RSz o2 0o B s il &
EEEEE

RN AL L3 R A, 2L VIN SR 2060 I A= I N 4 iy
EEE

FEIXFE LR, Beti s BRI AT 30200 VIN, 5l DL [ k5 o
I U, BEFGLL AT GO TR, SRS BURIRS

JR 5 2 Ay e o

B IR AT RO S, ARSI AL

MVT PRI R, X TR AR T 28 (R 2 BB AR ol 2 -

FRAIWT A T “CREAMER AR —ADERE R ABERAT [1%
XA FORASE AR M AR

RGEN “CRERME VIN B2 437, S AR B AR ;

e B 1 2 11 5 5 A v VT R — S, By i,

T AR

MARE: TxEACHIKYS — WIEHERRK — MBS

ST (T A5 R TT ARG A -

Ko i M R AN IE R AR S, SRS AR AU ) A

I B M R ) G A R SRR R, A VIN SR B



http://ipoipo.cn/

=n HHEREARELS
K K ) VIN B4 H R0 VIN, ORI e 7 Bk AR 5 R ik
Je S AE AT BRI I O IR BB, A BRI 0 2 BLti 3 Tk 5
Bt 2 4 S U TSz R R A4 £ BN 4 11, S BORT Al N 240 e AL 42
i B B AR KR VIN, 80 AL EPAT LR AE, TE A AR .
IR T B O T BN — R

EMEERS S ERED Ein BAFVIN AR TR R
AR S {ZEVIN HnpE BR FienwE
HEnToken —FE ZHRVIN ZEFANER

RS ENEVING, RESmFAGIEE TS, Wk T ESEn iR
B 21 2RI R B2 11 B s 11 S 700 S

4.2.2.3 “DEFEDRITT Y S BURFER I EHIZF

BW: VG ERR, TR R4

FERE TR 4208 App T, PN SCRE “ 42 s 4AmAE B 7y =2 45 N/
KM T MR, I FE R TS o T 0 ERR. K
o S B A7 LA T A

75 E SRS T LA e P e 11, R AE i 2 VIN I
PTG, Jrumt s il sk — R IR R

P A BERCU TR S 2 2400 SR A6 42 3, AN BRI 42 ALk =

Vi SR AT H PR IS TR/ 5 44 A3 I8 AR 59 480 100 m) J5 m] RAAE B S 3R b Dt

FEIRIR SR, Bk il Dy BB K, AT LAE 3 CIIK P SO H AR
TEASAT IR I Re Oy, AR T MBI RO IS g
DIAT B A R S i U A, JF PR 1) o 3012 R 22 3 4 2

JER: AR S0 BT, < sEThRe” AR R EIK S A G
R OIEEIE, WRAJG KA, X — AR BRI Bk 46 A2 1 L
) L«

FEMLSSAE X E, “m B NAZE AR D “HE o BT RRIER -,
H 22 3 F 8 R

FESEIL b, B I EIAR R “ A6 S Fl P 8 mT LU AT VIN BT BB R

22



http://ipoipo.cn/

= HERERGAELS

T A A 25 5 e A ] Y T 2

B kT A (4 /BRSO, sl b LU R A, B
SEE T S0 ) 1L 5 W S O T 44 B0

FUFRGI: LI — DGR — R

it B T LR

TEMRFRES P, Bah# 0 ] £ Root (AN 4 App 34, k3 “4p=s/
FERUZE B

i) 2 PR, ST T RO BB BEMLEORI S 4 1 e, R B
b i 2 B T R R B

G A, G App SRR SRS HTTP ik, 4420 1 VIN BBk H
FRAEAI VIN, K 0 B by Tk 6 42 1 5 7

AT B/ B I 2 1 7 ] A B R S o B R B R FIR ]
rracil

ki R AE [ T App WS T B HARZEHS, 0 AT BB RS . 7
B L R WSS RRIIAE, S A

T2 B AR AR S, it 2 T LU i VIN T L3RR, %
PR I\ SR PR A

HEBVEOR T — FIBTH]

maarEn SCal[ o ik & =EiER HREENR
Root T4 A 2 EATEVIN nEEE

BRIFEK e S B BCFIS s

DEFRORGIERE TS, WESWTEREITHERRREG B EE.
el 22 3 SR B 1 BB K R i 205 1
4.3 WESEHRER/MIFEEH
TEA ML T-Box. M6 BCU A6 4<5iiegs b, FPR2 AR AR, TREBEAK
DR B LA BB 0T 2 A U AN 24, AR SR O PB4 2 A o e R B (i
PRz R AR B B T e KUSATRR”  BPP ok
fio; MMAEIETE AT, BAAMR, SEREAWI S OTA ¥ K15 50T, XL A Ml

23



http://ipoipo.cn/

= HERERBHAF LS

TR 22 i e TR SR BN 1 RIBGE B A

43.1 PREEXK: AEERREIEEORE

XK JZE L, “FIEE AT AN LRI R, (R Bt
PRI R G0 A AR BRI (AR 1

43.1.1 USB/EEOFEESEASSRE

B R B R s, RIS WS IR B USBL H BB
PR, AVF TR R e H AR BOE SO 2 300 FH - 2t o U2 KUK (0 i

SRHUAEHLR T-Box M H A& BLE . BN B Ui A MU B B
Wi-Fi/ 8527 B S SO s IR AR 15 5 S5 bR il s SRRz 2 |
2 v ORI OG5 SRt R AP AR L “ e 3 R Gefs BAEAE o

BT E A Mazda Connect ZEHLRSEM— A BFFUIE H, W4 AR HI U &,
Al il H A SR S S E— DR SO AT B 7R 5 AR R S8 L HTIE R
A, B USB S 1 —HA “AEATASHR” S, KR TH 2.

R e A TF R A R 2 ¢ H AR E " R, SO RH
BJa FRIVEA H AR5 7B BeAT CRFF T 5 USB/ ik 1 ASL B 42 ol 4 e B 42 o
6, Bz P SINEsn Ry HES B2 LA B a2 ARSI, Aot
A AT AU B

RG] 5. Bt m s, BahEidid USB sl LRE 1T
MRS H & *H S E SCHT 2 20 #, $8BUL T 115 1) Token. & £33
& BN R, I AE, KX E B Sl . Mg &, dse
) CERZBGRE RSP AT  24 S A AER A

USBARHENTERES & BE58E — FIfATH

ke st iHAUSBF WO SHBEERE BEEIR TSI
TRZE /4 U AB LR BH|R5EE {2 Token 348
SR, FAIEEA OB X BOBE

ZHUSBARRIZE O LTI S b B ARE, /a4 P I w1538 -

Kl 23 USB/iiiaFz A H g 12~ 5

24



http://ipoipo.cn/

= HERERGAELS

4312 IEEXZEN, BERSFAKXINEE

BW: FZENN ARG B G OR R ¢ TR, Tl ] A
FEHCR B e fe s A A B T IS, WD RE R

BN 2 TR S5 AR BLE . VIS 5

T/ Rk H R PaRE

Ja3 HELHE ADB. SSH 7E N I izs A5 1A R 55

Wk SR TR DG, BMEAIAGABRAT B, B mT DSy K Mo,
WA ARG « BRAR e AR A 5 2, AT 5025 5 SE T E AR T TN o

B TR LU« S s, AUE RS s =
B ARG EAT “Ohfes s, TR A AN T H ez
X CARAR ECERAE A AL o v by 1

RG] GBI T P 0 i i g [ R EC RSN R 4 BB
RS TF A i iy H RS s IR Ss: 454 USB/ M Zg 21,
e Bk ar SV EN L SO ARG B DRREE R “ETIERE K

TRV BE T
TREERSH ARFERAINE — AT
R IEEIA O FFE IEfEst 2 AR RS BAFFAAN
PR FE/PES i A B FF/EZADB/SSH HEEEER
R BRE A TR SR 2R KRR

TRERAOFRR R TSE RN, Yok B 0T A Gl TR AR -
Bl 24 TR R B 1 52

4.3.1.3 ZWIARZE TS seed/key T & R 5 AT

W : 71 UDS/DoIP S5 2 Wi h il T, VF 2 MK BUESE ) “SecurityAccess
+ seed/key” Jj A HEAT 24V i) 5

W LR ) ECU AL KA 17, ECU i MIBEHLEL:

T HAMME VL E R E 45 BCU, MRt N 416", " LAAT I
5. A EAE AT A RS R

AR seed/key S 1) HL B S SR , T e Bl IS T 1) AR ) AR

25



http://ipoipo.cn/

= HERERBHAF LS

MITAE s ZEY) BRI B 57t 1 430 S8 BCU ) 58 445 L o AR T 50 R 1
HARW], w4 MM ER seed/key FIL AW ATFEIL, —HPHEMN,
HUREXT IS e A5 R R R PATAE R S Wi 2.

BB : 4448 UDS SecurityAccess WUF AR SRBIEE AL F] A A9 B, SEIL
(¥) seed/key SHILVFZ N faj Ll El, Lol AR o A4k BCU BEUR3Z R XM
BE 1A PR, UE 1O R 50 RIAE R BOHE LAvR b, L) B ) R “ i el e 0k
WAE RO B S BUE HLHRIRCE A Y, A2 )20 8 N H .

FIR AR Bt imid 0BD 4 N a2 Widdi sk #e = B a2k MG E12
W TH 5 ECU Z 8] [) seed/key AL HIiH, BSHAFFWACY, @EIEE:
i A HHIEWIE R, LAY R RS K% seed TR IF T IERAN key; £E3RA %
YT RBIR)G, X ECU PATHIS . S 8B taisty i KRB .

S HTRS £ TS seed/keyaiF B 343 — FIATH

EEOBDED EEAETE i seed Skey HiTEEIZH
OBDif% HITZET T B o/ WMEECUSH
EINE SECUIAIE EEEE HlEN 1

ZETAAL RS seed/key OT FARAR, B AL BNOIEN S ECUEHIE 4.
B 25 2 TR 55 B 1 LAY 5 i)

432 EfE5FEENK: AiKE EHATEERIEHIEE

AR A 11 R[] Bk 0 — 0 A R AT AR ARG . 3273 Root B AL B
LW, 5L/ Ry s g A, KRS B LT EE AR,

4.3.2.1 U BBzHITRIAIRELZEH Root LR

B AT RGN U R0 TS 8 R G 4 AL

TR ST I ZENLR e, A5 BB SR AT SR U it A B BT € f5 3l
BIAS . AR I, LA U AR SRR R 8 A R AR SCAF, ZEpLAE R U
B s BRI AT a4, BT B SCHAEA root HIF . 24
AL X —HLHIPAT id. whoami. ps Z5dr<-, HiIN CARTF5E8E M) Root Shell
£77.

KR A AT R AR M 4 Py USB XL o, #m] AYE JLAD Bl N 3245 4L

an)

26



http://ipoipo.cn/

= HERERBHAF LS

ARG, JFETHAREAMIGTT 7 B FA R 5V b ok 2= P 19 2% (R 6 AR«

BB T A SIS AT HURIA AT ] 22 42 29 TR

IR S EIAE T 4L ) I OR B T U B T0E ORI L

RGP URRER I EHEAN U RS, S A HI0E AR ST H4AT

AL root B4r184T, AMBLLL . 144 B HI B A

MUEITE R B BUS R IT RS, a4 N U B AT fid

FIHAE: WiEEEA —~ 345 Root — HAJGT]

Wi B A e — AN UL, KBS Shel ] JIANBCE AR 2 e A1 5

TEAEZE, Yl MSESEI 0N, ARG ITH U 4G AN ZEHL USB 1

ENLVUNE] U 5 AZhAT D R IA, A Jr sl H] id. ps S5
AWCEEENCUHTH P S 5HRGE R, IR g R E N U b R,
MHERF R U BE R ZE: Sy U7, AR A AL 3 B e Mot Pk
FE I AR IR 45 25 A AL AMBR, ST 4% T ZE M LA ) AMEE IO RF A A5 W, Mo
e I SRR N 4 2 IF SEIN R A2 ML

FEZE R Root MU JE, B B RARLEMMNH; LR AETT; 91
AL TSP 2 (8] (305, BB Token Jf3E— Mok 2= it 5 4 N P 4%

U BEhHITREIAFE R EHIRoot iR — T8I

HIEEEUE EAZEILUSB BEhIITIRN RNk
HARERIA HEAER F&erootilR, fF3#Shell
Pl e fBAUR BEhia THA REE]

RIERHAURIEA BB rooBURIIT, Wk & XRERAITEIE-
26U £ A Sh AT AR Root ALER
4.3.2.2 EHREEHHIZORZEN + BITEANSBITIZEWES
-2 PR iBUR Y Wbaw s b S N S R T L
RN ARGESENR T, AR JZ 2 iR 55 % E 2R I 5é 4
AHBREE R o 22 A A B TR fE M 1 MRAUERE TR L,
SRS & IR BIZRE C2 MM ZHR-S s Ja T ] AR i e g5, B
B2 UM IN 5 2 S S vl KB N B X L O

27



http://ipoipo.cn/

= HERERGAELS

TER B & E AR I, TR EE R M HRAEEN, HrTRELESM T Bz
PR VB AT I e U BIE, i 7™ T 4 A il AU o

B NN EEHIE 0 “ERINME AT A AR

PRI AL T ZEATL P SO B AR 20 1y L 25 o R

LN 2P IR 55 %) A A MR T T8, AT (] — 2R 6 P B0 ] K
APT;

RETHHHZL . PR EL SELinux bR SO )4 il

AN RAAE T B2 UT 504584, — B uhiag geid Ul 3 A ks
O, sARAEHL.

AT, A PSR R RE ) B EE T AT A AR F T LR A
Ry 42 1

FIFARB]: Hook TS H — MNJETT — WREAIE A HIZEH

A A A Mo B AE NN IA S 3l Frida 45 Hook L HFAEIE R App
BAEZED /Rt N SR 2RSS A8 s sk BRI . R s 44 R R AR o

AL SN # R SHOEEH R “fl i, SIS RUS TR, WA
JEJE R D IR RN W B 4 Al ADB. SRR APP. N BERE RS T UK
I RN, ARG SR 5 & .

TEARFI ] Bk & 7R A LI P o) 5 1R AR R 2 S T ITEGENLA
HERHETIRS D, BOERPIRE, ST 6. KDCSERAE,
ToFATAT UT 504 L.

FHERETEORZENESE HEA — FAETE

Hook EE#M LRSS wEal e E) 7B = 2
Fridat2 HISHE LT e g

App5EEEE B BRIEL /=S

EREHIEOREER, Wk H A B TME R E S e N
B 27 L oA A il sl B A it Ao

4.3.2.3 USB EEXHHEZB GBI RIS S

R TR U S BOCRGUR H % S R S



http://ipoipo.cn/

= HERERGAELS

FEAENARG SR U BBECE SR SCAF, H0f U S0 RGEZEAIAMBRR .
R, M9HAN NTFS ST RS U B, B ol LAAE U 4 BAIEER ) B LA
b F SRR, AEUAE I B R/ SO F S I 23 O 28 il Ji o I Be 2 5 5 11 Y
2%

i 0L BukiE LA — AN R A I 1 U B, B AT S AT 4= LA
HoAR H S PR, AREE . . WE . HESER, W ERG R
ik 5 o

B SCIFRGUReE + H skl ik = B b

7] 5 EEY 9 50 73 2 A B

ZERLSCAE R S/ AT R S BEAE T i) U P9 I, 380 BRI RT 7 1) 14 42
I

KU SO RG], Fo VP P SRR 5 BEREIY NTFS, Bk 2 [
W] BAYE U it B i 1) JR S0 H S i it 4

IR IO AR EL B AR SO I I AV R 2

FIFHRG: WG R U8 — B AU H %

Wk ZHUES AU B, #aUkh NTFS;

T RO U B, Qg TR H S i e U s A, e R
R H S/ BERCR/ ete SN0 E FEAE;

¥ U BN HAR R 4HL USB [, TIFHENLR “ &R 7 . “3CHHE R Bl
AL

BRI U 5 H SRIN, 29R HOERE 25 il i S e e o, B 3 RITAT e A
AF /B H AR H P RSO N 2

Wil e (e T B s RARERIK S5 5o VG0 PiE o
Pl; HET IR Tokeny # FUHUEESE, O 5 2 2o sl 42 A ) 4% SOt g1 o

29



http://ipoipo.cn/

= HERERBHAF LS

USBIEEX MRS EENERE BE — FIATH

HEENTFSUE s AFHUSB W RRER FREROF
&AENTFS dEipais REEEL X AR E D
kbt oz it Aetc iEF/Token

FIFANTFSHFSHE T RS, YoE & il USBE i 0] Rér B E R IUTIE -
€] 28USB AT SO T B4 A LU B
4 BESHNERERITAE

TERBE MBI ZEAR R, M GNSS/TPMS &6 4% Ik %, 3 oF /Wi-Fi P
B, ) MQTT 854 B WS, LR T “HE—an— A7 s .

P AT AN AR BSEIRAFAE IR, Mo st w] DL B A I B B DN, 38
A B EENL P A2 O ECU 4.

4.4.1 RN : BBAMEE TS5

X R ISR AR A A s AT {5 7 B0 “HERR AT R
WA e A B . AR SEBGERE R, A e S N . AR 7 O
DR (1 A

4.4.1.1 GNSS/TPMS 5 R: S BhBRE

B Yol il Ohids GNSS 5 TPMS {55, WAE AR Gk ROl
HUR RN B WAL E L M R HORSE S, e Em S B s
AR DIRE A8 b, B E RS B HESY WM R TG Ry, Ao
FIENHZESF AL, ke 4 WU .

2019 4F, Regulus Cyber HIBFFY A DI7EXS Tesla Model S/Model 3 HEAT I
i, M RIE GPS R GN{5 5, T ZEMNTE Navigate on Autopilot AT HHILASKF
FH e BT EL A R R ) AR AT, UEWD T 454 GNSS bl
TR Z AT ONIE S AL RS B4 N, 25 S s R i

B : GNSS/TPMS 45 Jo AL I AR 5 K 22 AR v 33 B4 UIE 5 4 S0 58
HEVERRH s ZEui AT RS AL AR B NS, X GNSS. TPMS 45 “AMERAE 57 Iy W] {7 B
B Z ZHASTEARE LG, B 58 B A A ) S B B B T T ke

IR Bodi & 75 H br ik BT A S P18 GNSS 8L TPMS 155 K 4% th



http://ipoipo.cn/

=n HHEREARELS
ERE SAER EE S VAE T, R BUE Bl B A i “ i HAL” BX
“REMBUEIRER T s AR R R AL A R B M A A R L Ty e m A T
% AEESBRYR, WIS ARG S R AN AT

GNSS/TPMS{:Eiiilg — FIATH

aREh G E ERERES R ERIES ESEREY
EFRBRER MG AIHEEE el & RIS
vt P TE /TR HIRIES RREE

YE EHIGGPSTIREEIS S, MR LB REHEERH, ES BB A,
K] 29 GNSS/TPMS A% % B

4.41.2 B5F HID 3EANE fuzz: MANL R BT EBIGRIRE

R I8 HID ABG™ b Bkt 2 I, Mo nl it HID AN BN R G K
AL SRR, TIEERERERINUN T 455 N1 B R BB SR
AR BN W2 A A, HID FE A LSt — D i iy A AT B0 = TNk

2023 EPF= ) CVE-2023-45866 W.7x, 7E Linux BlueZ Ppillkert, Huadiml
DATE RSO S T IR DAIE I A B 4% 5 55 HID E UL I e 4, T Rk s
BTG PRI, 3X SR BEBE 2 RS BRI BT U TE NS BR R g AR
HATFIIVE Jy. R, JFUE T H BlueFuzz JE7R T 0 4248 OBD 5  I& I e AT
fuzz MR FTAT R, 0B AR W 28 B B ARV - IR B T DA AR w8k N
.

FeB s W HID Pl SERUR “UlmT LAE s/ bR SR Bz 2o,
FER eI, R W] HID Profile SUASACESIERE: ML UT it LAEfE
FOVFREAE PR S R RGeS . AR A ) Y 2% A i U D B, T IX e T e
BHtZ ZAE.

FIF A BGE#E A H bR 4T Ok s HID 4%, 2R 5 4Ly 0L
SCERE AR OUT . EHREEMART AN S s Rk R
Bt/ PREERE, FT TR0 AR DR R, Uy 1) A R DL T BT R AR
A eI 2D H TR

31



http://ipoipo.cn/

= HERERGAELS

& ZFHID T A 5fuzz — FIBTHI

P AR B ShEEE RiEEEEA i % SRR
AR /R FER T i it % RCEVRR
HIDECE EEHRIES TR E FeriRA

Wik B FE AHIDIEREEF N, @ REE A TR R TR 2 e HAsH T
B 30 W4 HID Bevldk b 1 S 2

4413 MQTT 5EXZHERERER Y

W (EES5, MQTT #) 32 T4l B, imRsslia 4 TR
EYsc. W Broker FLEAY, B nlLL:

DA 44 B 0% 4% Broker, ITTHELS EMAIE . RER T, HEE G4
Kt

) AR A0 R AT IR 2, TP R 45 2 20 i R S ) S 5

RIS Z TLS BRGUEMRZERE, 52t b ) Bodi slin = 5107 .

R : MQTT WA 5 Hose SCT BAT /AT BRI, ASRGIZERIATE . A5 0
@ BRI N, 5 R G A R A 59 D,
LA 32 s 1) AT AR FEACBR #5561 Broker % 55462 W Bk [ 37 55 M B I,
i NS5 BRI o

R Bt #4140 B Bl H bR B, 4R FFBOMQTT 3 5 54K
54 R A FH 99 14 65 5% Brokers  ACES IR IR I 380, 3T B S e sl B 4
BATE DN HE s JE— 20 4R A OC 2 RBUR A OV W R, TPz R 7 2 B

DoS.
MQTTSE = HEBEERETS — FIFET=H
FEMQTTIRO EaiEErig 1T (R 32 EmhiEES
SR/ ek AEED TR B [ 28
HisFRiso Bk L RBIE RiEMiES

MQTTHRIZBEEE T Y MIFERN, WS oTenlTEREEsm s F s mihiEiE s
K 31 MQTT 5427 Bl B & A 248 427 14



http://ipoipo.cn/

= HERERBHAF LS

4414 ERBEEREBNZESEEES

MW W5 S s A TLS,  BUE SRR SCHIN AR BUH B2 4%
BB BT, BGE R ATE A AN A I R S (R NGt 97 EL Tokeny K
B R A AU s (BRSO P 65 BB =7 g5 b, A Ik i TLS RiA R
I, Wy W PRIV AR .

ks at L0, S BT TCP/HTTP W) 1) TSP &, &Y ke JGtE
FETHIE “HRBORAT + ISARGE— + IFIBEE A" [, B e TS b
ik A U H A RN R R B S O

RO bR e AR BT R AEHE, g i [R] I T HTTP 5 HTTPS, B KF
WISC MQTT 5 MQTT over TLS; #uighHiE-PRIGA 45, AT G4E CA %K
(RIEAS, $E 4 584 ZEIET A 15 B2 K5 ¥ HSTS/ALPN S5 AL, S 4 il e 2%
B FIH

FIHAE]: B AE AL Wi-Fi | Pyt a4 BA sk o9 rh 7e 24 190 5C; alied DNS
IR B ARP HK 3, KFAEHLER T-Box Uit 5 | BB RARHE s 37 RG0SR SCEGIE 1A%
WSS, EIRTSCL CFWMRHE” L Gl LA Token. 48 FZEANEE 1F Py 1) A
A R GTHUE Token AN LRGN, 1 B o J2 FRD Oz 52 4 0 s o B 45040 7 B
ikt

FLiBEHERNESELESES — FATH

7L SImEEEAR SSLAIEREE A TokeniE
A HwWi-Fifth Zuh DNS/ARPLIRE T e 8 iLRIAE
FEERE Ebiklipe] R imigieE

vk EEhs R ohie) £ 4 EeAHE, FIANEEHEGR okentl TR B VE b -
B 32 %2 T 1 B 1 S B R P i s 491
442 BREEFEEXK: UG ERESBURZ BT
A WSO A B 70 7™ SIS I, o n] DA e AT )2 1 e 3
1T, SEBLE AR AT, U “oiWr /3R g T “ IS HIBGREL” .
4.4.2.1 PerfektBlue: Blue SDK HiZF1il#k—%## RCE #20 3.5 {Z4K;5%
BH: 2025 4, PCA Cyber Security A T 4k “PerfektBlue” (1) 7 I

33



http://ipoipo.cn/

= HERERGAELS

BB ZBGL U T OpenSynergy JT AW Blue SDK BIMSUA DU i £ s VI
(CVE-2024-45431~45434) , J LM T2 R TN WAERERRS RS, W
Fufhivh, RN R L 3. 5 ARG 10 AL B IRA R e, 78 i At
RAR Rk a5 2 A i

Wi R e 4 N, il RECN A H, BURTTE B RN S Bl R RS
AT, 4k

Vi NN GRAT B IR I0S% . JAE . Wi-Fi 2RSSR Rusd; S
B GPS A8 ATFECFAEFREAAE B EENL EAFREAMG T, VBN R
T4 A 44 PR R

BB ATFEARS T R, PerfektBlue Bravs 325 A ] 7 LA o) ..

WAF 24 Blue SDK fEALFRWEZF Profile I SCIN A7 5% b X ¥k H1 A
B, Bodig n] LA RR ] L2CAP/AVCTP A3 fih % 5 AT 78 N A7

RAHUAEEA Y P B AR B g SRR S5 A I BRI AR B AN A2
FOVFBCT B AR AR TR N IR A AR 44 (1428 1R S5

BRI 73 5k % - 2 D Uk 5 I T S AEHERE A R R e AN 2, — BLAE PN
P AR AT, R ] Bt bR N S A

FIFARE]: Bods & 7R 440 BT R W RO sk, DA% FHLECH WA

B BB IO, BRSNS o A B e ok

TENRGS RN AR IS 55 A T AR, Bl #5012 R I M T e PR AR
3, BEAfiA Blue SDK FH 2N, fie & B A e P A 5

TEZENLE S UERE R SO AT AR, U i A Hh s 5000 A B 2o 228 LUK

¥4 /CAN A% .
PerfektBluei {15 —#RCE — T
A& e ATECRT BUSREE RIEEEIRT ILEAREIT
AR AVRCP/A2DP FL2CAP ERGRY
thEngE iR EIhEE JAVCTPIR R

EFMUARFEATERE, Wh S ET A DR ET R HIE T R AR TR

K 33PerfektBlue: Blue SDK 5 F Wik —4%& RCE

34



http://ipoipo.cn/

= HERERBHAF LS

4.4.2.2 FEH Wi-Fi BRSNS BURIRIESI EHERERINBR A

B Buh A r R LR R Wi-Fi p 4%

FEHE R RS BB R R G, BN AR AL T — MR s P 19 2
FE M) TCP eg5ui H, T 5TFHIERAACH, SEIE A FRT Wi-Fi Aok Dfe.
AN R I

HERER PGS, TR YAER AT 5% TCP AR 45 8 v i 9z

R A ORI “Wi-Fi SR 7 R, B AT B 4
MU R AL SSTD Al fid

Nl AT 2 R4, 4 ek 25 48 E OC B RS H bx Wi-Fi, A4
R 4 AR EA A

— BN FH R 45 RS S 58 =07 RS B AE # ks el
B O, AT st () Ao R4 G700 dn SRZEHL 1 S A7 A e R 4
LRSS, oo 2 B A] R 1% N 46 th 2k S 1) 3805 , R4 B A Tl

R FA P Wi-Fi Bc P B SCE Z S IE -5 P A

AN € TCP B 1y AFATTH NAZ IR B #n] LS %00 HVEE SR, AR S
Z R ER Token.

AT BSOS R, A A0 . B LA I3k / 4 R 1
FeAl A “OE R ID + K+ Hdls 7 mks AE e, s CSRIENLE
B7“Wi-Fi BCMESR” A 2 Rl B2 IR S5 ui A AR RV R A5 A T IR, A
X RIRTT B BATAT AR —— N S 7 Bearidk, s AT R N # A F% 1]
Ty . o

BT A e A, IR “Wi-Fi BURIESK 7 R, N Al
JFEA i) BSSID/SSID/ B H SR RC &, JF oIS R HARM 4 Ph iz ks “ 2
T EE TN KTBL U AR ISR, BRI AL, IR L
Mo I/ gy s R

BEANAERRH T % o Bradi g w] Tt 2 A0y U 40T 3 B, Bl e R i
PRI 5N & 2 Wiz LURIE TR 78 CAN ST e #, 5R) T AL B 4= LR

35



http://ipoipo.cn/

= HERERBHAF LS

PR FFE AT B o SRR BL, RIZENLROC TP LRI
o€ TCP 3 15 AR ) 45 RSB ME ;- 3, M3 “HeadUnit {5 BAEK” 4%
TE, B SOE R AR IR AN LA/ AR ROA A A5 R

a3 Wi-Fi FCIRAE K o AR 1] 23 A R s 4t Ty, B “Wi-Fi Bopigsk”
MR, FEEE X BN H 2 AP () BSSID. SSID M5 fidh, K 5e 44 il it TCp
B IE B AENUIRST S 1, WO s BT R Wi Y

WL E BN EE Wi-Fio G IR B E R BT 1 Wi-Fi p4%,
Wt 5 B R PR 2% W 4 b e LTI S B R g DA RIE— DRI, il
Dhits 2 vty LE - B FH UE P 50 46 B 57 BV 1) Tokens A4 4ALAZE B 45 1)L es
B ARG, SCIEREEIE: A F Wi-Fi E s 284, 6T LN 24 H
bRE S FIRIE .

FHWi-FiEcRb Y Rt — FIRTBI

iR Eh S EEFEHAS RS THRESEE
CHTT B &k FH/ e85 TCPECHHO EAZEAP
CANIR T = AR ZEIAE S

FHWI-FERRS RRIAE. wHE T AT EPSREERENS S E2kk & A,

45 MEFFE@TLAPREGIERE

TEEBEMAR R, 26 P00 4 55 el SR S tAs B T 488 5 P IR S5
P G BRI VU o SR Y 8%k i T 5 3 S R B YA B R, BBt R GRS 1 4
B, R nr DO R T S R e e R e, R H Ak
IT — 5P E — e 1 oe B uudi it

451 PRERNK: WEET RSERMTE

X JZ T R B P PRI e A SEERIR T B SR U R B R B
BlkEE, At Ry Y . 5 SR R R O R

4511 miRERiROS5RS BIrRE

W Lot E. miEsWikeS . HESWE RS RS ZE M, A

36



http://ipoipo.cn/

= HERERBHAF LS

Wi PR A= 1 5 Bt B bs s RSG5 A2 7 PR [ I 2% B 70 A MY,
MAAFREAAATHI 99 14« BOARCE, SO I TIN5 Hetls A i) « JF#2
BF I A7

Upstream [1] 2024—2025 FRER 5 Bon, FEHOnFEMME 5 N RS 25 Cch
AW G 2 AP i BB B 22— 2024 48, B0 22 3000 Rl 45 A v
JIk 55 #5 R BL 7 LU AN 2023 4RI 43% - FF2IZ) 66%, 1 2024 -4 FF 1 £ 60%
MG A B ST P R EOE T4 e lsiadks, W LA & RS
L) RS BRSO RS

BB PSS R RN, BT CBUNEREET R, RILTEE
R L 3 A B IS5 2 5ia eIl RI, TR B2 uliti. P
UL AT S8 — N vk Fg7 [l #5005 0] 2 ) i JI 45 /DR 82 1) 11 34
B RGBIENNK,  HRCA LT 5 B DK 2 .

FIHARE: Bokz 0 D MRER S TR, EMEAe K
HrAwl 4 T ATE TP AL s YU H b i AR [ 4 s 1 L IR 85 3 3% 0
T B F A R ) RS 2 BRINESE . SR SE I AR s FERIEE
FIRUG, SR G ARG TSP G 6 401 OTA &7 BEAE A S 1 A B R 45,
N Ji SERE 1) B A

THEIRRO 5 RS BIRRE — AT

P THE~ EWMEEREN MNEMAFFE fEEEH TS
Shodanf3 4 SSH/RDP SO%/ARA SR
RERO IR IS #AIFE =R E

EEEHERHORBTENA, 1E & ARETROBHEHE N FHMTE
B 35 2 e B 11 5 IR 5% < b Bk i
4.5.1.2 FERERASEHERETE
B B RN RS AL B “ 550X KL
SRR I RE A EAL B 5 3l ) / A A i 1 W O+, (HI S
WUV A ERR 5
W R CAN B R BEREVT In) &7 15 3/ 75 5 1, SCRE 4% B 112 7 17 2

37



http://ipoipo.cn/

= HERERBHAF LS

3/ 8y 3% 22 4 A ECU;

[ S Gt /D HR T4 S SRS e AR W v Il s ), 3 8UIG 2 4255

AT DU S B0 I v 22 A S5 IR S
XS ) JEAE AR A BB AR AR LA AT — AN
e FR) 2 P 15 STV 0 Bk 1N 2 A ) Al

Jeep Cherokee 2015 4 ({2 ML FENZ RO B T, 1E & 415 BBR
oo I Rl = R I R R 2, B N LA REM Uconnect Sk IGIE L
i) A% 30 B R AR CAN B2k, & sgmim) . A,

o175 P AR ER R <Y ID N £ o TN B i Ve S B W B e SO e S i
MR AL T “HPX 2 BRRED” o VR 2 220000 W OGS Ty R %
FNZWTAE, AR “e a7, AUBEEER ID o B AR R A R
WO Z PR S OENLR], AR R R 2 (1) ECU R ] LRI D i 3L

R Bk el USB. 827 /Wi-Fi. T-Box & A LIFREX TV B 54
Az 438 BCU AR P AT s AIFi% BCU L) socketCAN, D-Bus Bk M5 APT 3%/
WEWT N 8RS0 (0 AR R, ISR 313 g /1 0 S s i R S as =X
50D 53 A N8R iE DoS. VN B E ST T LA

ERREF 5 EHERETE — PR

HREIVIZET] BB PR =gk PhEHR
USB/EF socketCAN R R hEERHHRT
IR IT BRI A2 et B

TS R OIS, WIAE R R T E A R RN R 2
Bl 36 242 N 2% i -4 55 55 73 DXRURS:

4513 BE. ERE5XRBBFEEPIRFATISURL ZSHIERE

B FECNCT SRS rRes. FEHIE S BTNV S K
PP T HERGE W RAFHERESE T 6 AR Uy a6l e 5
VHHESG, — EUR AR DR B R U, AT e SO T i S Ik
P

2023 4F Toyota 2 ECHd it SEAFh, 32 S0V E AR H 2 im iR AC B 3 B



http://ipoipo.cn/

= HERERBHAF LS

BRI B . 20 216 JT 4 HUARR IR B I s R
ID. VIN SN i < ATFU I 7 Rea e, M 2013 45 11 H—H %
#EF 2023 4F 4 H. BlJ5 Toyota {EATHIHEA s ORI Z A = R BEA7 AR ) 1,
P4 BRI 7 5 A 2015—2023 4F i) Al A s i, R 8RB
.

BB H S R E - S AR Bk I SO v I Sk RE, X “Hds e ME”
FIBLEBR 7093 % 18 2R GAF A« B0 O P 45 U5 P RO 2 JF B KA 7 ) s
(7S ] W =2 LIS ) N S € 7 R T SN D L = e U VAT S AN
AT RN AT IR B HLBh = 1P A

RG] Bk 00 48 22 5 B a2 08 P 4 T EROS H R T P A7 A
K 2Rl H AR SSs AEV P R B B AR AT R N, BB NS AT
B 2 1DV VING WA SURE 1) S0 R A X SR R e e 8 H bl
ATATAR M AT ER B R g a5 HoeImi g &, I nDREEOR 5 92 e is
PEHIRE BN, TR fE R 1 g 55 o

BE- Fi05ABRTEPLdERE — AT

RETEMR EMBCEHR THIBEREE WEHERITE R
CEN BT g7 ST HTHIE
A R TS P KA

AHBETORETSSMIERE W ITTHELEAP ST TR
B 37 Hik #0055 KEEEF 6 b (0 B RA R Bzl 25 5 5 e

452 BESFERNK: AMERIESRKRSZH

24 ) 2% e i 0 5 Hcdls DR 7 ) L B A VIR SRBE L U5 e 4 il B ESUR fi) e
BN, BeE AT DAL ST IR, 54 B4 0] H0E 300 4 s O B i 255
it 2 A ) 5 R

4521 nHFESHTTEEIREE: Toyota MEHIE+FRE

M : Toyota 7% 2023 4FE#¢ %, H AT T-Connect. G-Link/G-BOOK 25 ZE I
MR =BT, BT AR E 1%, F8L 215 JT 2% P NS 7E &K
IBZ 10 AEIRIT ) Py 2R T AR . A OCHH A

39



http://ipoipo.cn/

= HERERBHAF LS

LRI 5 A S B IA I )
IR 1D 5 VIN;
BRI AT Al s ORI AL o
SR SR A ORI R R E A, BUTLY 26 J7 4 4 I A A A
W& 1D &4 BAE 2015—2023 4[] A] i AR 17 i)
Rl s 20 ATk R PR S AR BB A TT Vs IR, AT LB ] ) e
s DUE RIVAT U7 i) 508 03 B0 s e A TP AFTBC T B L S AT L AR AR IR kG5
i AL VAW = Pl AT S 2 NV Y € OSSP WP PN LR S =8 e
JERFEH LN TSR 78 0 51, P EORAC B ARIYIRPAZ I -
MAARE: Buti il =58 A e A s A, RITIT 23505 1 A7k
FANECHE e S 451 5
FELFVAERIE LR, ISR Bl i £t St
L VING 283 1D, I IR)R5 407 B AR AR IE 5 2 2 AR IR AT B
i L ICEHHRIR S S, AR H AR EEAT KT O R AN B R
Toyota= kiR ELE THRE — FIATH

PHELTEEE | | ZInEERER THEERE il g
EIA S SEFFETA S E{BYIE VIN+ 245
NS EENE pashAS R SRR

Toyota TFftREIRE BEA S TG, Wh& 0l FEBREFRICE THEROuERE.
B 38 mArfit 5 HE T SR ACE: Toyota {7 B A +4F 2L 55
4522 REGARPMEFEORTHRESEBE A LA PEIETEE
BW: 0N TS T A SRS B A s SR
TESEZEA I ZE AL N, 22 R I R - SR W A e 7™
K37 T 42 T e B
eV LI user Td (TG SKR S, 4R D0 Y F P 1) 56 28 98 k)
R A TS P4, HP ID, FENPRIE. FEMHN A, Sk
by MG /PR GE TR 2 AN N E B
LI userTd ZH0LFAMEPRE],  wT LA A il .



http://ipoipo.cn/

= HERERBHAF LS

A ] SN % S A T R g, DR B SRIE T DLt R R O ik
FE A E R, SFEOCIEA NEFA R R . B m s, XK
Bl nl gt P RAGVER . KT3I And Ty B E AL T,

BBl ez e AR ], 0% 1D 3R [ AU

PR Sy D gk e o IS5k user Id MUE & T4,
LSHAAAE HAXIER, s IR B BT SR SO RS AT KK E
SR % user Td WM AN, 8O H & B F H g B TORHIBUR .

ez MU I BRI T FHVS . AT A G SRR B AR
B RITFORE 5 X0 M R 5 R SR X 2, Bl “He BB
b BB R R TR0 A

ID Bt AN AL o userTd SEHLH W (O {E DX R R LA, (T
3 3 i B i A8 A A S K AT IK 55  BRT Sr Te A R oA A
AT 0y WA M AL, TS T AN 2 i S BELIKT

AN L, RO “H ID BT KPR B L AR R A R, BT
LB (RN 55 i s

AHZB: JUESRBOE RG] — ) userld — b H A

AR L] 5 2 Bode AR IE 5 A 42 35 App BUNRERP I, JH L0 S 40T
KFE THRHBAME TR, 3 ERER M 100/ BORN AL TR, MR R
b S userTd 224, Wiy B R [RDRE Y T A PRI B

BAEAL YT ) o R SK P user Td T LSO HANAE, FHCARIRTE R #Hi%
PSR 3R B 55— 44 T B PRANAE 5 WA DA A7 R R 1) UM S AATHE % i) L

A A . BGE T user Td IHUE Y BRI, A4) 3 it 7] s
P BIAOS K& userTd BEAT A B35 5K,  #HTI A H ) userPhone userName.
userld S8 7B, BHAARMBIGE; ez igsy s, X e Lo
UL I 1) Y W 2 T L B

JREE St RN THLS . WeARSE B M BIRAGER, HH
FVEM S D A s AT R 48 . 4R T HRGHEAL 1 Rt 1Y) userld S5 e
ZRIBR M 1 U5 R AR P AR IR T OGHR, Dht IR SR RN S i
FUR RG]

7/

R

41



http://ipoipo.cn/

= HERERBHAF LS

F it BUMERFZEOENE — FIATH

maatrEn ZIIDORFR #ER7ID BAREIREE
FEETE {&eiuserld gah AR FB/ARHA
iRRIER STEE fth A w®Huserld BTiER

U MR FEIDORENURE, M EERn TR an AP FSf AR &-
[ 39 B4 A /IR I BE VBRI 3 B80T 7 4 ) B i

Fi. BARREESESBAEREEMF

AT A A BEIR T REA 5 R SR AR R 23 Wty b, 2B I PIAN R L
o WL T A IEAE N B BE B AR R rh I s IR
W=, Z -0 S B R SN EAEAC R T 7 1 . DA 207 Rk .
Bk, e R ORI RS s WIE S &G, #2
BOBTL . SEAERERG . TREEE . 2o B iR 0 5 5O v B T B, A5 I i % 42
NEEL 1 B e Ay T A P ) T e

51 SME AL MEESE S

5.1.1 FZ S ERIEINE PREFRRK

TESA B e L R T, 44 B0 5 A ST % P o EL 2 FALALE App
P BREATL E 5 I 1B 1 2 P 3 B O 1326 IR 453 ke 2 378 SRR 5 PR RS
— FLgh 3 v ) A BRI T BEER Token, BT BUAS 4 38 BRI Hhids
(AR, TR R A R A0 i

A T “ G554 + 4% nonce” [EMBTE I nonce Hh% P B
B AR S5 I A PR B . T P RS, PR AR
X Bearer Token J& Ml AT KU1 Oh 5 AT 7 42 s U9 4, B3t 7 T O SE AT 2 1K
B 2t AR AT o X KB BT DA AR B3 <R, AR S8 B
P TV 256 B i AR B RRAS S 25 ) TR Sk A B A A 5 3%
W “ELATAE” SERT BRI, TSRS BERYEE . KR
SHRA I AN IS e A

5.1.2 BASARRERIRIAE Sl 5B B ERIEHHASE L R

LR BB B 5752 APT Beit b, 40 VIN S5 AhriR 24 4F 1 B

4



http://ipoipo.cn/

= HERERBHAF LS

HRHG IR LEA PR TR S HOR 1 VIN 15°F 4 i SR UCREE Ay ik T
i, [FURHERS S0 G0 SRS AR, BOi i 1AL R K VIN x4
AT R

[FI2K KUK PR EILZE TOOR/ % Gl 15 “ R85 /R0, 40 SR Sll 55
BEBh . SRR IR R OURT “Bmbhl” | 107 T2t % T A7 B B S A )
BTN RIS | B R A BT RS ), MG S T
Pl o, T B J 2 s U T A

513 (B RIBESEN YL AR BRI

MQTT 7645 2 By bl 02 TR0 F 9 5404 F R, (LIRS v o it
S T T 45, 55114 B2 LR RS R U B AT AR I —
B Broker SEE7E A FELMSS VR, Tk W TS B4 i SRS
L R A D 9 & TR R R

52 AR, RERE N 5 U BTN AL e A B £ A TLS,
S ) O S 5 005 DS B2 A 4P T 7 A S Wi/
50 0 R85 S o ) A Bk, BT Token T 5 B8R A UBACHR,
S5y 2 A ) 5 B O B R B A

52 FikBARKSINNBEREES

A AE RS B2, RREGHTIA “AR2HE 07 Ak “Ph ik 5 R 2L
S A PO A B 47 P T SBLBEBR , C 8  LA PL M J B
HUTIE, SBLRARTAT, SR MBI/ SRR T BB, 3% — 15
ARG SN = I SDK S5 R4 A %, AR o /Wi
o B B 15 WL I RGeS

A TR B B — A P 135 T 5 A BB 1 2 4 L E W 1
S/ AR T I 7, GNSS/TPMS 4570 f Iy BULE 4 4
I 5 5 R R I P P P 805 A ORI SV S 5 0
LSRR A (35 5T 13 B B EN VP A, Tt 4 T DY i 5 e )
MORLE . L RIESE SR, LTI . EEE . (B e i
it SRR PR A2 IR T . 0T Al ELBE L 51 5 4 K,
LN B I A PR B 5 DA A R

43



http://ipoipo.cn/

= HERERBHAF LS

FER SRS S AR D71, UDS SecurityAccess [ seed/key ML
i S RVE I RS U 2 seed/key SV T B m e M i, Ml AE
HA PR R 25 A1 T RT3 ) % ) AR I e s TR A R, 8 1) G BE BCU hAT
B2 Wi 2 AHOCHIFTT S R A A AR XU S8 B S wl ATk

5.3 WEEY RiaHESHAE

531 ZIRBRBE@MAETE: R T—FEZFE KT

LR -6y A 0 5 5 R SR VA A 2 T RS IR, L
¥ 24 2 i 11 5 300 S B B VR B 2K, Bt 3 RV JE VR S ) A ), nT e ok I F
JBC 1y P R 2 SR O e b g R, IE RN IT — RS — Fhn
B N e I B A

TEAEARS ARG p, BB L S RSy “bragER " TP RIS 5 4™
RG] F 2R FE AR A ) ARG 114/ BRIABC B RO o T 1T, & RS I
SEE ) S R 07 B B R VA BEANTE G . W2 g/ 8 1t S U,
AR TR AR / P4 3 4 UT RN G — o vF 5 17 i i

5.3.2 AHMEE Balin— im0 EREINEIEND

1 AP 2 v, Mo Bl A I B B Wi-Fi i S i AT B
3k Token Hif k&M, fE5G IR a4 U], BRI ATEAT 2 2ot i

XA RINEAE T 99 ANLE ISR AR, AR T RS S e Z 0 e 46
UEAS S RUFIAEG EAT O 8 DA, A it e (0 S 1 AR U e M B I b T SO
i .

533 Fig TIEEOSHERE": NEXGHANSNERRT <

Zdn USB/ R dE . CREREE HAE S e R OR B, (B0l e A
oo et =i PR S HS SRCE SO, B3 2B Token, JA &
WAn . O, SYDBEERE R, IF SRR sl . PRI S PF T 5E
R BT, O R S T N By 2840 B O elar v A& 54T

5.4 ZERENEFASHEREN

AERAEAZI - NEE S PG R 2 VA IR IO 515 B
NEEERT e A UL L T U S R A S - O B R, AR IR TR R S

44



http://ipoipo.cn/

= HERERBHAF LS

OB B INA, 2 RN IE R0 27 PG ] s A e it
Feo UL, BE AN GE RS B AR I S AE S AOAREA, 1 A I [ B A T

AW AT L L 2 E UYL, 2 S RNE X SR
TS A SR AL Lo

REENRARAREN — FRLER

P
HE) & IMEENET I3k 6 IR [lpkGaLredy) HEFEEER
REMASNER HRUBRSRBREHR BRXEEME BN5SRNREED

WL EE s R ER
{ BO/MRE RS EEeE RASEWINE EmE0

BAAMitiER Wb ek RLEAS TREABO-TELR RS I
‘*ﬂggﬁfm’;fg BH5E AR EES e B&SWRSE
; FBEHOV/ EREENR BRAE LN E - ZE A —BBEFAE

B =2 ERTE FEOME R
AR ERMBABRBEL BAOREE & RE A MRS HE

R2BEAM R S AR EES ( PR HRI Token/4 OTASE
iRt BRAET RN HERE L ST - 118 THRERSSR - —RENIA

iR MRRRRLS SRR - BOREBOKRLER
REERS): B/ RE/EERBTIER) + NESIERE/ EOBIEDBE) — TR SN A/ I

B 40 24 Be 4R THEOR QAT R R AL 45

5.4.1 EEEZMEENNRGUARN AT

B RE PR A RGO SR A [ E . ENUN . B & B sl
LB, SN ECR—B BURIS B A LA R B T R A . SO A R
BIUARA S R TE o “ l S It > e, DA 1/ WS/ C B =20 o %0
2 72 A A HE A

fEnu 5B 2, NAAIESTE. Fe 3R B S R IE1E A
“COpIR” LI E SRR . S R Token W] B ST HLH AR GEE A
5 TLS 23l b F 30, JIjg5m S AU 96 25 44 15 Token VERCEIEAT 2544 50 B % p) 2%
FEAE R i BT ST IO A 1 SR A, 8B 7 I UHE B8 o T s m] HRAT TR A R0 5
AR . S8k, ZERNGRe/ MR, 3 SR A 554 D B “ 451k L7 Sl
T B AR “TsRok A OB, EEEAE “ & LB AHZ
VIN/vehicleld HAT P A REAEFAOCR” , MRS D) WBECT; 1) T2 21 42\
A 5 IR

FEZEG SIEAE U, NACT SRR S RSP S, SEEE W,

45



http://ipoipo.cn/

= HERERBHAF LS

e BRSSPI BUEAE A “ B> B AE + SeD R BRI O B A
BN AR T P P B R IO M) TCP R 55, M5 T AR W] R A AE & SSTD/ %
P IF s B, Bt 2B b e Ao SEd 7 IS B R 2B Q3G 4 AR o Xt
MQTT S B, W AN “BCESBR” Wl EAER. 59IAE, 358
ACL HHLB, 8t/b TLS A8 il S BT A A A0 11 B -5 42 ) T 5 AU

B, FEUEE R ARREATI T N IS E R SR T B R R T
g PO IR « RIS 5 A e b s . HAS RGOS, Bliiid Az
FLERFIE L AR S I A R ARG il R ) s SR B, ol A A
H “HERE .

5.4.2 EEFRRAEMNHENESKERZEAR

FERBEMIKI S st L, P E M HEEAE “ > bug” TEL MR =T5
U BCE ST ST AR IE RO RS 2 2% e 48 P 1) 5 8 B I 55 4
BL/ A DR B A CREALRI S DAL P s [ AL K s 9] 5 2 44 8 4, #i s i MGl 3k
fheE rT = a1

SRV =A™ S22 T AL I QR 2 4 P I oK

B BRI AR S AR B X AELRSGE R B/ Wi-Fi
Pk T R AT S o im B A I e IRRAS 65 K R 3E T HL A PR
RIS ZEL AP RE AR bR 5 3 25 18 / AR/ 0 28 Sl FAE BT T8 o Oxt 1Mk LA R I T+ R 4
P, LI “PRES S G s G MBUR HERERR RS . B DR WAR/ %
SR 5 S BMSURBR BE AR ES P T

A8 CEPIEEAMRL N A ERS . T SCR G,
appKey/APP_SECRET [H{LAE App W, FEREA v il (o) ST, (] IN IR 55 B e = K
PR EIAL S LA ONIE TR SR E ISl ATV o S BORE ey U 2 A IE 5 2844
FENR S5 vy AT 28 T N 56 s 25 IRE N HSM/ B8 A BAA &R AR N RGIAN “JIR
FrimAE R + B/ LRSS E kR AL, I AR
SR

=, TG SRR E AN BRI Fe ) R BEMIBR R A R
WX o Pl e/ MR, R TR L B 2> % 5 IR
Token “fiiy A 15538 Y RGBS A8 5 BRGSO 35, A2 vt S vl foe st BN

46



http://ipoipo.cn/

= HERERBHAF LS

M55 L
5.4.3 HEKLHHEHHERHEZEME
(1) REHZumE: el “ TREEN” , BRI Fiast.

2 A ) R 3R R o s TRERIYI R B L USB/ iRl Ol i H S S
RO L BAAAE B PATIIASE ) et B L], AR BGhE A4S . AL
T N A7 57 B e 8 PROEIRAT REUTEIREL 2 Root REST . DAL G 58 Bk
PR e, TR PRI 55 AL P A AR O ], R L 58 AL

PR S B BT R A s T, AR S SR ) R 4 2
KR buig, 8K Token EH1ABL #2IMUEAR Dy “ T STHIRT REDIRL ” JiR
FETFEHE T,

RIS, ZEHLAERE AR BN AR i 2R RN I )RR R
SR T A MR T I BRI 12544 /SELinux b R SCHIT AN, — HIKL
WA RN FRNG ], AR E8E UT 5005584 H A Al Rk
PATBUREE R APT 244 “ 245t vk AT B4, BUORBREE .t/ g
EEATAR A, IR 2 AU R 2

(2) MAE S BOINE 48 “HEERATE 7 B SERRAIE. I HAZ A

B PR A RA AT L P P BSOX SR AL, CEEAN " BB AR, I R

TCP 3ERIF M REC MRS, FHELTHF LA B3 VI, XS5 45 Bl
St TR IE R ] ARSI PREEIE . PRI, BER L 9R5E . PHRL N IRAE KM 2% )
BB R R MIRE S, NI RE A — RPEBkiR. DL TN 4=
ATEAFIN, JFRCEE 144 PRSI by S D) I

Xt MQTT S53H SIHTE, N “EFERIN G2 AT S AER. i
TLS. /8 ACL KA 2 450/ W5 /ML YESE , T4 Broker i 1S 3 32 4%
Bt MO NN 5 PRV S, JE G A3 LI 41 1 B4 i v

(3) % 5B~ G s/ Bk a1 2 de /MR

o P S R 55 ORARBRER 7« DA 5 A A R R A ), 2%
OB RS AL R “RIBGE 7 o N o @B LB iR B INT: R g™
A BRERINEEL 702 g S U R, PR HET 6 WA S

47



http://ipoipo.cn/

= HERERBHAF LS

oG PE NN [RS8 000 E (VUG B8 01, T S BT R IBC B3 B0 i e i At

FENV SRR, Bz i) v U R LR ST “ O AR + st +
ARG R4 A AT VIN 3] L T S Bl A R A VIR Hh 85k A Token
ARBL . BUIR S5 Sk Token ] B R SCERZ A, #os Lkl B AR ARk e 4k
JERIORFFERIRE Sy ANl A IRL . PR SR AR A HR AL
BT 2 U SRS 5 IR, IR IR G R O] 1B Y R

5.4.4 HEFHEEER NS NREES

BREMIKR L WA R 2 —AE T BB EALRIE” - —DE LT
SE R H & | i 2R e BORB A , AEAEAE G EE R RS IRE AT I
O, AL IR RBREEEIN, TP R 4 ) s A BA X o AL
SN S8 oo BEOCBETY 0 BB TR A IR, 1y AN DO 2 A R 7 U

=

o ST ] e RRURR R AT Ol O 5 BELIRT A ) o 0 AR SR KRR
B RO, IR R DN R SR S IR I/ %
I Token FHHEHI KRB SHRH 0. LLKL VIN/vehicleld IMIZE%F
i —H I “ARMAR R Wik, MR BIRG. SRH " RIE . &L
AR5 N TE IR

Tl “HE SRS U U R B i SC AR H AT T R
F75 Token, F2 FUEE S NERES TG, — BB H sk 23 A KA AT - IS 1)
PIt. UG HAE g B Ui s, T T SR LB RS, e H
HTE AS K SRR BRAT ARG T BT .

=R E R ) S AN I N S P ZE S SR . A R Y B A
A EAEAEA IS PR GOC I RI W] fif e BEZERETE 2 o PROH i B /40 % 1 5 Token
PR X NG, BN A AT 24 OTA M5 L ) v KU Th BE HEAT I I A 2% ¢
S U, RN VAR N AR ARG 5 AT A2 I . X “AE AT RL I EE /R
I “Token KIHAR” “4be LS HHEIG” A, BUUE bR HE
M N SRR, RN TR SR, LAORIIE B0 SE S AR I RS 75 /NI 20 58 AU
B 5 R B

48



http://ipoipo.cn/

= HERERBHAF LS

7o AT RIS S MMBE 24

6. 1 IMEZSE & ARG

AR PR 7R A BRI, % T IE RS 6B 44495-2024 (IRA-HE4:
BERZAEHARZR) 5 B44496-2024 (VRAFEBMT Yl B ARZIR) R H¥%
TG = S PRI EITE E AR HE T T 2026 4F 7 H 1 HEIERSE, A
Wik, P S R M 2R N SRR A, B R
HEAE R R R AR R . ENSMELE 224 AT (0TA) 244571
FORER 0T CR A R AU HE (R 7 22 28, D) BROb A 1 2o I 300 22 HE AT
s T Y 301 i Y 0 AT 12 R S ER PR

TEHEZEAE D TT 1T, GB 44495 X “ AR 4 ” i T WIRG2EK .
ARHR A BRI R B 2 e A UE S U B 4 2o 21 R B ) S il e 2 AL
AR Z0 R A 042 45 2 B B JROH Lo 2R S8 8 T, PRt N AZ A P 56 T 49 15 41h
A R 22 AR o R AR o 10 7 FE e A 4 ) ) —— LR 2 4 T
S, g% PMEE . Token KIAH R AL I F 04— HAE R "M
HAFAE, R RO S 1 o R P 52 SO v 1

FEAETH R 22 47T, GB 44496 XF OTA T2 BERR (M52 2e bk . FLsehh J e 4
A T RAF R . AR ORI TR AR T, U A B ST AR IR ER
Root AR, LAR ISR SS seed/key SEILTHESG A5 ), LW HEor 22 AL A THE)
TEATBE ISR AEAE VA BB 11, 14 ELE% A OTA 2 A pL I AR S o

M UNECE R155 FJ CSMS A& ZR H G, AR VA8 TSR R 200, A
b PR 10 286 22 4 A PR R BRI T WA PR XUR: DA N o CSMS BESR AL & R il
IRBS YOI PEAl . AL E 5 AR R, A S T s i) “ T a7 24 B
BEEEN T XA, WA U TR CSMS S B A XU B e DAl A7 5 7
SHFRAT, AT ARG IR AT 2 R A AR, T B T e AT AR B B P
JROR BN o ARV AT CSMS AR R AR 5 1 “ BU BERL AR AN R A 77
Pk, WA IR e A A Mo i b ) AR (0 BEAT IR VP A

6.2 HEETIHERAIEEIN

LT AR VU G I 23 G 3 S AE AL, 3 L DA T 1) AT Ml 4

)

=
m o

%

49



http://ipoipo.cn/

= HERERBHAF LS

(Al 8L«

RS > AT GE o 2R RE I 1B A AT K 00 SR A AT A
gy UV 4] R 218 AR A B T, S SRR R HE LU ) LA
ARG AR PR LD AR (RSE/ e/ e/ D) AYERE
A Jrik CalBRIBVE X MR, H3RE (GUR L R0 %) Ex
PRUETH 780 AR S % D2,

o N BRI (1 S T AR P RIS R ML o Xk R T —— Ryl
W BRI OB IR . OTA (ST RERIR & B T e 2 5 H
JBERA ) ) AR —— S BAEA T2 T S S B IE B, TF A EATEMR T« 4l
WRL ak, WEA. Rty U Ab A2 AT E BB Bk,
Ui @8

AN TR IR DR E A b 2 ARk e o RS I TR (BHAIE S &
WL Uy R S BRI . B S ey e S iR et M
SRR FR I LI R ED i TR BRI L e R s . AT
JETTEF X RESRAR A R AR 2 A 2, W e RBU S & B VL US55 0 25 44
LG IE . BINE/ IR INE I RN TRER ) 20 BRI G ] HLT
JA T RNIESE, R “HIFBE” Fen “Hiram .

VU HES I AE ) BAT ML 5 A RS FR B RE R IR 2 4 U
AR S B b, Ak DO T g R RE T . i
WAEATMEJZ TSR F B 2R . B Fuzz HEHE . BGHBERLLT & 253 B it
I, JFIREE A 5 4 ) R 2 T AR S R LWL, BRI 5
A o

t. FRERE

[l A 4 P BE IR & AT TR 2 3 5 S PRl 0 A, ml DU 1B 1 2
IEFEM “ BB 1) “ - - R BB I R SR &7 A8 SF AT
Arp, PRSE R 2R, BRI UEIR B (F R R RS
U T B A5 SR s T8 ) AU AE M AR LR A 2 A e, R i
RAE IR NOEEEM, B3 R S0REAT AR A . SHEN, i
P EIR AR LA R, HEEAR R R ] BURSET L 12K gEd L

50



http://ipoipo.cn/

= HERERBHAF LS

B B M i S5 A% Dot HOAS R IR R AR A B EA S 1 %) in B
IR SRR BRI BRI R M AR 2 1 SR X
ki 2 4 5 TRES AR LSRR B 5 BB ol 58 2 MLl i

7.1 FEXBRAKIELES

i AR 2 U A BT A 5 v U ) i (R i 2 A i i 5t R W,
—H Token WG B, Azd G, IBIARA, BURSSIm sk = 5%/ B R 3
Ghie 5 MRS, RIUERE DR IAA AR A B il BehH TR
i FIERIF I RE ST, MM AR T 2 AL E S IK SR R gk AEn]
MR IR .

S PRI 5D 558 SCHRRE S “ B AR (A% OV BOR & o AR E
/GRS I ERAL MBS AR B R FLak D> P BUR SR 5 fe /MR AL 57
RSy N DR - AU vIOT 6/ eV B N BN A S e 32 I P TR
WUSAEAE L “ Bl R Ak i 7 S0, Bk ok e DL A% Gl i 4 fi A 3R o

H= Aim LRERE S5 I I BT R SO BE M B4 . TREAR S
USB/ Ik . H &t Hi2 e 4 K Or B HLk = s A e 5 o o, BB A
Yefz . ORI By s B R SRAS R U SRR O, IR SR
AmiliE . MEANEEi G, BRI RE 182 5 B 42

Y, GEAE 5 XS IEAE 2B “PIIRAL” e SRR E Y S s Y
WS, FURFRUETTHER. ZPRRAG: 53— S th il 5 )2 4L I Stk b, G
R RO A S BT ZE - Hs oy ] g RO L 25 IR B9, AT 2 PRI
RH o X PHIREG ZTRE Y. “ 22 TR R 7 5 “HEN B/ AR EA 2 7 A
S liNERE R e i

AR IR BBARL 1B : BRI L A RELUBE B AT L2 T
B, 1M it 22 LABC B 0 B S N7 BEH 2 ORI Uk PR, U ST vy R 4 BRI
S et BRBGE X TR 15 2 R 10 D0 6 BL G A% OB

7.2 T—FEA Z2XNEMESERXERE

B AR RSB T SR RER IR D AN SRR, il AR
Wl 55 < SRR E ) 1EAE AR SE DB A i R4 1) B ARE S A S R REAR B
ANPATEE . B E T T R, (HBSIA T “ ARESIA—E KN

51



http://ipoipo.cn/

= HERERBHAF LS

AL BRI W — T L — AR T (R RS TR . — BN 28 A PEAL
By F R SO AT MU, ot ] Bl e i . SCA B
FUEN, 155 R G U 11, J X ) 14548 App #2 PRI L et 1T

—ERTEVE T BT S B B R A o AE3E S BT AT R oK F 4
TG BEAMIREE . BEF IR FAARI . 19 0P 2R G = N RN o R
RATIAT X o3 Pl P B2 R P AN A Y 2%, Tl 2 ] e o A 3 e 52 T
SUARBLZ X R 30, U5 AR BT AR TR 6 TR T ] TS S S
7RG BSCRNE Mt AR E . RIS R S UK RGN S0E
R BER AR RN AR RN B30 P i A PHEA BT
DA, KRS AT RIAN B RTE S A A TR 4

TRAZAT VT BT A B R S A o AT AR ) AR ARG S 4
F App. HHEE B EENURZ RS E R . X T407. 6. &b, a5,
K. M. B B, Fob i Rg, N X MG U R 1
AR A, JFU0 TR BT AR TR T 0 DG TR T4 P S AR S e i)
i B I A AT AT 5 B Sed B S BRI Sed BiheIRaS e . seid =4k
APUWT RGBT 2 3 BRI (K5 B, (9 10 BT ROk YA PR R 2 P 22 R IR Al
BN

SRR BRI AL U i ZE A T S A S RO S U R
DRI AN . T R A A 5 Pl s o 4 W sl s B PR IR 25 K 5, 4B
AN DU R R 3 BRI U7 ) ZE40RAS SR L D7 se I, TSR ATHE
TSR A R o HESCR A e/ IR SR, XA R Ty ol R S S L B
BT G SR ISR AT AR E 20 X T8RS . #5400, 5
(OB Ui ), ARG5St A T AR ST A B K, B oW AR it L 2 ) iy 2 Al
ATERRRUE Ay ] A5 A o

VU&7 AT Agent i FH i ORI U 5 — L. 8 RefR R
AR ST L HARIAT 2 0 BAT S I BE T, PRIR ARG 5 4R 4 T g
Welfr oy R 2 AR, FFEE— DR SRR AR AR . Bk, WX AT Agent
() T L T A SRR - % T 5 W 2R 51 T LAAE AR B Tl Py kAT s
SRR N S IR L LB LS S e AR AR T A e U

52



http://ipoipo.cn/

= HERERBHAF LS

PRAEIS, SR HBIREAT 45 1 A IA S BEA O RIS AN B I s A R X Tt
B JESERAE . PSR S N T BOR AT 5 B A, i A R e R
VRPLIWTS N TR A%, R e T s B35 5 8 E sh A 4R it

Tt AT AOC H A S L dr FITG . AT JAE 5 4 REA Rl & id
KPR CARRS BEVUNEER . FReIRE. MESDE. KSHEE. TR
A SRS B M N P 7 o XSS RN SR L 5 . AT RIER R
TR S, R BG4 2w 1 H S 5, 3 Sl dee/s
e 2R g Bttt Uil IRy Sl v S A A B, e
AR H A& BRI H A& 355 S 0 sl n) i 2 Kl ) O P e 2
Token. FEHAALE . WKSHRIRE JRUIRTE S . X3 RN SR, i 0 Hr sl
DAL HH, W SN A4 A AR B 5 AT BRARIBILAR] B 1k 428 B 8
o e s ki .

N Hs AT PRAG 5 R R AP A A N 2 A DI IR S I AR &R o g DU ST T )
AT 7R3 A8 B 1) A B, B s Py N o BB T R L B
el BRL) A R B R SO ge SAERCRE A L AR B
Fe by AR AR 5. RN, AE Zm L AT TR AT O RE )
SR AR L0, SRR S0, THRA, KESAEg . $AT45 R 5L
AR, PSRRI BRI RSB U TR OE S ST A
A7 IS S0 FELIT o

7.3 EERAEAEZSHEKEITENEIL

TN I N oY s A W VRGN S il P N PR R K ENE

B SR RE MV AT BE RN RS . A A&, K
ISR I o B AR TE D AT AL R BB A PR P33 , R ST el SR A e 4 T R A
WCRE B AL BTAE-5 MRS Al i« Bea v 27 WOk 1 nl S IR BoR T -

B JFREAERES MBS B . A a2 S
S UERRIAZ EAN RO /IRT 2 naT BRI ER st IR Sy P I 2Rl €298 S CIKIN 3
goe  To LS A

RN = HESN LB SR AL N AR o R B0E AT VB B b AL
AL, WA 2 BN JsU AL S B HEATHE) T, R S AR A B A2 Hh I

53



http://ipoipo.cn/

= HERERGAELS

(TR AEREA TA T VA AR S 0 4 5, I ) Bl 5 IR e A AT R 2R HLRI,
AT Ml A 2 A KPS

R A BT PR, B RERIBRY T L AR T - B I RO R L 3
AE ) OIS SR R 7, TR CRAENY S5 IR AR I R I, Gl 285 A 16
T BE I 5 R AR

54



http://ipoipo.cn/

Eawy . ___'4_9
r o}
, : 1
emerme T
C i ;_)
NN k- _/
A o
LI \
—— —
4\/,_} {;_, b
oS s -
: | il | [ 55 N\ (D)

FABEE “RmiEHRE 2025”7 RENEFRRRS

- EERBETIIRE www.ipoipo.cr__



http://ipoipo.cn/

